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Extracting Frequent ASCII Strings to Detect Unseen Malware

Ryo ITo'® MAMORU MiMURAYP)  HIDEMA TANAKAL:©)

Abstract: The ASCII strings extracted from executable files are helpful for analyzing malware. With the
recent development of natural language processing technology, a detection method with these strings was
proposed. The method divides these strings into words, and distinguishes the difference of the words be-
tween benign and malignant executable files. These strings, however, contain uncommon words. Therefore,
we consider that reducing the uncommon words improves the detection rate. In this paper, we propose a
method that extracts frequent words to improve the detection rate. In our method, the frequent words are
selected with the same number of both words. Our experiment shows that the F-measure achieves more than
0.982 with the FFRI Dataset.
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R1 BT X077 ANV =— 7 o HEEK

T—2% T AN | 2=— 7 I HEE
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third party file 1,105 37,109,008
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HUTHEAT S, strings HAIZE, vV 7 =TICEEND
AFECTRIN IR SN TN D, 2 =— 7 RREGEHE, 3
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=R 2 BT DTy AN a=— T R HEER

T84 Ty AN | 2= I BGEE
FFRI 2013 2,641 1,093,494
FFRI 2014 3,001 3,919,973
FFRI 2015 3,000 2,544,502
FFRI 2016 3,019 3,290,247
FFRI 2017 3,003 757,187

b, FUMEIL, EOMIE L TEM (True) 7R ER
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() RICFRT L BY T 3.
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B B
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TSR : i
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A = 4
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recision TP+ FP (5)
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ll= =
Reca TPLFN (6)
F — measure — 2Recall * Precision (7

Recall + Precision
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10 DA R 2 Felti LTz, ZOfEREZR 2 1Rd. X2
DO IFHEE O TH Y, ML 2 — SRV =
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h 7 —#1%, windows file B & 7213 third party file 2 B
5 —%, FFRI 2014 7>% FFRI 2017 Z 5 —% L LT
TS, BRIAEERTHWN T A M =21, 2fHEOR
PT—& & ATRHOBET - 2H 5720, 78 LB
D OMABGEDEE LD, T —% OBk LOUEROE
77 7 A0 5 4,000 FEEHIH L Ca— "R & ERT 5.
Doc2Vec 3 KX OV LST @ 2 FiFA D B IR 5 FHLER H AT 2 v
T, AT HN RN SVICERT S, £, a—
AL ETCDL=— 7 R HFEEZ AV D HERTIETHEREIT
W, BRBRFIEEEREEZLE TS, Doc2Vee TIE, FHE~2
MV OMEN RO LT 5728, 5 [0 FEEIEE H
T 5.

R 4 BEREERTHTI 28T —F LT A M TF—FOMBAEDE

ik — FANF—4

B¥ET—4 BT — B¥ET—4 BT — &

FFRI 2014
FFRI 2015
FFRI 2016
FFRI 2017

windows file B

FFRI 2013

windows file A
FFRI 2014

FFRI 2015
FFRI 2016
FFRI 2017

third party file

BAEEROBEL, & 51077 B0 Th5.

= 5 EBURE
CPU Core 17-5820K 3.30GHz
Memory 32.0GB
oS Windows 8.1 Pro
NS python2.7

5.5 RERER

FERF AT O EERFEREZ R 6 12T . & 6 FOMHEIT
R T L, Doc2Vee F7213 LSI &2 W TR ETIED F-
measure /89 . 7T A T —FORMT — ¥ % windows
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file B & L7234, LSI 2 AW R EFIEO Y F-measure
12 0.988 TH Y, Doc2Vec 1% 0.820 Th -7, ERTFIED
S F-measure 1 0.958 Tho72. T A T —X DR
7 —# % third party file & L7235, LSI Z# W42 LF
ED-¥) F-measure (£ 0.999 TH Y, Doc2Vec (£ 0.811 T
BTz, PERFIED Y F-measure 13 0.988 Th -7z,

= TIL, TERFIE L REFIEOUIEFH O &R LT
W5, ST TVOMERERIL, BARSIEQEREN A2 A
THEANRY MV EERT D7D DFFEET /L OMBEICE S
HIEMTH D, BT M OEREERIL, TA T —4

EREET VAT U TR M EART 5720 E
T LR TH D, HFEHBOIBRE, T — & DR~
MV aE W SR OIBICE T 5 TH 5. MAEER
DOFER, ZFNHRERINRE L 7 >7T-FT VL LSI Th-o7-.

& 6 TEEFIE LREFIEOBGE I R

TFTANT—H F-measure
piEF—s | @7 —% | kT | Doc2Vee | LSI
FFRI 2014 | 0.934 0.930 | 0.982
windows | FFRI 2015 | 0.960 0.898 0.985
file B FFRI 2016 | 0.970 0.808 0.993
FFRI 2017 | 0.970 0.646 0.994
o8 0.958 0.820 | 0.988
FFRI 2014 | 0.992 0.891 0.997
third party | FFRI 2015 | 0.993 0.956 1.0
file FFRI 2016 | 0.992 0.752 1.0
FFRI 2017 | 0.992 0.645 1.0
o8 0.992 0.811 | 0.999

R T ORTHE L IRETFIEOLBLFH O Lk (s)

BT —# FRE R X 47 HEkFYE | Doc2Vec | LSI
SREET VOGS 104 61 18

windows B~ b DAL 89 53 13
file B Sy FEER DR 0.5 0.5 | 0.5
SRR L B 0.5 0.6 | 0.6

SREET L OREE 105 62 19

third party | fE~27 FVOARK 4,584 36 6
file SRR O FIHR 0.5 05| 0.5
IHRRRIC L B 0.5 0.6 | 0.6

6. B

6.1 DERE

LSI & AW 2 R FIE T, REEENERTIE L Y 1M
LUz BEFEEERTHEORERNL, 23— RADERT
EE BREFHEAEEFICLSI Z W= Thd. D2
s, HEEAHIE Lo — 3R & LSTIZ L DR~ b
N~DOTEHIE, KELZH ESES ETHEITHE EEZD
N5, |EFEO a3 —/SAF, (KO HFEE O BEE 2 Rk
L, BT —% LEET =2 ORBEWAMICT D Z LN T
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XboEBEZOLND. Fi, A[FSUTHINORHEARY b
JCEEHRT 5IBFET, LSI OFRD 1 > Th % tfidf %
AT oz bicky, HBBEEOSWEGEL LY EfEIC T
TEbotBEZLNS.

BT —2 oW, Fl#7T —% % FFRI2013 L L, 72
k7 —% % FFRI 2014 7> & FFRI 2017 & L7234 1204,
F-measure DfEIZIE & A EEL LehoTc. 2D LvD,
BENCEH BT 2 GBI, FRIBELT—EHL WD DL
Ezbhb.

wiz, BEOT A M —4% OWN, windows file B % third
party file [ZZE T & L7234, F-measure DEIZIXIZFEAE
Aotz 2o Enn, BETHEIT windows file
TR, BEALEDFTT7 7 A MTBNTAHMNTH D
LEZLNS.

6.2 MIBERE

MRFEEBROFSE R, LSI # AW R FETIIIERFIE L
0 HRALBERE 2 E S D 2 LS TE .

<Y = T ORENCET BRI, RMOFEITT 7 AL
DB U7 AT U A RS 7 S VIS e 2 R3S
OGRS T2 0 ERRIT K 0 R b v & 0 dE 9 B IER
DEFHERD. ~ VT =7 ORENCET D RERIE, 7EkTF
HETIZOOMAEE LD, LSIZAWERETFETII 148
THRZTEBY, 9 1/4 |2 BT 5 Z L3 T& 2.
BRFIETIE, 4,000 FOFITT7 7 A V% 14 B CTHH
LTWD. 207, A= — 2BV T EE DO
TN =T ERMT B FEE LT, RETHEILEAD
RIEFENTEIERIRE Ch D LB bND. F, —kivk
WRICBIT DA T =27 ORMFELE LTH, REFIEIZ
KEDOVNVY =7 M HETHFEE L THARETH
HrEZLND.

FERTIEIC L 0 AR 2N R S VB Y, 290855
EEZOND. 12BIE, ERFHRICHLTa— 20k
B 1/100 12720, FHE2 MV OAERIZ D DR 3 A
RS KIEICIR S22 & THD. 2281, Doc2Vee &
LSIWCER LIZZ LIk, FHEICHER A N3 T
X LTHD.

6.3 REMOREHE

REFIEZAWE LSIOSFEET MCBWT, HESE
DO TWET —H &0 T5. BRI LT 71 VI,
windows file B T90 7 7 1 /L, FFRI 2014 T17 7 7 A )V
Tdo7-. windows file B ® 90 7 7 A /L%, B0 FEFT
Ty ANGE, BHEOFETT AN E LTHEBHLIEDT
»7%. FFRI 2014 ® 17 7 7 A V%, EHEOIATT 7 AV
EREOFITTI s ANELTARLELDOTHD. K 8
I, BBMAE L7 7 AV EKa— "Rl T B HFEORK
Y. R SFORMEELITESED o — 21T, BRETIE
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W E DR L7z 4,000 FEABER LIz — A THDH. &K
FOEEEHIE, RBRBRALZ 90 HDEVIX 1T DT 7 A Mic
EENTOWHHEFEON, BYEELITEED a2 — 224t
BLTEENTWVWHHEOETHDH. W% L7~ windows
file B@I 77 A NWIZHEBRTH &, BEEDa— X2
EENDOHEN 1,199 bEENTND I ERHERTE D,
OFY, INHDT 7 A MIIIEMER L OEM,ED a2 — /32
WIZIET D HENZEEN TV, WMLz o
tEZONS. RIKLFFRI 2014 © 17 7 7 A MZIER
T5HE, HEHED 869 IZK LT 1,563 bORMEDa— 2L
LHTIHENREEN TWDL I ENHERTE S, oFY

INHEDT7 FANMIITEELY L RO a—XRIZEEN
LHENZLSGENTWETD, BEELTRELEZLD
EEZLND. LEEBR->T, BT —2 B I OENT —4
TEETOIHFELBRA L T — 22T 524 T, &8
BEOBREZMZ LN bDEEZBND. windows file
B O L7=7 7 AV TIE, BfEa— A& ENDH
FEIX Tway, TYf), N)J, INNJ %02 XFosTE-
IFFEENEL EENTEY, BEfEa— A& T D HiE
XL, Dy, Dy, o) 01l XFOEBFERITRENS
<EENTWE., FFRI2014 DRK L7 7 AL T, B
P — R CEHEENDEET ), (yY), %)), [$) %
NEFINTEY, BEa—RIZEENHHGET xxx],
Version], TMMMMMM], 0)))))] EREEL TN,

£ 8 BMMLIET 7 ALK a— ATl 5 HEEOR

BB L7 7 AL
windows file B | FFRI 2014
90 7 7 AV 17 77 AV
BHEDa—,R2 1,970 1,563
T D 1 — <R 1,199 869

6.4 HARME

AWFETHEALEZT — 2 OWN, BT — 2 IR E
FFRI et 57 —4% &y FEEMA L. BRET—#IT,
TV =7 FNEREEL T B YA N OY— IZARR DN
LW E DI, FHERMEZRITL L CERELET 7B A
ZEELCINE L., 20, AFETII—E 2 %218
LTV EY—A"BLOEORHFIITE A EEEE L2
TR,

TR LRI, —BRFETHHER I TV S
KTHY, FBI7aSaInE s Ly, RFFRCHEA L
T—HE, A UF—Fy hTRRASNTVWAETZ Y —Y 7 K
VT BIOA—T T —F Yy b ERLEE. F
7o, MEFREIA—T VAT 05 I EEB L)
WREEDTA T 77 ) 2O TESICHEEETHSD.
AEFFETIL, AFRHEEERRR 20N I Ty
MEOF =& E—YFEH L TR, LER->T, KiF5E
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OFBMIIMO TENEZD.

AEEMEICBI L CIE, PR E AR LI LTH, KB
ENZORMTIEZBRET D2 EXRECTH D LWL
. BWBEEDREFELZERT S~V 0 =7 21EKT 572
WIZIE, KEOEW 7 7 A NNLAGEXTIE/ME L, &
WHHEIBEEE D BLEE AR 1N, < /LW = 7T A 53055 4380
TOMERDD. bL, WBENZOL SR~V =T %
fERL72E LTh, TO</LY =7 b o FRIC 72
DHFEE o — X2 DL TR D 2 & T, AT D
ZERTEDHLOEEBZLND. Fo, TOYALT =T D

ST NOBE L DEBOIME LS5 LT, #
RBTREEEETDHZ LR, ZTONVU T EZRMTED
IricmsrbotEZLNS.

7. BHYIZ

AR TIX, BYEEEMEORTT 7 A b ENEN=
=— 7 7RIS A, B O R WIRIC % T L
Ta—"REERTDH LT, RaERER LS5 ks
BELZ. MIEEROFE, LSI 2 AW ETEOFY
F-measure |3 0.988 £ 722 0, TERFIEIX 0.958 & 72 o7,
ZOZEND, MEFEOI—SZXOHRITAENTH S &
EBExOND. FATRMZLERT D &, BEFEZHAVWD Z
LT R, R A RIBICAERET 2 2 LR TE 2.

SH/OBBEILI3IOEZLND.

128X, FRTA—FOMEERESTLZLI12LY, &
FRHEAFICM EXEDZ L THD. AL TIT> IMGE
FERTIIZLL ORI A= IHHEZREL TWBET2D,
BEEFEST D LICL D EEELZTICM EXEH2 &
MNTEDLHLDEEZEZHND.

2 081%, ABFZETHZ SVM D433 % B o
SHEEICEET L L Th D, ARGEER CTIZENT — 4
\Z FFRI Dataset & 7223, — P EME:T — & 2 AT
THILIRETHD EEZLND. BERMOSHERT
X, AFPERESRERE 7 7 A VOB ERNTET VAR
THIENRTESL., 200, ZOEHMEIN ETHHD
EEZLND.

3BT, #FLENTWHIERRETT 7 A VO
THD. HFALTEL, WERIEIEAY 7 N =T aRET
DRETHWONTETR, A7 o7 BT EETS
AR ER SN TWD., ~ by = 7 IZEP T 2 8H5 b+
ERME SN IER R FATT7 7 A MOV TE, v Ao =T
E LTI D RREMN B 2 b D. £, ERRET
77 AMIBWTHBEBEEDOSWHEZH A Ty =T
ICEHAHI LT, v/ =7 % BT X 5 A[REMEIC
DONTHRAET AMERSH LD EEZD.

© 2018 Information Processing Society of Japan

SEXH

[1]

3]

[4]

[5]

7]

8]

13]
14]

[15]

— 461 —

MMOSE AT Bk N R AL PR OHE B RE BTN R &
s - EHRMEE B LV
XA 7 DK E O ERE L XK, available from
<https://www.ipa.go.jp/files/000024542.pdf/ > (ac-
cessed 2018-7-20).
MASHT v 7 ERRIECR SPREER T (3 1K), avail-
able from <https://www.lac.co.jp/library/pdf/anti-
apt_guidebook_verl.pdf > (accessed 2018-7-20).
Q. Le, T. Mikolov, : Distributed representations of sen-
tences and documents, Proceedings of the 31st Interna-
tional Conference on International Conference on Ma-
chine Learning (ICML’14 ) Vol32, pp.1088-1196 (2014).
T. Mikolov, W. Yih, G. Zweig, : Linguistic Regularities
in Continuous Space Word Representations, Proceedings
of NAACL-HLT, pp.746-751 (2013).
Y. Ye, L. Chen, D. Wang, T. Li, Q. Jiang, M. Zhao,
: SBMDS: an interpretable string based malware detec-
tion system using SVM ensemble with bagging, Journal
in Computer Virology, Vol5, No.4, pp.283-293 (2009).
J. Lee, C. Im, H. Jeong, : A study of malware detection
and classification by comparing extracted strings, Pro-
ceedings of the 5th International Conference on Ubig-
uitous Information Management and Communication,
(2011).
F. Mastjik, C. Varol, A. Varol, :Comparison of Pattern
Matching Techniques on Identification of Same Family
Malware, International Journal of Information Security
Science, Vol.4, No.3, pp.104-111 (2015).
FEVENVE, ARk, TIERAS, THSIL, mERwst o %
T7 7 A MIEENDXTFHIOFEIESIS vy =7
B, Ay =T RRBEAM TR —7 v a v
(2010).
B B, =R, =4 5F, B BB, 0 Doc2Vec
MW FATIC L D~ VT = TR, LB e
5 80 (Ml 4x[E K%, TW-05 (2018).
Funding provided by INRIA and others. : scikit-
learn, available from <http://scikit-learn.org/stable/>
(accessed 2018-7-20).
Copyright Radim Rehurek : gensim, available from
<https://radimrehurek.com/gensim/> (accessed 2018-
7-20).
EOHER, SFM R MOR Mz, M &L, AR
BET-, MIE TR =L = TSRO - ORFSEH T —
%+t v b ~MWS Datasets2018~, IPSJ SIG Technical
Report (2018).
Impress Corporation : #Z2 @k, available from <https:
//forest.watch.impress.co.jp/> (accessed 2018-7-20).
Copyright 7 U —> 7 k 100 : freesoft 100, available from
<https://freesoft-100.com/> (accessed 2018-7-20).
Stringsv2.53, available from
(accessed 2018-7-

Windows Sysinternals :
<https://technet.microsoft.com/>
20).



