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A Study on Smart Lock Authentication Using Smart Phone and
Wearable Device Acceleration Sensor

KAZUKI WATANABE! MAKOTO NAGATOMO! KENTARO ABURADAZ NAONOBU OKAZAKI2
MIRANG PARK!

Abstract: Recently, smart lock products that electronically open doors are used. But they have a kind of
troublesomeness. People have to stop for several seconds in front of door, in a fingerprint or face authenti-
cation method. Therefore, we focused on a user authentication method using walking behavioral features.
Conventional gait-based authentication method using an acceleration sensor or angular velocity sensor of a
smart phone has a problem in authentication accuracy. In this paper, we propose a gait-based authentication
method using acceleration sensors of two terminals, a wearable device and a smart phone. In addition, 31 fea-
tures are extracted from the acquired acceleration data, and the individual authentication rate is calculated
using machine learning.

Keywords: gait-based authentication, smart lock, machine learning, wearable device, acceleration sensor
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