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A Consideration on Dataset for Evaluation of Network-based
Intrusion Detection System

HISASHI TAKAHARA™

Abstract: Today, there are new cyber-attacks on the Internet. It is very important that we detect and protect cyber-attacks. There
are HIDS(Host-based Intrusion Detection System) and NIDS(Network-based Intrusion Detection System) in IDS(Intrusion
Detection System). In this paper, NIDS is focused on. When NIDS is evaluated, benchmark datasets for NIDS are usually used.
In the benchmark datasets, there are PCAP-type and session-type. In PCAP-type raw traffic data is used and in session-type raw
traffic data is remade in session-unit. In this paper session-type datasets are focused on. In session-type dataset, KDD Cup 1999
Data(KDD99) and Kyoto2016 Dataset are widely known. These datasets are labeled in whether attack or normal. Thus NIDS
methods can be evaluated in collective criteria. In this paper, characteristics of those two datasets are clarified and some
considerations about those datasets are given.
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