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Abstract: An online purchase history is privacy-sensitive information which indirectly indicates who he/she
is. To protect buyers from the leakage of their purchase histories, online auction sites have adopted some
form of privacy protection mechanisms such as anonymization of buyers’ ID. However, Minkus et al. have
demonstrated it’s possible to reconstruct an online purchase history on a specific online auction site. In this
paper, we extend their work and demonstrate that a purchase history attack can also work for other auction
sites with more powerful privacy protection mechanism. In our experiment on an actual auction site, we
confirmed that our extended attack is able to reveal 97.2% of users’ online purchase histories. Additionally
we study users’ expectations regarding their privacy on online auction sites and reveal that many users aren’t
aware of the possibility of the leakage of their purchase histories. This result indicates there is a discrep-
ancy between the potential privacy risk in online auction sites and users’ expectations. Finally we make
recommendations towards better privacy for auction users and service providers respectively.
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Fig. 1 The three types of feedback on profile pages. (Left) Feedback as a buyer,
(Center) Feedback as a seller, (Right) Feedback left for others.
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R 3 HALFRICHGE S L O OB TR % ) 2 72
Table 3 Frequency of leaving feedback for sellers.

#Em (100%) 61.9%
80%~99% 19.8%
60%~79% 3.7%
40%~59% 6.0%
20%~39% 2.0%
~19% 0.9%
1ED v (0%) 5.7%

4 HEML BHIAVEHT A > MEIFERICE CRIBES LA THE
WA 5 &8 0
Table 4 Who can see the feedback you received?

MELHETEZW 0.9%
HEDOADHETE S 3.2%
H 5 IR & fHT 72 R E O A DSHETE 5 4.3%
FTRCOEMEADVHETE S 20.3%
THhY Y P eROERRNHRETES 37.8%
THYT Y POFEIIP DL THLPHEETES | 33.5%

x5 M2 AFOMAMEMISHIC X TR SN TREYTH S &
B 7

Table 5 Who can see your purchase items?

FELHETE 2w 2.6%
HYOADHETE 2 23.2%
B & IZEFAl 2 AT 72 i E O R DEE T & 11.7%
FTRCOEMEDVHETE S 13.8%
THY Y P EFEOEENHETES 29.5%
ThHY Y POFEI»PDOLTHIAFHETEXS | 192%

4.2 HEFHES X7 LNDIERE

I—FPHEFM S AT 22N TED X ) (B LT
WLOPERET L7212, BE~OFFMB L OB AR W
DHEHHICOVWTEDL I IIEZTVLDONEHML
oo B L B RAR 4 BLOR 5 IIRT.

B 1 OIEBRE “T AT Y FOFEICHh DL THED AT
METX2” ThiH, ELLHHEL TS AL 33.5%T
Hote. Tz, BB 2CELTIE, ERBWIIE “B 5 I
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4.3 BABEOt 71 ET 1T 3HEE
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L7290, AEOMABREGHRSE =FroMEI N HH
B E) B L7z, ERE SRR TR 6 [IRT.
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F6 UM 3 HHYOWABIEGEHDGE=E»OMES N5/ 5 )
Table 6 Do you have a problem if a third party see your pur-

chase items?

Fo WL RN 37.2%
EEHnln) EEL L | 26.9%
Ehohkwn) LD 27.8%
FEHICN D 8.0%

“CELELPEWV) ERET B L CIE FEREICK ST LRIE
L7 NEEF 35 8% FAE LT, s &% Lz ADBLH
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»hH.
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fF E2
Al EEEDAER
Z—FRAY T AIIBIT 5 349 NOREH DML - £ -
FHABEONRIZUTO LB TH 5.
F AL HEEOWT

Table A-1 Gender of participant.
B | 44.4%
Mt | 55.6%

® A2 HEHEDFA
Table A-2 Age of participant.

10 18 1.1%
20 1% 24.9%
30 1% 41.5%
40 1€ 24.6%
50 fLLL 1 6.0%

K A3 YT47 | OFIFEE
Table A-3 Frequency of use of Yahoo! Auction.

1EBC 1 EMLE | 0.9%
1AL EDE | 17.2%
AR 1 DR 38.7%
ZNLUE 43.3%

K A4 WAL LDD D BEEER)
Table A-4 Which items have you bought on Yahoo! Auction?
(Multiple choice).

R\ Z B S 2 R 63.0%
2R R W [ 36.5%
KA 26.6%
B 22.3%
A3 13.5%
BRI/ 7 &V MRS | 2.0%
Z A 11.7%

RAS5 brITaT7%Em (BERRLT IV MEMEE) & H
9 Bt (BEGEIRT)
Table A5 Where do you buy the sensitive items (ex: health
care items, adult goods)? (Multiple choice).

ESR 51.3%

FTro4rvavery s (F—rarkETIR) | 43.3%

Y7F 7| 10.9%

Y7r 7 |\ PDhor—os v ar 1.7%

ANH)BEDT) ==y k 3.2%

Z DAl 3.7%
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