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Abstract: Infrastructure layer attacks of DDoS (Distributed Denial of Service) damage on networks and
servers that support essential communication over the Internet on a large-scale. These attacks use a lot of
bandwidth of networks and serious load on the servers. Also, always-connected services required in a super
smart society receives more serious impact by service interruption due to DDoS. In this paper, we propose a
DDoS mitigation system to avoid packet losses of regular communications during the period from detection of
a DDoS attack to measures against it in order to reduce the damage to the continuous service. The proposal
system can mitigate a large amount of traffic from multiple attack sources of DDoS to a target server by
applying the diffusion-type autonomous decentralized flow control. In this paper, we describe the mitigation
algorithm of a large amount of traffic flows and the design of the autonomous decentralized mitigation sys-
tem using this algorithm. Also, we show some evaluations on mitigation effect of the proposed system by
simulation experiments.
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Fig. 1 Node behavior model.
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Fig. 2 Overall configuration of the proposed system.
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Fig. 3 Packet flow before and after change of routing.
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Fig. 5 Variance of buffer usage rate.
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Fig. 6 Buffer usage rate of bn for each flow.
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Fig. 7 Average of buffer usage rate of all nodes at the time of packet loss occurrence.

70— 2) &FERL, 30 FHEEEREDL bn DNy 7 7 i
FEE 6 O (a) I8, HEIFE bn (B Fift bn) 75
DFEE (ky 7)) #FL, 70—1BI0F 70— 20
Abn (R EF bn) IZZFNENRSABLIT6IETS.
TJH— 11 ERDObn T ENRNY 77 FHENEL > T
B &G bn EB T bn DNy 7 7RO ET 1%4E
JETHH, —J, 70— 21 F LR bn IZHRTHO bn @

Ny T PRI E L o TWh, ThIE, 7u0—2L4
WMTAMDO 7O =D bn DNy 7 7 HEIENT &
WLTwa. 72, DDoS Bz g L THlE (1) DY

Moy 7B EL— 22005120, BEEN Ty 7%
fFL— FOEFDHLH bn £E L — MZHTEHWIRRT
FAEOMEE T o7z, FERIIK 6 (D) DEBYTHSL. X6
D70 —1 X0, gD bn & FHiD bn D3y 7 7 4f
HROES10%EESH Y, EHEFN Ty 7% FL— Mo
BRMDPRKEVIZEERE THD bn O8Ny 7 7 f#I2%
BHDLZEDGh otz o 920 b Ra Y TREBEDHIE
iTole A, Ny 77 AROET RO YT LR
7 2 A5 DI AS R S 7. 71— 2 12 LCTIZ 6(a)
D70 — 2 DFEFREFEMNY 7 7 HAROB 7O — 4
T D bn DNy T FEHENE L o TWw5b 2 & HERE
TZ2%. INLORFELY, LKL THRObn DNy 7 7
FHROZEIELE NSy 7% EL— FOSEE FED
IHAFT B 2 Do,
4.3.2 /Xy MEKREEDE bn D/ 7 7 EREOFEY
422 HOWERER L LT, 787 v MEEEBEDOS bn OF
Yoo 7 7 fiAEEZE 7 IORT. M7 LD 1085 —=D
FROVTRTIZBWT, bn DNy 77 HEEFKE VI
%y MREREO S bn O Ny 7 7RSS W E
W KERDE SNz, Ny Ty BEINEBEEITS
MERFFO 4 bn ONy 7 7 ERREIECE I, S b
Tty 7 Olnkl — bERHET 2 LENEED bn T/ Y
TrWNEZFERI L TWAEZDTHL, TNy 7 7R

© 2018 Information Processing Society of Japan

F2 FROIVOEVICE DR
Table 2 Results by difference of topologies.
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