TE LB 2 T
IPSJ SIG Technical Report

BREZRAL= PUF IZHT 54 FF v RILBRITOREMEFETFIE

BPIRHA L AR

BEE 10T O = U 7 ¢ Bl & LT Physical Unclonable Function (PUF) 28 H ST 5. —J5 T, PUF @hffEF
DB EEOWIIEREFI LIV A RF ¥ ZAMTOFBRERE SN TR, XBRFEOMRLITDA TN D,
F 72 PUF OZ &I CIX, Z2< OMBEBENEREZRRAL-ET Y v VB2 EBRIATOLERS D, D, &
MR VAT D 723D OWFHIRC, FEPYEIRRASLE L 72 5. ARFIECIE, BricICREHRRE 2 v 72 PUF O 4 ERE
MFEERET D, BEFIETIE, BUG LIHBENEET — % 55 PUF ONFABICIKTE LTV KT v RVIEH
BA VL TWENE I DEFET 5. REFIETIE, EBRICET Y VWL E T 208N 20D, 2t
AR GIATH Z LW TED. FPGA Z W= ER T, REFIEEZMNDL LT, EELZPUF B THDLNE
INEMBINGFHNCE D Z & a R LTz,

F—J—F :PUF, %A RF ¥ 1AM, HEHIRE, "—Fov=Tt%=2V 71, Mtz M

Security Evaluation Method using Statistical Test against
Side-Channel Analysis for PUF

YUSUKE NOZAKI™™ MASAYA YOSHIKAWA'?

Abstract: Physical unclonable functions (PUFs) have been attracted attention as security core technologies for internet of
things. On the other hand, the threat of side-channel analysis using physical information such as power consumption has been
reported. Hence, countermeasures against side-channel analysis for PUFs have been studied. For security evaluation of PUFs,
actual modeling attacks using many power consumption waveforms must be performed; therefore, processing time for analysis
and expertise are required. This study proposes a new security evaluation method using a statistical test for PUFs. The proposed
method evaluates side-channel leakage dependent on operations of PUFs from the measured power consumption waveforms.
Thus, the proposed method can easily perform the security evaluation of PUFs. In experiments using an FPGA, the proposed
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method could easily evaluate the vulnerability of PUFs was confirmed.

Keywords: PUF, Side-channel analysis, Statistical test, Hardware security, Tamper resistance
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Figure 1 Arbiter PUF and its modeling method.
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Figure 2 Lightweight PUF.
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Figure 3  Side-channel analysis for PUF.

Figure 4 Countermeasure circuit against side-channel

analysis for PUF.
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Figure 5 Outline of the proposed method.
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Table 1 Detail of experimental condition.

PUF Lightweight PUF

TLr 2B (N) 64

7 — ¥ —PUF D% (k) 2

FPGA R — K SASEBO-GII

FPGA Xilinx Virtex-5 XC5VLX30
FaEY — )1 Xilinx ISE Design Suite 14.7

oar o Xilinx PlanAhead v14.7

FrvueRa—7 Agilent DSO 1024A

YY) T r—k 2GSalsec

et aYRT 4 7 Bl

IRTA—Z DEH RProp

TurI IS5 MATLAB 2013b




TE LB 2 T
IPSJ SIG Technical Report

® 2 MREFETHH LR A—H

Table 2 Parameters for the proposed method.
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Table 3 Selection functions for experiments.
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Figure 7 Results of side-channel analysis.
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Figure 10 Experimental results using selection function (iii).
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