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Spoofing Detection Method using Time Difference Of Arrival

To Microphones
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Abstract: Recently, replay attacks against to speaker verification systems are regarded as one of serious
spoofing attacks. In order to detect replay attacks, VoiceLive system, which is a voice liveness detection
approach, has been reported. This approach captures time-difference-of-arrival (TDoA) changes in a se-
quence of phoneme sounds to two microphones, and the experimental results showed the high accuracy on
the smartphones. However, since this approach focuses on the sensitive TDoA changes, the performance
strongly depends on the recording conditions. Considering this point, this paper proposes a novel spoofing
detection approach. The proposed method detects TDoA changes during non-voice periods and distinguishes
replay attacks from genuine speakers. The case of replay attacks, there may be stationary electric noise from
loudspeakers in non-voice periods. Thus it leads to detect uniform TDoA while it is difficult to cause in the
case of genuine speakers. In the spoofing detection experiments, the proposed method obtained the high
accuracy even though some different types of microphones and loudspeakers are used.
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