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A Spoofing Attack Using Bus-off Attacks
to a Specific ECU on the CAN Bus
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Abstract: The Controller Area Network (CAN), which is widely used in in-vehicle network, constitutes a
shared-bus network topology and has no standardized encryption and authentication mechanisms. There-
fore, Electronic Control Units (ECUs) and in-vehicle devices can perform illegal actions by spoofing message
injections or bus-off attacks. Countermeasures have been proposed, such as detecting spoofing attacks with a
legitimate transmitting ECU and an attack detection method that focuses on a message is sending cycle. Ex-
isting spoofing attacks can be detected. In this study, we propose a spoofing attack that cannot be detected
by existing detection method. We completely block transmission and reception of legitimate transmitting
ECUs using the bus-off attack and by injecting spoofed messages with the same cycle. We implemented an
attack device using a field programmable gate array (FPGA) to directly manipulate the CAN bus signal, and
conducted this attack in a laboratory environment and in an actual vehicle, and confirmed the effectiveness
of the proposed method.
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Fig. 1 The format of a data frame.
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Fig. 2 ECU state and the transition condition.
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Fig. 3 The bus-off attack using a bit error generation.
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Fig. 4 The bus-off attack using a staff error injection.
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Fig. 5 The bus-off attack in a single frame.
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Fig. 6 The attack detection method based on the periodicity.
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Fig. 7 The attack sequence of the proposed method.
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Fig. 9 The configuration of the attack device.
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Fig. 10 The experimental configuration of the simulated envi-

ronment.
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Time (abs/rel) | Arbld] Len | DataBytes

23.179ms 1C4 8 0000 00 0000 00 00 00 22.585ms1C4 8| 1770000000000000 23.131ms1C4 8 |17 70 00 00 00 00 00 00 23.145ms 1C4 8 [17 70 00 00 00 00 00 00
23.177ms 1C4 8 0000 00 0000 00 00 00 594ps1C4 8 00100 000000000000 23.791ms1C4 8 [17 70 00 00 00 00 00 00 23.147ms 1C4 8 [17 7000 00 00 00 00 00
23.177ms1C4 8 0000000000000000  22945msiC4 8[1770000000000000|  45.645msic4 8[1770000000000000]  23.141ms 1C4 8 [17 700000000000 00
23.17ams 1C4 8 000000 00 00 00 00 00 _250psic4 8 D00O000DO00000000  23.20imsiC4 8 23.145ms 14 8
23.182ms1C4 8 0000000000000000  23.077msic4 8[IAM000000000000]  23.085msic4 8 [1770000000000000]  23.141ms 14 B
23.180ms 1C4 8 0000 00 00 00 00 00 00 _250ps1C4 8 00100 00 00 000000 00 23.145ms1C4 8 [17 7000 00 00 00 00 00 23.147ms 1C4 8 [17 70 00 00 00 00 00 00
23.177ms1C4 8 000000 00 00 00 00 00 23.017ms1C4 8 0000 000000000000 46.286ms1C4 8 [17 70 00100 00 00 00 00 23.313ms 1C4 8 [17 70 00 00 00 00 00 00
23.177ms 1C4 8 0000 00 00 00 00 00 00 246ps1C4 8 | 1770 00 00 00 00 00 00| 24.287ms1C4 8 |17 70 00 00 00 00 00 00 22.973ms 1C4 8 |17 7000 00 00 00 00 00
23.179ms 1C4 8 0000 00 0000 00 00 00 22.935ms1C4 8 0000 0000 00000000 45,144ms1C4 8 |17 70 00 00 00 00 00 00 23.147ms 1C4 8 |17 70 00 00 00 00 00 00
2.177ms1C4 8 0000000000000000  22587msic4 8[AZAW000000000000]  23.813msiC4+ 8 [1770000000000000]  23.533ms 1C4 8
(a) EHEF (b) A S EL () AFYTXT—EANILLD ()1 7L—ALTONRRAT
Ao —UEEATDHH INAF 7B BEEFIH L= 7= WA R AL 2
11 #hARNCBT2%20TF LAY =T 0EEG L EHOIE
Fig. 11 The comparison of the ratio of spoofing messages and the period.
£2 RN TELAvE-—VOHEE x4 WEIIBTAEMOZAL
Table 2 The ratio of spoofing messages. Table 4 The changes of the period in attack.
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Time (abs/rel) | Tx |Er |Description
87us @ CAN Bus Event
85ps Q) CAN Bus Event
85us @) CAN Bus Event
85us @) CAN Bus Event
85us @) CANBus Event

113ps @) CANBus Event
860us@ (@) TxMessage HSCAN 1  1C4 (Msg Error- Tx Aborted)

I 15.264ms HS CAN $1C4 1C4

2.924ms @) CAN Bus Event

85us @ CAN Bus Event

85ps (@) CANBusEvent

85us @) CAN Bus Event
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85us @) CANBus Event
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Tx Error Passive -TEC: 136 -REC: 0 3 100088
Tx Error Passive -TEC: 152-REC: 0 3 100088
8 0000 00 0000000000
8 17 70 00 0000 00 00 00 |
Tx Error Passive - TEC: 160 -REC: 0 3 10 00/AD
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3
3
3
3

Tx Error Passive - TEC: 176 -REC: 0 100080
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1000.C0
1000C8

Tx Error Passive - TEC: 192 -REC: 0
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IS—T7HT4TREE IH—/SwTHREE

(b) AvERA—T LD CAN NALLBE DR(ET —4
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Fig. 12 The spoofed messages transmitted on the bus-off at-
tack.
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Table 5 The changes of the period in attack.
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