Vol.2018-CSEC-81 No.3
Vol.2018-10T-41 No.3
2018/5/17

R SUBHIE SR i ey
IPSJ SIG Technical Report

R - BRELG 10T YRTFL(SSIoNIZET &R
AT R E

WME: (¥ —F v b BRSNS (loT #8) CRET 20X ) 7 4 BENMEEZENLODH 5.
0T B42RIT 5% b AT 5 RIALTH Y, 10T HERRRL 10T VAT LD - BERFNFICET M - 2 v o 25
LEE~DERZASKLERNDD. AFETIE, Zh - B4 10T VAT L (SSloT) ZHIEL-MIEREOE 14L&
LT, £7 10T IRV AT A0 E 2 0 LZOKBEICERT 2% 2 ) 7 ¢ LOBREELERTSH. £/, loT
FOExXa VT4 VA7 HED, SSIOTE LTHETRELX2 T 4 U A7 E2EETDH. RIZ, SSIOTDO VAT A
ETIVOEBEET, YEORMNHREL AT AET NVERAMICT S &4, SSIoTOEBRICBWUEAZEEL TN
LEEFEOFEMCEEEZHAO L, BELTWEEX=2 U T 4 U 27 ~0 SSloT & L COXRT#HERNT 5. &k,
SSIOTHEAEE EIC 7> TOERN L HFE BN T 5.

F—J— K : 10T, Internet of Thing, SSIOTZ > « %2472 10T ¥ A7 A, PLA, Packet Level Authentication, HIP, Host Identity
Protocol, SSMAX, ZZ.0» + B2 ET A —/VFIFAHEE, VI, Virtual Intranet over Internet

Considerations about the secure and safe | oT system (SSIoT)

TOSHIAKI SAISHO™ SHIGEO TSUJI?

Abstract: Various security problems caused by devices connected to the Internet (I0T devices) are threatening our society. AS
l0T devises are expected to increase rapidly in the future, it is necessary to develop the technology and to organize the know-how
on secure and safe use of 10T devices and IoT systems and then to disseminate them to our society. In this paper, as the first step
of research and development aiming at the secure and safe 10T system (SSloT), we first analyze the characteristics of 10T devices
and IoT systems and then we organize the security issues resulting from their characteristics. We also organize the security risks
that should be assumed as SSloT, including the security risks inherent in IoT. Next, we examine the system model of SSIoT,
clarify the models to be considered at the present time, explain the existing technologies and standards that are supposed to be

used to realize SSloT, and then explain the security risks and their countermeasure assumed in SSloT. Finally, we will describe

the basic idea of formulating the SSIoT concept.
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DT =R EREEDT IV AL AT AN NET
H5D.

6.4 loT BB LIURBERE - HROEHIEHRE (BF -

MEZRHICNBSEE-HD) HE

(d=1) ¥ N—TCBITIHE L 7= ToT #3883 L O o ToT #4485
DEME A TN ETE L2010, 77
CAFERLTCELT T 47 ¢ (ToT HEERSE) OEH
F MR (77 =2 EoEHE - B REBETE
ek, TOEEE -MEBENT 7B RABERTZ VT 4T
4 BEERECELEREZT 7 B AEROEZDDOER
WAL TBLBERH D, B, 77 BAE R T
47 4 DIERIT, TOERPERENT T 47 1 D3FF
E B E VW o, (EfARR) EALEEL TR
CZLZBELTWS. ZZTh, PLA BILOHIP OiF
R REERINT L2 TETHS.

6.5 loT HBOEMER - EH (oT MBOENLREZE
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HEL EX1VTFAVRIESZTALIZTZEHID)

6.6

(e-1)IoT HBANDOT =4V 7 N7 =T DRERFEHIC
1%, LoT HEBMINOFT =Y 7 b =7 OEREEFL
MHES CEFIEENMLECTHD. —F, BHF 2T
DI A N—REHIAE S, W REHER?, BIO
HE) e B E @R E > D ORFERLETHSD. PLA B L
OVHIP %2, SSMAX D AT v 7T A XOFRFE « BEBA{LDOTE
MR E R T 2 FETHS.

(e=2) ToT HIRN DT — XKL S A DREH D ORREN
IZiE, ToT #ERD5D FNVRRERFET — X 2HEH L REM
ERBREMTHAMALENTHAS D). BEHEOBRMNEL
b, EFMICIE IoT MEBNOT —2Y 7 b= TR
EFHTOHDLIIEEE2RMET LI ENVETHAH. —H,
BREZ > TOV A N—EE PHIN, @Y RRAERE
TRINE D DOTRFERMEETH 2. PLA F J OVHIP X0, SSMAX
DAT T T A XDFEIE - Wb DTG FTREME &2 M Ft7
LHFETHD.

7. SSloT #BEEICH-> THOEEXSH

HIEE T _72 SSIoT IR WTHET AP A N—t X2 U
T4 U AT ~OXKOF M L BARLD 7= ORETHRE %
AITRIZ, AETILSSIoT R E I H Tz > TOERI 2
RITERBNT 5.

7.1 SSloT EXMRK

SSToT DEEAMERUTLUA T O@ Y .

TATHANT =V ROT —F B IET HEEET [oT &
AT A (SSIoT) ICL D TF—H#ZNEL, WELT—XIZ
B ESE, T X RNERFEEEEET D L EEE
LT3,

F—4
FIER
2

F4SHLIT—=ILE H A== LK.

B 7. SSloTHARER

SSIoT HEART AT A, Zo0fE, o ¥—, ¥Y—LF+v
A, TV F—=2PoBREIN TS, B —n7 ¢
CHANT =N ROT—FENE, T—FEF 5o A&
B7 7Y A= ik anb.
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7.2 VII (Virtual Intranet over Internet)

SSToT (SGA/IT EF /) 1%, ToT Y AT L& T D
Y=, F—btvxA, TTVF—=ZFTRCRA U H—F
MR SN TWD Z EEBHELTVD.

AVH—Fy MIERLTND L kx DA VX —F v K
BRSOV AT A D VI ANSRIET 7 ¥ A SEOBE
PREREEND. ZOXIBREBEELETHITE, A FT X
Y DL IITHEIN L DT 7 ABEL TE HEERNY
FLW. ZOEHICE, 1 ¥ —3y "Nt Y —, &7
— b2 TENZT AT U AV ERE T IULRIE AT RE
7203, BIEMTIEZRV. 2T, SSIoT (SGA/IT £F L)
T Y —, B U AE T AT T — D
HEREDFEEZBELTWVWD., ZOLIRT 7 AT U —/b
OMEEDELEIZ LV, A ¥ —F v MR S V- FERRRE
DHEPbA U TRy NEHERLTHWD00 L) i
MNP STz R A A %3289 % VII(Virtual Intranet
over Internet) MEHAZHIEL TW5.

L IOTV AT L
(SGA/NET L)

_________________

; T4

i S FER
TAPAN Ty =
7—LK L/;e YA IN—T— LR (A B—FRyh)

¥ 8. SSloT (SGA/Il EF /L) 1285 VI

7.3 SSloT NER - HEMEE

SSToT (SGA/IT EF /L) TIX VII OFEBR%Z BIFT 28, =
VR MNE, BiEEROONDE BV —RS— T = A
WA RE R E Lo VII 2T 2o LW 2 & b
HEIND.

I, VII NEORERIELI B OBRML Y, Y
=R = U oA ZERT LR LLETHS S . BERE
BEOEBITIE, B P —r — b0 = A (TR D HFE &
TV —=ZHHWVIPROER - FHAEY TS b
2 —ZIZHIMFT A EENY, EEESLIEAR DT R
U HEEEZEZDMNERDA .

SSIoT & L TiE, fix OFEFITIE U 5N ATERIC
D LI BREEFRERFITHOLERDA .

(© 2018 Information Processing Society of Japan

Vol.2018-CSEC-81 No.3
Vol.2018-10T-41 No.3
2018/5/17

8. BbhYIC

AFRTIL, i SSIOTARE LT 5 10T v AT LA ZRE
LoD, 10T VAT LDEX =2V 7 i E SSloT & LT
OxHEITEE, 3 XU SSIoTHAER E I B 7= o TOREARA 72
Jitt a7

SSloT 2K GEHET 512132 < ORFHERENE I L
TWDN, BRREME - MERECH A FEEMAEZE LN D, ##
MEFHED TV TETHD.
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