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Development of a monitoring system for communication
to illegal FQDNs using the DINS sinkhole and the honeypot

KoKI SAHO! MINORU IKEBE?2 KAZUYUKI YOSHIDA®

Abstract: Abused domain names occurs cyber criminals on the Internet. Users suffer from phishing scam
or malware infection when connected to Web server with the use of the illegal FQNDs. A DNS sinkhole is
one of a method to prevent the connection to the illegal FQDNs. The DNS sinkhole responses a fake answer
against the inquiry of illegal FQDN. Therefore, the administrator blocks the connection to a malicious server
from clients. Now, we operate DNS sinkhole in our division’s network. Our DNS sinkhole responses the
loopback address to the inquiry of illegal FQDN. Our research purpose is to detect the connection to illegal
FQDN from the client and to analyze the behavior of the client. Therefore, we develop a monitoring system
for the communication to the illegal FQDN using the DNS sinkhole and the honeypot. The DNS sinkhole
responses the IP address of honeypot. Our system collects the connection by the honeypot. Our monitoring
system focuses the HT'TP request from the client. We are able to analyze the communication of the client
against the illegal FQDN. Our system not only bans the illegal connection but also monitor possible.
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ARIE FQDN R
bleachkon.net malicious
cdn.sitemakerlive.com phishing
cnrdn.com attackpage
downlaod.vstart.net attackpage
homepages.plus.net malware
lithiumcheats.xyz malicious
microsoft-securityprotection-support.com phishing
ono-group.com phishing
retro-bit.com phishing
sp-storage.spccint.com malicious
wimib.com phishing
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H- A -5 % queries: client XX{EJTIP 7 F L X
HXETTR — M ES (BEIFEAXI R DFQDN):
queriy: Z BIfRRXTER DFQDN class Recorf flag
(FWEDbLEICHIG LY —/RDIPT K L )

M2 MuwadbErZopR

12-Oct-2017 10:35:30.388 queries: client
133.37.*%** ***455177 (DomainA): query:
DomainA IN A + (133,37 %%* *x%*)

12-Oct-2017 11:13:24.401 queries: client
133.37.%** ***#46183 (DomainA): query:
DomainA IN A + (133.37.%** **¥)

13-Oct-2017 00:13:41.725 queries: client
133.37.%** ***#53785 (DomainA): query:
DomainA IN A + (133.37.%** **¥)

3 DomainA ® 7TV o
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PANT, YAV TRHREDY T MY =T 2EAHT S
Web ¥4 b & L THD T AN AEY 1 MZHRIE
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Y —NOEHREERT S5 HTTP V7 T A h &%
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403 B HTTP VARV AL UL TRINTED, 7o+
ATHIBRDIDT 5N T Wz,
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DomainB O Aif#E 1% dnsl & dns2 Offf 5Tt &
N7z, dnsl TR LZZMWEOE R 7 %2 412R7.
DomainB ®ffiW&btid 9 B 11 HiZ 34, 9 H 28
HiZ 6/, 10 A 10 HIZ 34k, 10 A 31 HIZ 3 f-Z#4E
L7z, AVI—FK, ALVa—F, A AAALa—FK&
WESHIETHWEDE T2, DomainB 137 7 v
27 1) A b Tk attackpage TH D &I N T W5,
IPAddress.com IZ &5 &, Z® FQDN IZHED Web
YA bT, BEMIZEELBRWY T YT k%
lifid % Web ¥ & LTHID T A )V AKEKS A b
2% FIE FQDN & LTESEE T\ .
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28-Sep-2017 18:25:30.161 queries: client
133.37. *¥** ***4#64901 (DomainB): query:
DomainB IN A + (133.37. *** **x)

28-Sep-2017 18:25:30.192 queries: client
133.37. ¥** ***455215 (DomainB): query:
DomainB IN A + (133.37. *** **x*)

28-Sep-2017 18:25:30.193 queries: client
133.37. *** ***452846 (DomainB): query:
DomainB IN AAAA + (133.37. *¥* ***)

4 DomainB @27 xzvyu

29-Jan-2017 14:10:45.033 queries: client
133.37. *¥** ***#65288 (DomainC): query:
DomainC IN A + (133.37. *** *%*%*)
29-Jan-2017 14:10:45.054 queries: client
133.37. ¥** ***#60826 (DomainC): query:
DomainC IN A + (133.37. *** *%**)
29-Jan-2017 14:10:45.055 queries: client
133.37. *¥** ***4#58568 (DomainC): query:
DomainC IN AAAA + (133.37. *¥* **x*)

5 DomainC ®27 )@
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0.01 Pz B3z 2\ I 3 4, 12 A 20 HIZ 1 {47
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2006 £ 4 H 3 HIZZ#k I N/ZHAD Web ¥ 1 b T,
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YA P UTEBELTVWEREDEH 7.
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NI4T - Nq - Zoro— NKBOHEIZH S BNLDH
%75, DNS ¥ 7=z & EidfibEhTnws, L
ML, TNSDARIE FQDN ANO#EfmE2RAIT 51T v
MRIRVT = 772 EITER LTV 2 ORAR, & I
LTS Z AR 1L, HEOFETIES SR,

1 Z1¥, malicious 128X N7z A E FQDN ~ 0D 5 %
BB TTAT UL, Ay bR E LMD
N 2T LT WD aReEdH 5. 7747V Mg
ft & i A B A IE FQDN 1F C&C(Command and Control)
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b LY =N\ DOEf A A DD, [EIEITBIHIH Y —
NDIP 7 RVATH B0 EIZBHHY — AL
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U720 < )Ly = 7RG DOME, FEfE &2 Hiv

LTW5., YA TIZEB@BEIZODWTE, HEXT 7

AT T A=NRTOF I TORAZRET 572 EDOHNT

HTTP 2T 2 £ DML\ [7]. £ I TARBMIT AT L

Tik, HTTP ZB{HIxRE U7z,
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TFTLABRETH S, No—Ry MRS ST TExEER
ARG D 2 FEN B 5. FExFERAN=— Ry ME, 5
BuzlesattEz & L OS 7 SV r—va v 2T 5.
OS®7 7V r—yavicidTa7 7AW T 57720,
WP DI AB DM BB OB ERARETH B 5,
N=—Ky NEEVERTIAEEEH D, oy
R RIEI RIS IcER LRI R S RWn, —
B, BN =Ry MIFFEDOT TV r—vavny
#FLIal—bT93. koT, IV TIZEQTEIE
IR HEAMNTE D, FAEHE R THERE PSR/ ON
LIERHBD IR,

AP AT LATHEEMNFHEN=—-KYy b TH 3
Glastopf[6] ZH\»5. Glastopf & HTTP ¥ —"\%Z L I 2
L= TEN=Z—Ry bTHB. TN E>TIZIAT YV
NS DERBO HTTP V7 T A M EIEL, D217
5. F, 7947V IO HTTP VT A MZRL
T, Glastopf & HTTP L AR >» 2 & LT 200 2549 %
EIBELTVS.

4.2 RIEBRETORER

FERBECHBII S AT L4 ik & U T, AHER
BIZBWTHBHY AT LML, @EFEOFERET -
7z. Oracle VM VirtualBox WIZ 3 BRI~ >V %, %
nENs 747> b, DNS ¥ > Zik—)b, Glastopf & U
TREFEL. M7TRMELEZYATLANTHS.

IIATYINETIv I ) ANNIZERS NWAZARE
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FreeBSD 10.3
192.168.0.1 .
‘//1;®E%

192.168.0.2
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Debian 8.10.0
192.168.0.2
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7747k
Ubuntul6.04.3
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OfficeConnect Cable/DSL Gateway

Login Form

soft

1o ConnectionManager? h

by WebLog help. It was rat
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Netherfield the
mode Hertfordshire, was a severe disappoinment; and,
49 not for

8 RIE FQDN ~ D EEfiki H

IP 7 RLADEI N/, £z, M8IFZ 7147V FMWARIE
FQDN ~ Dkt 2 ik A7FERTH 5.

Web R—YDVRKRINERDEII U2 XD IR Z 570,
ZDR—=IL Glastopf 12 & > TR I NED =TT
» 5. Glastopf TIBEDOR—=Y2RRIFELZILIZLD,
FEBED Web 4 — "D ESICRZ\ES 2L TEDE DK
BANET S, ZOBDOR—V Glastopf IZE > TTF 7 #
IV NTHEINTWS,

Glastopf TINEET S5 HTTP YV Z T A MIDWT, 7D
BREFEBDOT 7OHZK 9 IZRT. 9%HBL, 77
A7 > b (192.168.0.3) D> & D5 A% Glastopf(192.168.0.2)
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NS5O HTTP V7 T A MZX LT, Glastopf i HTTP
VARV AL LT200 Z5ELTWA I 2HERL -,

F-H-H B (glastopf.glastopf)
*KETTT FL Xrequested ) 7 TR MT
SEHIPT KL X5 HR— b ES

2018-02-01 14:32:29,289 (glastopf.glastopf)
192.168.0.3 requested GET /style.css on
192.168.0.2:80

2018-02-01 14:32:42,564 (glastopf.glastopf)
192.168.0.3 requested POST /index on
192.168.0.2:80

2018-02-01 14:32:42,774 (glastopf.glastopf)
192.168.0.3 requested GET /style.css on
192.168.0.2:80

9 Glastopf DAL LD T 7 D

5 &bHYIC

51 ¥&&

DNS v v 27 k=% HWTAE FQDN 239 2 @834
WY AT LOWED 72D DIRETOEREIT 7. F
AT UTEMF DO DNS ¥ 7 h—Liz2oWnWT, F#N
7547 Y M SAE FQDN (283 2 W& bk %
HEL-. 1EMT2HDDNS Yy o h—)0rz)uas
Mo & 91 D ARIE FQDN (233 2 W& bt &
Nz, 72, MousdbEshiz FQDN X 11 fEETH Y,
RETT KL AR ITHETH - 72,

B AT L DEEIZOWT, BEIY—NE LT Web
P—NE2TIab—bFEEAFEMN=—KY N TH?
Glastopf Z HHE L, DNS ¥ v 27 Hx—)LiZ & b 1IE FQDN
D% Glastopf ~ & FEE U T@E OB Z mEgElz L
7=. Glastopf 2 W5 Z & T, FEEIZHWEIZH S Z 4L
HTTP O@E#HN%ZF, 2747 o0 HTTP Y
JIANERINETE ., 7, 2747V IO EESH
7ZHTTP V7 T A MZX4 %5 HTTP VARV A& LT,
Glastopf IZFAT—X A3 — R 200 Z2nEFELTWVWA.

5.2 SEDPFERE

AMXTIEDNS Voo h—enzm—Ky bE AW
ARIE FQDN 12X 9 2@ F8IH > R 7 b % AR B 3E THESE
U, EBZ2To7-. SRBRIIERICBEIAY — N2 FEHEL,
KRB CHEE AT L2HBELTWL.

NZ—FRy hZ2HWTHTTP )V 7 T A b Z2IUEEL 720D
T2 DWT, malicious ¥ attackpage &\ o 72D R
IE FQDN N & i 2 il iz 27 54 7 > b DHEkits D2EH)
BTz T, 7947 NOEWESNT S, 5
T2 2L TREPREESIIULLEINTOVARWVAIE FQDN
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25347 VROV Y 2T IBROBAMLAGETH D L H
ZoNb. HITP V7 T A N2V LY = 7EGOMK
HIFHE L LT, Otsuki 5 [8] DH#FZEX Ichino & [9] DAFSE
WHsb. HITP V7T A DAY ZIFRP A A — K95
RSB 2 L 7252 TH 0, ~y XIFHRP 11— NIk
Glastopf IZ & > TINETETWE-D, ZTNo6DOTFEEM
WTANMT 22 LIFEMTHEEEZ NS,

SNz TORTEHRY b EIEENS S DIZEGEL T
56, BRI 4 7 v NG 2 i 7z FQDN E C&C
Y — "D FQDN TH % WJHEMERE . Ky MERT T4
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