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Proposal of spoofing detection based on Keep Alive Messages for

Controller Area Network
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Abstract: Many researches have been reported feasibility of attack against in-vehicle networks. Thus, it is
necessary to strengthen security level. It is expected that assigning a message authenticator is applied to
in-vehicle networks. On the other hand, it is difficult to assign a message authenticator to all messages, so
it is limited to give only some messages. In this paper, we propose a method to protect CAN messages by
keep alive messages.
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