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Association Rule Analysis for Darknet Traffic Data
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Abstract: In this paper we report the interesting observation of the darknet traffic before the source code
of IoT malware Mirai was first opened, which gained much attention in 2016. We used TCP SYN packets
collected from July 1st 2016 to September 15th 2016 with the NICT /16 darknet sensor. The frequent pattern
mining and the association rule learning were performed to 2,590,493,232 packets in total which were sent
from 26,936,22 unique hosts. We successfully extracted frequent patters on TCP Window Size, Destination
Port and Type of Service . In addition, we show that some of the such hosts sent SYN packets satisfying the
conditions known from the source code of Mirai.
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