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An Evaluation on Reduction of Traffic Amount and Influence
by Network Patrol Monitoring

HirROKAZU HASEGAWA!  YUKIKO YAMAGUCHI? HAJIME SHIMADA? HIROKI TAKAKURAS

Abstract: Monitoring network traffic data by using appliances like IDS is one of the general attack detection
methods. However, with the increase in the amount of traffic to be monitored, the cost of monitoring equip-
ment is also becoming enormous. As a solution for this problem, we proposed network patrol monitoring. It
can reduce the amount of traffic that needs to be monitored at the same time by dividing monitoring target
to several segments and switching those separated segments periodically. This paper evaluates the amount of
monitored traffic that can be reduced by the network patrol monitoring and its impact based on desk study
and verification experiments that models a small organization network composed of multiple segments.
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Fig. 2 Physical Constitution of Experiment Environment
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Table 4 Trial Result of Malware Communication Capturing in Initial Stage of Infection.
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Table 5 Trial Result of Malware Communication Capturing in Attacking Infrastructure

Building Stage (Average of 3 Trial).
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