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An authentication scheme based on recognition of
mixed environmental sounds
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Abstract: Audio-based CAPTCHASs can be used by visually impaired persons. A typical audio-based
CAPTCHA method is based on speech recognition of spoken digits in noisy environment. But, this method
has disadvantages; 1) It is difficult to recognize spoken digits, 2) It takes much time to answer. In this paper,
we propose a novel CAPTCHA scheme based on “recognition of mixed environmental sounds.” Proposed
scheme is using a decision problem with finding relationship between environmental sounds. It is expected to
be easy for humans to solve the decision problem, but difficult for bots. We make a comparison our proposed
scheme with Google’s reCAPTCHA v2 and discuss its performance, usability and security.
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