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Privacy Preserving Extreme Learning Machine
Using Additively Homomorphic Encryption
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Abstract: We propose a privacy preserving Extreme Learning Machine (PP-ELM) using additively homo-
morphic encryption. We consider a three participants model; data contributors, an outsourced server, and
a data analyst. The data contributor preprocesses the data and encrypts it with additively homomorphic
encryption. The outsourced server receives the encrypted data and performs summation on the encrypted
data. The data analyst receives the summation from the outsourced server and decrypts it, then uses it to
obtain an optimized parameter of ELM. The proposed outsourcing model is expected to mitigate a hurdle of
personal data usage on a cloud service.
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Table 3 Classification accuracy

B PP-ELM

TF=ytvhk PP-Logistic ovr | Logistic ovr
L =100 L =200 L =300

Glass 0.654 4+ 0.045 | 0.675 £ 0.045 | 0.684 + 0.089 0.596 4+ 0.099 0.604 4+ 0.070

Digits 0.921 4+ 0.032 | 0.941 4+ 0.019 | 0.965 £ 0.021 0.889 4 0.037 0.925 + 0.027

Satellite 0.850 + 0.016 | 0.860 £ 0.008 | 0.875 + 0.007 0.758 4+ 0.019 0.827 + 0.018

Shuttle 0.993 + 0.001 | 0.996 4+ 0.001 | 0.997 £ 0.001 0.873 £+ 0.002 0.933 &+ 0.002

# 4: LWE R— 2§ 5I1C B 2K 2 2 b
Table 4 Timings of LWE-based encryption for Shuttle dataset

(milliseconds)
FZILIVXL | L =100 | L =200 | L =300
=1k 33.073 95.301 196.524
e 21.901 84.678 185.098
T 0.008 0.025 0.048
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