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Preserving Tool for Process Behavior using Kernel Mode Device Driver
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Abstract: Evasion techniques (e.g., analysis environment detection) implemented in malware are
problematic for conducting the dynamic analysis. To overcome the evasion techniques, many pro-
posals have been made for preventing the detection. Malware running in the user mode are able to
detect analysis environments operating in the user mode easily. In this paper, we present a tool to
collect process information by using a device driver operated in the kernel mode on Windows. We
provide some experimental results of malware behavior obtained with the proposed tool.
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<7O+tR - ALy ROERLHIR>

2017/08/28 ©02:54:10.417 PROCESS-CREATE 2016 160836 C:¥Users¥Xxx¥TestApp.exe Xxx-PC¥Xxx "C:¥Users¥Xxx¥TestApp.exe"

2017/08/28 02:54:10.417 THREAD-CREATE 160836 160840 C:¥Users¥Xxx¥TestApp.exe
2017/08/28 ©02:54:36.761 THREAD-TERMINATE 160836 160840 C:¥Users¥Xxx¥TestApp.exe

2017/08/28 ©02:54:37.807 PROCESS-TERMINATE 2016 160836 C:¥Users¥Xxx¥TestApp.exe Xxx-PC¥Xxx "C:¥Users¥Xxx¥TestApp.exe"

<T7AINDER, BERAH, BiHdH, Nyafd, HIFR>

2017/08/28 02:54:10.472 FILE-CREATECOVERWRITE_IF) 2016 160836 ¥Device¥HarddiskVolume2¥Users¥Xxx¥TestApp.exe Xxx-PC¥Xxx ¥Device¥HarddiskVolume2¥Users¥Xxx¥TestFile.dat

2017/08/28 ©02:54:10.472 FILE-WRITE 2016 160836 ¥Device¥HarddiskVolume2¥Users¥Xxx¥TestApp.exe ¥Device¥HarddiskVolume2¥Users¥Xxx¥TestFile.dat OFFSET:@,REQ:4096,RES:4096

2017/08/28 ©02:54:10.472 FILE-READ 2016 160836 ¥Device¥HarddiskVolume2¥Users¥Xxx¥TestApp.exe ¥Device¥HarddiskVolume2¥Users¥Xxx¥TestFile.dat OFFSET:0,REQ:4096,RES:4096

2017/08/28 ©02:54:10.472 FILE-HASH 2016 160836 ¥Device¥HarddiskVolume2¥Users¥Xxx¥TestApp.exe ¥Device¥HarddiskVolume2¥Users¥Xxx¥TestFile.dat 1CEAF73DF4@ES531DF3BFB26B4FB7CD9SFB7BFF1D
2017/08/28 ©02:54:10.472 FILE-DELETE 2016 160836 ¥Device¥HarddiskVolume2¥Users¥Xxx¥TestApp.exe ¥Device¥HarddiskVolume2¥Users¥Xxx¥TestFile.dat

<UZZRBMUADEERAHL>

2017/08/28 ©02:59:48.671 REGISTRY-SETVALUE(REG_SZ) 169168 C:¥Users¥Xxx¥TestApp.exe ¥REGISTRY¥MACHINE¥SYSTEM¥ControlSet@@1¥services¥Beep¥DisplayName Beep

<pLLpa— K>

2017/08/28 02:54:11.478 IMAGE-LOAD 160876 ¥Windows¥System32¥kernel32.dl1 BASE:0000000076BE00@0,SIZE:1175552

<xv bD7—2iBIE UDPRZR(S, TCPIEKI>

2017/08/28 ©2:54:11.175 NET-SENDTO 1452 LOCAL:10.0.2.15:54013 REMOTE:239.255.255.250:1900 PROT0:17 LEN:213 ¥device¥harddiskvolume2¥windows¥system32¥svchost.exe

2017/08/28 ©2:54:11.175 NET-PACKETOUT 1452 LOCAL:10.0.2.15:54013 REMOTE:239.255.255.250:1900 PROT0:17 LEN:213

2017/08/28 ©2:54:11.175 NET-PACKETIN @ LOCAL:239.255.255.250:1900 REMOTE:127.0.0.1:54014 PROTO:17 LEN:161

2017/08/28 ©2:54:11.175 NET-RECVFROM 1452 LOCAL:239.255.255.250:1900 REMOTE:127.0.0.1:54014 PROTO:17 LEN:161 ¥device¥harddiskvolume2¥windows¥system32¥svchost.exe

2017/08/28 ©3:17:50.302 NET-CONNCACTIVE) 2092 LOCAL:10.0.2.15:49157 REMOTE:23.51.210.106:443 PROT0:6 LEN:Q ¥device¥harddiskvolume2¥program files¥internet explorer¥iexplore.exe

3 IEEEHOHI

R 1 GHHEREE
oS Windows 7 Professional Service Pack 1 64bit
CPU Intel Core i7 920 2.66GHz
RAM 6GB(DDR3,1066MHz)
500GB(WD5003ABYX-18EWRAO)

Storage
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EREEZ 5.

5.1 RHMFE
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% [11]. BEFEOTNA AR T A N & BEHHH
BLTWEEE, TXAARTANEGROBATSZ
EHHRETH B.
774K BRA
—fiZ, Windows IZ8F 5T /N1 A KT A NDK
MALE L, %systemroot%\system32\drivers TdH %
720, MEFIEDOTNA AN T A NG %EREEVE
LTWBEE, TDTANVED.sys 771 IVEHZHFT
HZ L THRTAIEDARETH S.
Ny v TF v Il 2B
WinPcap D87y b v TF ¥ 2HHTEHZ
T, WEFENPHDTE 7y MERHITZZ
TE 5.

EE, METHEONEAEE LT, av Yy RE APLIZK
LRAGEICE LTI, T AR T A lH 5D APC
Az vavik¥ERHAUE API 7y 2 %17\, API
MODREVEZRLET S L TRMZEMTEL2EZS
ns.

7 7 A K BBEIAEICH LT, REFEOT AT
ARSANDEETHSD.5ys 771N %, KED ok A
DIAMFNZE - A =TV INTHEHELELRVE S ICBET Ik
THAIZEETE2EXS5N5.

Nry hF Y TFYIZLBRENTH L TIE, REFIET
WETDI LAY —TDRT Y FEEETo>TVWEH, 51T
BNV AV —D5RETELLHIZT KT 50, WinPcap
REDFHT S DLL 7 7 A VT NA AR T A N % &S
b2 THMAZMBTELLEZAONS.

5.2 N74—<IVRADFHIERICHT 2ER
A1HTRUENAT A=<V AFEEERDS S, LYR
M) T7 7R ALy REKEHIREE OREFIEDE
WIZEBA—N=—~"Y FPRELBRoTWVWAERHEE LT,
Windows NIZBI ALY AR T I AE ALy NERK
EHIFRIGIEE @R ICAE B TN D 720, REFIEDE
RCTHPINIHFOEENRRELREZEDFERKEE X
Y AR

E7, BEOSPEMBBRIIBVWTELINEZRNS A %
T, KK ETIEDEDPMEEVEL -7203 35
Z kot

6. FEHESERDRE

AT, YU =7 OBNEENET S BICFIHT %
WV—)L2 LT, Windows DA —%IVE—R 77141V T 4
VR RSANROAT, 70X ADEFIEERE AL T
5Z2i2kD, VY = TEHOMEN R OCEEIFROMES
BITO PHEERE L. &7, RETEZAHT BICH
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2017507 H25H 20:
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g B ERARIEIC BT AR e, REFIEEZFHELT
TN =T OEF RN U AR 2R 2 & TARIBETIE

.082 C:
.680 C:
674 C:
.119 C:
.046 C:
791 C:
917 C:
.107 C:
373 C:
469 C:
.946 C:
.656 C:
345 C:
791 C:
911 C:
.615 C:
792 C:
292 C:
.181 C:
394 C:
992 C:
.398 C:
:59.298 C:
39:54.462 C:

138

DHERMEZRL .

SBOFEL LTE, REWIIYLY =7 28ESE5
T ETYIY o 7 ERARDERTEE) DR P AR E T LD
RAT =T hoRMET NN L D M ADKRE & F2H,
APCZE%FHAL< LY = 7HFHAT 5 APTIECH L
TEHRDOWEESTEDOHRE, A—FANVE—Froa—HP—E—
RT7 70— a3 YREO XD FEL WIERINETE D MGG 72
EMEITFOND.

A

AWFFEIZE L T KRB AE Wz, NTT v¥a7 7
v N7 — LHFSERR D AR

7
E)
i

SE R
(1]

¥Windows¥system32¥cmd
¥Windows¥system32¥cmd
¥Windows¥system32¥cmd
¥Windows¥system32¥cmd

¥Windows¥system32¥cmd
¥Windows¥system32¥cmd
¥Windows¥system32¥cmd
¥Windows¥system32¥cmd

¥Windows¥system32¥cmd
¥Windows¥system32¥cmd
¥Windows¥system32¥cmd
¥Windows¥system32¥cmd

¥Windows¥system32¥cmd
¥Windows¥system32¥cmd
¥Windows¥system32¥cmd
¥Windows¥system32¥cmd

¥Windows¥system32¥cmd
¥Windows¥system32¥cmd
¥Windows¥system32¥cmd
¥Windows¥system32¥cmd

6 WWFEIZIZaTVREFD

I K, NICT o&n &g
NTT 7 RNV AT 27 ) a VRASEDEK HN K,
i Fh RIC#ZE2£T 5.

.exe /C net user /domain
.exe /C net user /domain
.exe /C net use Xxx/domain
.exe /C net user Xxx/domain
¥Windows¥system32¥cmd .
.exe /C dir c:¥windows ¥temp¥w*
.exe /Cdir

.exe /Cdir *.zip

.exe /C move Windows.zip ../
¥Windows¥system32¥cmd .
.exe /C . .¥Windows¥laZagne .exe -?
.exe /C ..¥Windows¥laZagne .exe -all
.exe /C ..¥Windows¥laZagne .exe all
.exe /C ..¥Windows¥laZagne .exe all -v
¥Windows¥system32¥cmd .
.exe /Cdir
.exe /Cdir ..

.exe /C net use

.exe /C netstat -afq
¥Windows¥system32¥cmd .
.exe /C net group /domain

.exe /C net group “Domain Computers ”
.exe /C net group “Domain Computers
.exe /C net user /domain

exe /C dir c:¥windows¥tem¥w*

exe /Cdir ..

exe /Cdir ..
. ./Windows

exe /C netstat -af

/domain

VAR (—E)

Manager, A F 5& (https://docs.microsoft.com/en-
us/windows-hardware/drivers/kernel /windows-
kernel-mode-process-and-thread-manager)

Microsoft, Windows Filtering Platform Callout
Drivers, A F % (https://docs.microsoft.com/ja-
jp/windows-hardware/drivers/network /windows-
filtering-platform-callout-drivers2)

NICT, # + N — & % #% 7 # # “STAR-
DUST” ( A & — & 2 b ) %# B %, AN F %
(https://www.nict.go.jp/press/2017/05/31-1.html)
Microsoft, Technet - Driverquery, A
F % (https://technet.microsoft.com/ja-
jp/library /bb490896.aspx)

Microsoft, Enumerating All Device Drivers in
the System, AFJ (https://msdn.microsoft.com/en-
us/library /windows/desktop/ms682619(v=vs.85).aspx)
Powershell Empire, A F Vi
(http://www.powershellempire.com /)
AlessandroZ/LaZagne: Credentials recovery project
AF5 (https://github.com/AlessandroZ,/LaZagne)

8]

Bl

[10]

[11]

[12]

[13]

Symantec, Windows Anti-Debug Reference, A F It

(https://www.symantec.com/connect/articles/windows-
anti-debug-reference)

Cuckoo Foundation,

Cuckoo Sandbox,

(https://cuckoosandbox.org)

Microsoft,
mon,

Windows
A F &

us/sysinternals/downloads/sysmon)

Sysinternals
(https://docs.microsoft.com /en-

A F %

- Sys—

17l

(© 2017 Information Processing Society of Japan

Y. Otsuki at el., “Alkanet: A Dynamic Mal- ware An-
alyzer based on Virtual Machine Mon- itor,” In World
Congress on Engineering and Computer Science 2012
(WCECS 2012), Vol. 1, pp. 36-44 (2012).

Microsoft, File System Minifilter Drivers, A F
% (https://docs.microsoft.com/ja-jp /windows-
hardware/drivers/ifs/file-system-minifilter-drivers)
Microsoft,  Filtering Registry Calls, A F &
(https://docs.microsoft.com/en-us/windows-
hardware/drivers/kernel /filtering-registry-calls)
Microsoft, Windows Kernel-Mode Process and Thread
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