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A Framework for Model Inversion Attacks on Collaborative Filtering
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Abstract: Recommender systems using collaborative filtering have become increasingly popular in recent
years. Such system predicts items that users would prefer based on their ratings (or purchase history). Data
poisoning attack on collaborative filtering has been introduced by Li et al. in 2016, for the purpose of degrad-
ing the performance of a recommender system, or boosting/reducing the popularity of specific items. In this
paper, we use data poisoning to expose user privacy and propose a model inversion attack on collaborative
filtering. Our proposed attack enables to infer the sensitive items that a user rated highly (or purchased)
from a recommended item.
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By LI XLEEELTWS. Biggio 5DFEIRFD
#, Lasso [l [16], b¥wy ZETI (17, HERRFET
V8] I N T WA, T 51T, TR [19] 2B W THE
TNT)ZLD—BALT L =L T = RRESNT WS,
BT 4N R TITRT RS = TR LTI,
I OMEIZBENT, HET A TLDAGM E/METZ2H
e, RET AT L%xm < MRS G 2 EE— 9 %
BN 2 EAREINT WS [4,5]. LrLadrs, Th
5O, BRT7 4 VE) VI DORED TN T X L%
HELZSDTII RS, ZET VTV XLIZEH U TRIEY
ZH % KT B Bl 72 EE 2 — S OER G IEFIZDWT
HpicEt I T niehr o7z, 2z LT, 2016 I
Li 5i2& b, FHIRMRICESKGHRHT AV & ) v 72 HE
U, EFED Biggio 5OFiE%ISHUTHREHMIZIGL T
BV — V2Rt 2BET VT ALPREI LT
% [6]. 272U, WITNOMEL AR TRELZKEL X
B0, A—HFDTSIANV—DRELZEHMLLEZHDT
ESANAN
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— 4, Model Inversion W E X, 2014 £ & 2015 41z,
Fredrikson 52 & W BRI N/-EEBE T IO AHF1% FIf
LTCa—YOTI3ANY—%2RETLRETH S [7,8,25].
WEHIL, WEAROI—VIZHT 2FEETIVOHIE
WAEFEMICHGL, ZHETILVERECHHATSI L TA
THEDFL D IAABEAT, ATERIZE EFN TV S —
DYy T 4 7RIEREEILT S, Fredrikson 5 1%, 2014
TSR [7) 2B W TARKE 2 E R E 7 IVIZEME U,
2015 TSR [8] IZBWTHERP =2 =TV 12y b T —
EDOIMILETNVTEAL TV D, WIhOoMEHzE W
TH, ETF—RIZLDFHUEBRZ®EL T, fEROFERI DT
FEHWTE Y YT« TREREETT 2 HELDS, K
BHRENH ETEZ 2N RINTWS. £z, 2016 £,
Wu 512 & 9, Model Inversion WD ERLBfTHI T
% [25]. AR THRZEL 72K EIE Model Inversion BZ D
REWFAT A NZ) TIIEH L5 DTH S0, k0K
B [7,8,25) LIXEBR O RSV =V TRBLMAGDES Z
CIZEDEHRT S, 207D, NKEIX Model Inversion
KEDOHTERRETA VOHLVIHEL WA 5.

6. BDHYIC

ARETE, BHA71 V&)V TIEIHEE Y AT LI
BIET BTSNy —) 27 DEEfEEHME LT, HE
VAT LIBEWT (GEM) 2—YDRREICT A T L% T
TAERAYV =V TN TA— DT SA N — % RET
DTN R RE LU 72, AL, Fredrikson 512 &9
2% X 1172 Model Inversion REBDH&ZSHL7ZH DT
HY, HEVATLADRI—VIZRR LT A T 5505 M
A—YIBEICELSTMLUZT A TLE2RETS. £
AFTIE, Li 512k 0 RESINZTHS IS < Hl
TANVRY ATNTERA Y = SRR, B
AV Ot T — X % Ro#ftT s T, RROKEED
BOBML -V CHRNIZERHT 57-0D0KET LT
VA LZHSIZUT.

SHBROMEE LTE, £9, ET X EHWZREFED
FEADH T SND. Fiz, KRBT, RWEREIHHT «
NE) YT THWSHF -V OFiT— X %23 XTAF
TERZe2MELTVEY, FEBIZTRTOF T — &
EAFTELT—AImTHD. 2D, 5#1%, —ib
DL T —RZRDAAFTES, LI, HEVRATLE
TIv IRy AL UTHMT 2RI % FE U 78 72 72K
BIZOWTHMRET 5.
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