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Development and enhancement of intellectual network forensic
system LIFT against targeted attacks (Part 3)
-Estimation of invasion source and spreading range-

Takahiro Shimakawa'®  Makoto Sato™ Ryoichi Sasaki

Abstract: In recent years, targeted mail attacks targeting specific companies and organizations have become a problem. In order
to cope with such attacks appropriately, the authors have developed and enhanced LIFT (Live and Intelligent Network Forensic
Technologies) which is a system for guiding measures using log analysis and artificial intelligence. In this paper, we added a
function to associate a process of a terminal with a log of a communication trial, and we propose a method to estimate invasion
sources and spreading range by analyzing and matching those data of multiple terminals after convergence of events based on
emergency measures. In addition, after developing the program, we confirmed that we can achieve the expected function by
experiment.
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Figure 1 Relationship with LIFT system.
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Figure 3 Expansion of infected range in experiment 1.
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Figure 4 Expansion of infected range in experiment 2.
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Figure 5-2 Illustrated Result 2 of experiment] using RDF Triple.
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