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Abstract: In recent years, targeted mail attacks targeting specific companies and organizations are becoming a problem. In order
to cope with such attacks appropriately, the authors are developing LIFT (Live and Intelligent Network Forensic Technologies)
which is a system for guiding measures using log analysis and artificial intelligence. In this paper, we introduce the overview of
the current LIFT system. In other words, this system analyzes collected logs, detects signs of attacks, uses artificial intelligence
technologies such as Bayesian networks, calculates certainty factors, and when an attack event is estimated, emergency measures
are taken And instructs automatic execution of additional surveys and guidance to administrators when an attack event is not
estimated, along with concrete examples.
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Figure 1 Outline drawing of LIFT system.
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Figure 2 Hierarchical structure of names in attack.
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Figure 5 Flowcharts of event estimation.
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Figure 6 Flowchart of measures.
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