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Detecting Malicious Macros with Bag-of-words

Hirova M1urab®  MaMoRU MIMURAL'P)  HiDEMA TANAKAL:®

Abstract: In recent years, targeted e-mail attacks using malicious macros are increasing. Previously, de-
tection methods for malicious document files have been proposed. However, to the best of our knowledge,
there is no method to detect malicious macros. In this paper, we focus on the source code and propose a
method to detect malicious macros from the frequency of the specific vocabulary. Most malicious macros
are obfuscated by the functions that convert a character string to hexadecimal numbers of ASCII codes and
replace function names with random names. In our method, the vocabularies with the same features are
replaced with a vocabulary to create a corpus. Thereafter, Bag-of-words represents the feature vectors. This
paper inputs the feature vectors and labels into Support Vector Machine and classifies unseen macros into
malicious macros and benign macros. In the verification experiment, we applied the proposed method to
the specimen downloaded from Virus Total. As a result, our method is efficient to detect unseen malicious
macros.
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