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Abstract:

RYOICHI SASAKI 3

STAMP (System Theoretic Accident Model and Processes) and its safety analysis application,
STPA (System Theoretic Process Analysis) have attracted much attention as a new safety
analysis method for complex systems of [oT. Though, STAMP/STPA is disseminated as a
safety analysis technique, they also can be applied in the security risk analysis, and the
security response of STPA is proposed as a STPA-Sec, or STPA-SafeSec.

This paper presents the need for threat analysis from the viewpoint of cyber-security in stpa-
sec and stpa-safesec. Specifically, the STRIDE model is applied to the case of the smart grid

of the safesec paper, and the effect is examined.
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STPA-Sec Process

System Engineering Foundations

Define and frame security problem
Identify losses/accidents

Identify system hazards/constraints

Identify Types of Unsafe/Unsecure Control

Model functional control structure

Identify unsafe/unsecure control actions

Identify Causes of Unsafe/Unsecure Control and Eliminate or Control Them

Trace hazardous control actions using information life cycle
Identify scenarios leading to unsafe control actions

Identify scenarios leading to unsecure control actions

Place scenarios on D4 Chart to ID more critical security scenarios
Wargame security scenarios to select control strategy

Develop new requirements, controls, and design features to
eliminate or mitigate unsafe/unsecure scenarios
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