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Survey of Cyberattack Infrastructure used by IoT Malware.
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TSUTOMU MATSUMOTO?

Abstract: In late years, Cyberattack toward IoT devices is social problem. Particularly, Cyberattack using
the malware toward IoT devices represented by Mirai is a big threat. As measures against IoT malware,
threre are many researches such as surveying the actual situation of attack using honeypot simulating IoT
device, vulnerability investigation and hardening of IoT device itself. The other hand, About cyberattack in-
frastructure for control of the IoT malware is not revealed enough. In order to measures against IoT malware,
it is necessary to survey and reveal the infrastructure used for IoT malware. In this research, we constructed
survey system of the C&C server that link with honeypot simulating IoT device. Then we analyzed the data
from our survey system.
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1 191.96.112.100 78 27 FTP, SSH, HTTP, C&C, Shell J5%& NL 5
2 188.213.161.46 48 25 FTP, SSH, HTTP, C&C, Shell &% IT 7
3 80.211.133.73 21 16 2 TAHH IT 2
4 80.211.192.237 11 7 FTP, SSH, HTTP, C&C x 2, Shell j5&x 2 CZ 9
5 191.96.112.115 10 5 FTP, SSH,HTTP, C&C, Shell it%& NL 27
6 94.177.218.37 10 5 FTP, SSH.HTTP, C&C, Shell Vg IT 2
7 185.148.39.193 8 5 FTP, SSH,HTTP, C&C, Shell Vg RU 21
8 94.177.218.245 8 5 FTP, SSH,HTTP, C&C, Shell & IT 13
9  191.96.112.120 8 5 FTP, SSH,HTTP, C&C, Shell J&% NL
10 94.177.230.28 7 7 FTP, SSH, HTTP, SSL/TSL, C&C, VPN, Shell j&% DE
x 3 HEEAEFMAEWIP 7 KL A L 10IP L ADMNEE T & 72 WA BEVE DS E W 72 D 0 b D K B % ol
IP7RVA R Efa—F HEEEAE (7) L, FAERNEOSILY 7 22T BENH 5. AT,
191.96.112.115 10 NL 27 I FTREZ V™ = 7 ORI % BN & & % 7212 ToTPOT
o . » DHMIEE DS, E7-, KB, 0S OHZREI TN
04,177 218.245 8 IT 13 7-OHEFEEZR L, BERLZXD C&C ¥ — 1 D5
191.96.112.113 5 NL 13 iz itiE s 5.
191.96.112.108 6 NL 11 SRR ARWIZED —IRIE SR A [ N K DR AL HE
185.165.20.77 4 IR 11 REOLEEZI TITDNL:.
80.211.192.237 11 CZ
191.96.112.120 8 NL .
94.177.230.28 7 DE §%Yﬁk

BEes, OSH#EDiHEH» S5, BASHLITE % C&C ¥ —
D% < 1%, Linux % OS, FFiZ CentOS THEINTWS
ZeNEFEZLONS. LA, B, OS#E X nmap 12 &
LZHEL I TREENA O THY, AEFEEHRGTS
PBEDH 5.

SEOFETIE, IP 7 RLVADFET % AS ZDIFHRIZ
DWTHIS AT > TV, FAEFO IP 7 KL 2zx
LU, BIEREZITOLERH 5.

6. FELHESHRDREE

AFTIE, ToTPOT IZ & 2 %ZBNFHE & #EL T, i@
D C&C Y —NZBIRFIZHFHERER T 7 7« THE Y A
TFTLERBEL, AFELAEERIIOVWTHRE L. AFET
&, BASHLITE % C&C H—=NIZDOWTAINTWS
P —EADRHHE L OREHIKD D HIZDOWTHS2IZL
7z. %7z, BASHLITE % C&C ¥ —N1%, Rfkz 7o k3
NV EFWTIZ nmap ®° TCP 2% 27 ¥ 2 YDA TR ATEE
THDHZ ML 7.

SHROBPEL LT, SHOFEHRTHEOSNLIP TR
L ZADFMR AS WEHEOBMFHE %2 EMK L, BASHLITE
RCELC Y —NWASRIP LV IVIZEDRRIIHAET 50
EONT S, DIOBEICERDEWEIP 7 KL AKEDLS
BASHLITE % C&C =N RHT 5T n—L v 7T R
TLERNT S, £, BEORTY b F Y TF ¥ T—X
SHrFIETIE, BASHLITE % C&C H—NBUAD IP 7 R
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