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Abstract: In Named Data Networking (NDN), which is a content-oriented network, Denial-of-Service (DoS)

attacks affect normal users and networks.

Countermeasures against DoS attacks have been proposed, but

most of them limit requests of normal users strongly. Such countermeasures have a learning period (no
attack period), and packet control is based on the information of this period. In this paper, we propose a
countermeasure against DoS attacks without depending on a learning period, called IFMR. The purposes
of IFMR are detection and suppression of attacks. Each router calculates maliciousness of data request and
limits packet processing in proportion to the maliciousness. We evaluate suppression performance of IFMR

through computer simulation.
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57280, BEEOIIHNIIARI OB I L 2w,
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A8 72— ADEBENEHFEINL T THIEESINS.
IFMR 1375 |2 Locality-disruption BWE # # L 9 % 72
&, Locality-disruption (23§ 2 flPRIZEEZ b DIZT 5.
Locality-disruption B % & (ZH0] 3 5 72O 1R E Tk
TIEHE Data DA XGRS 5. B Data ZHilfR$ 2 5
HE LT, CSIHAF SN TV DY Data % BRI ICRAE
95 )7 & W Data A% CS I\ARAFE SN A RTIZHEYNT 507
BED2200% %, CSIZRAE STV 5% Data & RS}
T 5 HFEEEN TR E Data ZFHI T A LENH L. — )
T, W Data 7% CS (ZPRAF SN B RIS 5 TV —
5 7% Data D NREEZ BT 2LES WD, 0%
7 == AGHliFEICE L T b,

IFMR Tl ¥ v v ¥ 2 BIAFEAT 2§11 Data % 5
§ 5. IFMR 13§ XTO5E L7z Data Z#5%§ 5. IFMR
13V — % 2% Data & THLIZHE% L 72712 Data 2 5T %
ZETV—FIZARAD % Data HRAF SRV E I IZT
%. Jv— %78 Locality-disruption B2 M5 5 &, L —
FRWEERMLI2A V5 72— A0 5 ERENT Data
% CSICBRAFT 2T 5. ZoHBEF v v v 25 C;
RIS, C; 3B L > THERE N Data &

N—F R T R TH L. C; 13K (6) TRENS.
Ci(t)=1-DR;.  (0<Ci(t) <1) (6)

X (6) £V, DR; DIELENEAIIN — 7 IEEVHEE T
CS 12 Data & B&45 L %2\,
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3.5 IFA Oi&0 & #l
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disruption O —fE & LT . IFA 1358 )) 7% Locality-
disruption WE L [ TH D, IFA OLEEZITIEFIZEL
OO Data = ERK$ 4. IFMR i3 IFA & Locality-
disruption WE % ZROEIZ L - THHIT 5. IFA % HIH]
T 572012, FRETIETIIHIE Interest 2 HIRT 4. LIV
THhUA & IR OFE 2 B 5.

REFETEA VI 72— AT EDEFEZRTEYR
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AY8 7 2—=ADIR; WA 5. @EOERKT O —H
IFA & LCHIIr S5 2 L 2B 72012, TR, (3RFFEH
b BVEET 4. FEEIE IR, OFE LTEHRSN
L., TOTEIRIR, /NS WE EIZNEIEL b v
ZEREWT A, IR 3N (7) TEHRINS,

CSsize
Zj:l Tij
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(7)
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Locality-disruption BB DIRE DK E WAL TR; D
MEMPOIEE L L5720, Q87 0 — OFFMELRS L
FelT 5.
IR; 73X (8) #iii7-d & &, V—FILIFA 27 5.

IR, <T;, (0<T;<1) (8)

T, Ty IEETH 5.
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25 D Interest & CS # BT A AMIZHEZET 5. Interest
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Ty \ARAF S 5. TFA % 5@  HIRT 2 7290 1B E IRV E LS
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4. VXL — 3 i

REFEIFMR OF M2 RT 72012y Ea—¥ Y
Ral—Ya 2Lk AR T 7.

41 Y3aL—Y3 EFTN

AEDY I 2= arTiRXC bRTY (7], [14] & f#
H L7z. XC bRa Y% Cache Pollution Attack DXt T
BEOR R FTMT I LITLIEHVWS LA, [ 312 XC
MR Y OIEEZRT. @E LR BER I E0E S
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Fig. 3 Overview of XC topology.

£1 BFELI-WELBEDONT A—¥

Table 1 User and attacker parameters.

INT A —F T — e £4

FL! LD? 1IFA
PRI 0~1,800 [sec] 900~ 1,800 [sec]
Data O 0 10,000 100 10,000
TR O 10 [pkt/sec] —
DR ~ — 10~1,000 [pkt /sec]

L FL: False-locality
2 LD: Locality-disruption

Y TIIFEATEDFHET B Data £ v b ZEGITD, —F
Al LYV ERTDEANRDH S Data v M, b ) —
Fx WBENERTHANRDLV Dataty h&T5, 2
DERETFIVIZANKD %\ Data BSAKD B 5 Data & H
LW, WEOREPROKELSLLIETVTHS
LV Z B, il — I Zipf OFH] [15] It v T v
VRBERT L. WEHEIIKBIEIZED VT Data % @ity
ICERT 4. IRRFETE, WEHEDCS YA X LHEEKD
Data Offfi % %3k 3 % 7 U — % False-locality W & 3%
§ %. Locality-disruption ZU (2B L TIILEZ A W HE 2%
R [A U Data # HEER LAV 70— L EHT L. [FA
DER 7T — 1T KFEIZHRL S Data BRI L5 70— L F
£95.

R1ICHEL-FERBEZEDERN /8T A= 12D
WORT . FREBICBW A &5 Data OFEFHIZ 0 T
FL, WEOMEIL vy THRT. K#% 21— 10,000 f
O Data # 2R T 4. A BEH T False-locality W25
WT CS OFEmEM L 100 fE D Data 2 ZKT 5. —F
T, WEHH Locality-disruption B = TFA % E474 545
A& 10,000 FEE D Data 22K T 5. WEOELIETT
DIL—FDOERROEF DN OFETH. WEE 1 ANH-Y
DERENTRTOL—FOERKE [ UIE, WEEOD
R IE L= OME L [MEICR S, XC P RO Y ETIEG6
ANDBEL—FDREIETHLDE L, HBEZEOERKIIL

© 2018 Information Processing Society of Japan

F£2 YIial—TaunNgA—%

Table 2 Basic simulation parameters.

ty hI—=rv3Ial—% ns-3 [16]
NDN £ a2 —b ndnSIM 1.0 [17]
YIial—va viEH 1,800 [sec]
Fry Y aBRTVT) AL LRU, LFU
V=450 CSHAX 100 [pkt]
V—4%® PIT H 4 X 100 [pkt]
Data 1 X 1,024 [byte]

) 2T D 10 [Mbps]

) 7 DML 10 [ms]

I—HDOERFED 6 f5& L7z,
R2WCERNLE I I2L—v a3 v INTFTA—F 2RT
F v v a@RTHICIE LRU £213 LFU 2wz, b—
ZDCS DRI RILEHL—FIZL o> TERSNS Data
RO 1%\ Z7%E L7z 7], 9], [14]. PIT H A4 XiEKL—%
T100 CHh5b. EEMTHS a, Tr, Tp, Tr & IR;(t) D
I, X B OMIEPMERE EICie Lz, P
B ClLE % L — FONREWER S Y — VICHIET 5720,
Zipf DY DINT X =5 ZBE) 729 2 THEL—HD
AHfEZ B LB R R Lz, 207k, REFHET
3D THE L — Y OEREFH T L LEEI %\, EEE
O BRI ZRAEIZ DWW TERE DR ICRER L T 5.
DoS B FE L IFMR OMEREZ 5§ 4 72012, DUF
DFHMIH H % 317 7-.
o I—HFyyiaky p
Z—HHER L7z Interest FUTH L THF v v ¥ 2t
BAZ STz Data HOFETH L. L—HFH§XTD
%R Data &V — % %5 AF- L T Interest 235478 12
FEL Doz A It 11k 5.
o JHIEEAT
T = Y AT BT B %5 L7 Interest DY A X & 3%
2 L7 Data D A4 ZADOEEHTH 5.
I—¥Fyrvyaky MRIIRS THEL, @EANIZ
P2 CHIZT 4. R8ICBWVT, @I —F U2 L EH A0
DEREIRLEDA I T2—AhH AN ENSE. NDN T
314y 7087y NEEHEHRTE L7720, 1—H(C
TV —F O ZITEE L - EWEZOFER 7O — % 4
VT2 AT EIGEECE DN I DFAET AL EZD
Nns., DUEOGEICERDE, 4EDY 2L —2 3Tl
AT 2= AT L ICEF LIV EREZOE R 7o —%
SrEEC X BRIV — 7 COEMNE 4T o 7.

4.2 BEOIFIMEREDFHE

4 L& 5 13 False-locality BUEOIHIHE R IOV TR
LTWwh., EHPIFMR # W2 GEORKERTH Y, Bk
PHRFLELMH L WG EORKRTH L, @FEL—FDB
FUOBBBEDRINEL—FF vy v oy NRIZHIGL,
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Fig. 4 Alleviation of False-locality attack (LRU).
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Fig. 5 Alleviation of False-locality attack (LFU).
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Fig. 6 Alleviation of Locality-disruption and IFA (LRU).
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Fig. 7 Alleviation of Locality-disruption and IFA (LFU).
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