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Abstract: Implementation of information security rules is one of mandatory measures for all of enterprises,
incl. government. Those rules have been designed from historical security incidents. On the other hand, those
cannot cover unexpected incidents and new requirements. Therefore, some of enterprises have implemented
“exception rule for exceptional case”. Nowadays, scope of escape from rigid rule might be dependent on
individual organizational matters. In addition, it is unclear that those rules have been written based on
proper recognition on security risk under unexpected situation. This study surveys and analyzes present sit-
uation of “exception rules” and application of the rules, and the benefit from the viewpoint of organizational

governance.
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Fig. 1 Basic structure of information security policy.
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Fig. 2 Presence or absence of “exceptions” in the internal reg-

ulations related to information security.
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Fig. 3 Exception rules which was unified in the entire organi-
zation, whether that is also specified for each site orga-
nization.
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Fig. 7 Ratio of principle regulations and exceptions.
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