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Abstract: Security risks potentially involved in third-party-libraries on Android have been shown to expose
many apps to vulnerability. In this paper, we investigate 15,064 of popular android apps to identify their
library versions and to reveal statistical distribution of the versions. As a result, several apps even published
on Japanese Google Play turn out to be using old version libraries warned their security risks. Furthermore,
we survey how the vulnerability is left and spread on the market by mining metadata such as the ranking
order, the number of downloads, the rating and the last modification date. The results presented in this pa-
per reveal that, being independent of the metadata, there are apps using the libraries of out-of-date version,
which verifies that some apps can be vulnerable although they are highly ranked, downloaded, rated, and/or
updated recently.
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Fig. 2 Distribution of Facebook SDK versions for the Apps in our dataset.
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Table 2 Kendall rank correlation coefficient between library versions and each item of
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Fig. 5 Distribution of Dropbox-API versions vs. rating values.
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Fig. 6 Distribution of AdColony versions vs. last updated of each Apps and month of

disclosing vulnerability with its impact range, month of sending security alert

by Google with its tolerance range.
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% 3 Apache Cordova FIfiT57 7)) D9 %, Google DtF )7 1477 — MIBAEL
TWiw 3 7V —7 (2014/4-v2.9.1, 2014/11-v2.6.0, 2016/10-v3.6.3) DFFMTEH
Table 3 Detailed information of 3 groups in Apps using Apache Cordova (2014/4 - V
2.9.1, 2014/11 - V 2.6.0, 2016/10 - V 3.6.3) that are not following the security

alert by Google.

BRESH FIAA—Uay EEZS HFY 5 Y RIEL REFHO—F A—H—LEa—
2014/ 4/26 2.9.1 A (fENBEZEFE) COMICS 201-250 10000+ 3.00-3.25
2014/ 4/26 2.9.1 A (8 ABHEF) ENTERTAINMENT 351-400 10000+ 3.50-3.75
2014/ 4/26 2.9.1 A (fENBEZEFE) COMICS 201-250 1000+ 3.50-3.75
2014/11/18 2.6.0 B (R ii#aT) FINANCE 251-300 5000+ 3.75-4.00
2014/11/18 2.6.0 B (GEERHI#RAT) FINANCE 51-100 50000+ 3.00-3.25
2014/11/18 2.6.0 B (R ii#aT) FINANCE 101-150 10000+ 3.00-3.25
2016/10/ 3 3.6.3 C (EH¥dEs SHOPPING 51-100 10000+ 3.25-3.50
2016/10/ 3 3.6.3 C (FEHEHEES) SHOPPING 101-150 10000+ 2.25-2.50
2016/10/ 3 3.6.3 C (HF¥EEs) LIFESTYLE 301-350 10000+ 3.00-3.25
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The Number of Developers
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Fig. 7 Distribution of the vulnerable Apps ratio among those

created by a same developer with Apache Cordova.
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The Number of Developers
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Fig. 8 Distribution of the vulnerable Apps ratio among those

created by a same developer with libpng.
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