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Abstract: In home medical care and nursing, information sharing using ICT among medical care workers
makes team care smooth and improves quality and efficiency of medical care and nursing care. However,
in such a system, sensitive personal information of patients should be encrypted and stored, because it is
exchanged through the internet. In addition, there is dedicated public key infrastructure (HPKI) in the
health and welfare field. Therefore, we show two methods of information disclosing mechanism based on
the HPKI. One is a RSA method using RSA. The other is a CP-ABE method using Ciphertext-Policy
Attribute-Based Encryption. We measured processing time of encryption and decryption in those two
methods. The results showed that RSA method is suitable for disclosing mechanism of information with
high change frequency, and CP-ABE method is suitable for some with low change frequency.

Keywords: Collaboration of Home Medical Care and Nursing, Disclosure Control, Healthcare Public Key
Infrastructure, Ciphertext-Policy Attribute-Based Encryption
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