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Checking Code by Pattern Matching against Abstract Syntax Trees
Enriched with Data-flow Information
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Programmers must follow coding rules such as the secure coding standard and API of libraries that they
use. Otherwise, programs may cause vulnerability or may not work properly. Therefore, source code check-
ing tools have been developed to detect violations of coding rules or APIs. ASTgrep takes patterns of code
fragments that violate rules as well as the source code to be checked, so it can detect violations of varieties
of rules. It consists of two parts, the frontend and the backend; the frontend converts a C program into
an abstract syntax tree represented in an S-expression (S-AST). The backend pattern matches between the
pattern, which is also written in an S-expression and the S-AST generated by the frontend. Since the S-AST
reflects only the syntactic information of the source code, it was not possible to express patterns of violations
that depend on data-flow information, e.g., patterns of null dereferences. Therefore, we improved ASTgrep
by enriching the S-AST with data-flow information so that we can express patterns that depend on data-flow
information. Our improved ASTgrep performs data-flow analysis by using LLVM, and attaches its result to
the S-AST. With the improved ASTgrep, we successfully described patterns and detected violations of some
secure coding rules that we failed to detect with the previous ASTgrep.
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