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Abstract: Network-based Intrusion Detection System (NIDS) is widely used to counteract cyber-attacks, and
thus various studies have been conducted on high-performance NIDS based on machine learning techniques.
In the field of intrusion detection, we have famous datasets for evaluation like: DARPA Intrusion Detection
Data Sets, KDD Cup 1999 Data, and Kyoto 2006+ Dataset. However, these datasets do not reflect recent
trends of cyber-attacks because it has created in well before, and moreover they lack long-period observation.
For this reason, we generated Kyoto 2016 Dataset from the traffic data obtained from the honeypot that was
used to generate Kyoto 2006+ Dataset and continues operation. In this paper, we describe basic statistical
information of Kyoto 2016 Dataset. Furthermore, we provide the results classified by several basic machine
learning methods to give guidepost of classification precision for researchers in the field of network based
intrusion detection in the case of applying these methods to Kyoto 2016 Dataset.
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WE WS MR H L. MR T, —#HOT—F 1y MIE
BHO Ay b7 — 7 ECTHEMEEE ZBBICED B L TE
WMENTBY, EBEOR Y PT— 7 REEZ ML TE T
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%= 1 Kyoto 2006+ Dataset OF5ffm —E
Table 1 List of Kyoto 20064 Dataset session features.
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Kyoto 2006+ Dataset DFEBFFICIEX, LFOFNET/HN=—
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BroIDSid% v b7 —2EHHAOY 7 727 ThHY, R
WhHBEOERR, KT b3, -V AIZET MR
Wra41 2 % [17].
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PERCG I (2016 4 10 A FFT) ORI ZEM TH o 723 —
Yar241 B@H L2720, Kyoto 2006+ Dataset DFE
BRI i Bro IDS O/ — U 3 > 1.2.1 L3R5 52,
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I3, 77 ANVTA XN 2CGB 22587y b x 7
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2GB A MZ ATy VXX T F ¥y T A NERZ BV
WK S 572720, 1HGDO 7y X TFx 77
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Ty NEFYTFXY T AND2GB #HZ T LE -7 5H
43 (2006 4E 12 Ho 11, 15 H, 20074ESH 10 HZ &) @
T—=FBREL TS, Nz T, Kyoto 2006+ Dataset T
Wb R LE (2009 429 H~), N=—Fv b~FE
TLMEOWANZE DL >T1LIHDDOINT Y hFx T Fx
T7ANVD2GB 2R AGENE holz. TOXI %
BH5h 5, Kyoto 2016 Dataset = 9 % EC 2GB
D77 ANVERKR W Bro IDS 1.2.1 TEATSTH Y,
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ERTHDTH o7z, EBIZIE, Duration2 23ty 23 »
DFzAEEH 2 /NG LLT 6 HIORE TRLE L7z D TH D,
Duration (& Duration2 Z /N ELT 2 07 £ THDO 727215 D
bOTHo72. o7, Kyoto 2016 Dataset Tld Duration
Bl L C Duration2 DA ZFT L 9 1TLH L /-,

KIS, Ly varo7a b alikEsE s LGEmL7.
Kyoto 2006+ Dataset Tl&, KDD Cup 1999 Data TId¥F
BEICEFNL Yy Y aroTa b a Ly EsEE LTE
I Do 72, Kyoto 2016 Dataset TlE, v a7
O halE LT “ep?, “udp”, “icmp” OV ILDHSFLER
END L HITEE L.

S5, By arot—EYRAfEHEEY AT LWk
I 1T L7, Kyoto 2006+ Dataset Tl, v 3 >
- 2EHIT AL B L T—EeHFT B SRz oNT
LEw, v iarPEnl)et—CADEETH L0
IEAHTH - 72, Kyoto 2016 Dataset Tl&, v a3 D
— ¥ AR “smtp” R “http” LWV ) LTI AR L
THREER SN D L) ITETE L7,

Tz 7T, Kyoto 2006+ Dataset THERS S - AREE D5
Ebfro 7.

9, 77X TNUVOBIEEAT > 72, Kyoto 2006+
Dataset TIXIEH % /R"T “17, BEAWEEZRT «-17, &
HMBBEEZIRT “—2 O3ZHEHD T T AT NVHPFRET
%. Kyoto 2006+ Dataset TIXEMEDOLy v a D) b,
“IDS_detection” 558 &= & “Malware_detection” FFf# & T
WEEMTH L EMA LD o725 DD, “Ashula_detection”
FHETEBRALZOOZRAREL LT [13). L
Lo, 27 ATNVEREEL L GEMTA707 5
LICARBEDH Y, RMWETH L1205 00b b FTEEAIIK
BOIIATNUPENEOND LY ¥ a PHFFIEL 72,
Kyoto 2016 Dataset TIZIEL { 7 7 AT XU SE DR 5N
b EIITBIELT.

KU, BFENCXY ) XFEPEASNIEABRGDBIEE
17572, Kyoto 2006+ Dataset (&% 7IXE)h) Tregk s LT
BY, yT7TRYBLE 245N BETTHSL. L
L7%&2%5, Kyoto 2006+ Dataset O—ERDATTIE 71 7 F
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LADOARBEIZ L > TRFNZ Y 7AHFA SN TV AL EFTI D
Bz, WHZF 7T TR B LHEA 24 22 TLE D
Wahd A, Kyoto 2016 Dataset TlE#H 7 K4 1) LA
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4. Kyoto 2016 Dataset DFfEsHEIR

Kyoto 2016 Dataset ZE 9 212H 720, 2006 4 11 A
252015 FE 12 AFTONZ—Ry b F—F 2@ L.
2006 4E 11 HH 5 20154 12 HF TD 3,348 HIE D H &,
B2 LT TR T v AL o TIERIME % 3088
TERDoHA»80 Hlld Y, 77—ty MIEGENL
DX 3268 HEDT—% ThAh., 328 HEDOt v 3
YFE=FIZ00WT, W OrDBEL HLHEEHERO AL E
froi-.

4.1 Bldhi=ty >3 HOHE

SHFICEN SNty Y a v e, 1HH-) OFH
Bty v a YRR 2 IORY. 2fFTBLZ8ELY
arydEEn, T bIEE LRy a yABLE
1.6y yay, BEloty aryhBZBLZ65 Mty
arCThol FHTHE, 1HH/I-VBLZF22B T LY
arpgillsh, FO)bIEELRLy v a BB LES
Fitvvay, Boty v arydlBiE20 ity 3
Y ThoT.

1020, B, BEHME, RuBEsnTho
LBty v a Y BOHBEIRT. N =Ky FHE
L 72 M52 13 Kyoto 2006+ Dataset Tk L7z Hi [ 2L
e (2009 4F 9 H~) LG, ¥ —27 L7572 2010 4F

< 2 Kyoto 2016 Dataset D@Ll v > 3 %4
Table 2 Number of observed sessions of Kyoto 2016 Dataset.

tyvarvt 1HEYVOFHYEy v a v

EH 160,873,849 49,227

PR 640,618,555 196,028

REYLE 4,603,220 1,409

Gt 806,095,624 246,663

AR - ARICR

% 3.0E+07 — 4.5E+05
BN - 4.0E+05
Q 358405 K
2 N
,i:l ~ 3.0E4+05 m
& 2.5E+05 :
X 3
B 2.08+05
= E
N 1.5E+05 &
T‘; - 1.OE+05 ®
N 5.0E+04
EN
A ~ 0.0E+00
i
=

1 Hel y g Y BOHER

Fig. 1 Changes in number of observed sessions per month.
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S HIZIE 1 7 HIIT 14,054,993 v v a Y =@l L7, #
DHREML v ¥ a VI3 L, 201249 HIZik 14
AR CER L 2Bt v > 3 V¥ 1,747,691 FTHA L
72, Vo2 AN =Ry MAFET L EMEREOELNE
L L2 L) ICAR72b DD, 2013 455 A A 5 FE ORI
LAk 72. 2013 4F 6 ALIRE, 20154E 12 HE Tl B L%
1,000 Tt v ¥ a YIEEOEWMEN = — Ky b FE
LTw7z, 2015 4E3 HOEM v v ¥ a Y EF 1L W
DI, 201543 H 27 HIZ1 HT17,812,649 kv >3 v &
WA N— A MNYGEMERE Y 3 YOI 572720 T
H5.

IN—= A MRBEMEY Y v a v OB Z 5 72 2015 4F
SH2THD Y ¥ 3  IOoWTHERITo 72, FOREY,
20154 3 H 27 HICEI & 72 17,812,649 DEM L Y 3
YDIL, BEFI%IIH A 17,574,098 £ v a3 v HTH
—DIP 7 FLA, B—OR—- D55 EEN17/2TCP v
a v CThoT L ERMR L. BERFEIKFEND 271
DFRAN, 65533 FIHNOR— b2 FARALRLEHRE LT
fTON7=bDTH o7z, AOMBEILFR 10 Ff 28 43 47
BB SN, REOBFIITHRIR2T52THTHo 72
720, BLEIRMOMIZBLZ 1,700 Tty a3yl
BN sN/-Z L 12% 5. MaxMind 0 GeolP2 7 —
FR=Z 19 I2 & T, BEOEEFBTIEIL—Y 2V THY,
FTIIDRAT A VT EHPERTHEDTH o 7.

4.2 HEREROEE

EMty v a Y OREILIP 7 FL AW TERE
EOREEZRAAE L. IP 7 FL ZA0E Y TEOHEEIS
1X, MaxMind #L:® GeoLite2 7°— % ~X— A [20] ® 2017 4E
3H 2 Hx MM L 7%,

X 2 2, EMEEOREEOEGERT. N=—Ky b
AFE L EMEE ORE R 240 D ETH o 7o, EikE
BOFEERFFEE LTIPE, HE, A8, 7X)7», 1
VT, TIVN, BEREDVHY), AbhETekOBLZT

Z Dfth; 21.59% CN; 20.42%
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DE: 1.66% B———
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KR; 2.16%
SC; 3.12%
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US; 9.62%

2 HWBIREEOS

Fig. 2 National distribution of attack source ip addresses.
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3 ARIIDS 77— Mo
Fig. 3 Changes in number of observed IDS alerts per month.

FaFod LR L7z, FRICPED O RBE I NS ENR
WEDIEF 124 {, Kyoto 2016 Dataset IC&HE N A B L2
6.5BOENLty a0 bBLZF 13y v a vty
ED»LREINIZHDTH o7, IRHDE A 25 EN
BV SN LEEE W HIIZ, Kyoto 2006+ Dataset
VERCLRE O L FEECTH 5 [13]. T72, SRIOFHETIE
Kyoto 2006+ Dataset TEB 4R DOFRATIZ R E 2E G % 5
Dhpolzt = Vs OEBEEREDN 3.12% % HH b 2
EEMEELI. 209 b, 41 HiTHRARLH, E—T 2L
MO OEMBEFED ) bB L Z 87%IE DoS MEIZL Db D
Tho7-.

7B, Kyoto 2006+ Dataset TER M FFOFHAT b k<5
7% 912, Kyoto 2016 Dataset I2BWTH HAD BT
FBENLENLESRELY Vg v ORPEEAY FT— 2k
HORBY L EEICL > TR > BETHo72. HAD
LEBENEREEINEBIZF1EYy Y ar D) b,
A7 100IP 7 F L R IZDWTOFAETB L% 7,000 it v
v a VIIEHRFEDOIP 7 FL AT bR z#@ETH ) &
WERDO L DT Rhol.

4.3 IDS 75— FEODH#RE
Kyoto 2016 Dataset |28 £414 IDS 7 7 — k& 2009 4F
% THT Symantec £ [21] ® IDS 12X 2 b DT, 2010 4FE LA
lZ Sourcefire 1 (Bl Cisco 1) [22] D IDS 12X 2 b DTH
LH, T=Fty MIEINLIBLZF65ENEKYY v a
YD b, 23,372,784ty 3y TIDS AT I — FEFL
oo T AL, 1HB72Y BLZ 7152y ¥ 3 »TIDS
BT I— b 2FE L2l hb, $72, B TEBIIS L
72IDS 77— ME 1287 FHFTH Y, 1 HZ L ICHHU S
72IDS 75— MEHE P T L EBLZ3THETH - 7.
ICAZEDIDS 77— Mgk IDS 7 7 — MiED
R RT. KBEOHHIH T EDIDS 75— b0,
OWABAZTEDIDS 77— hOFHE, IKLOMEFOH T
TOREIDIDS 77 — b OFEFHZI/RT. 2009 £ 1 AN H
20094FE 4 HET&, 20094 12 A5 2010 4FE 4 H £ Tl
IDSDKNTTINPAYTF 2 ADLOIZEEI M= L TH
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&3 201046 HO LMo IDS 77— FO—#
Table 3 Part of the top IDS alerts observed in June 2010.

RS 7T — MEH Tz £
(a)  483-1-6, 384-1-5 521,006
(b)  2050-1-14, 4990-1-9, 2004-1-13 161,842
(c)  449-1-6 70,180
(d)  384-1-5 49,681

D, T—=FPHFHELRVIZDIDS 77— MDA 0 TH 5.
9, IDST7T 77— FORITEFEHET A &, 201046 HD
IDS 7 7 — MEAHRIGIZE < 17 H T 949,682 H12 > 72
201046 HIZIDS 79— b3 &Nk y v a3 viZow
THAELZEZA, WCOPDTIT— K2 EDLC
EafERR L7, | 3 I1220104E 6 HO LA IDS 7 7 —
FO—#ERT. FOIDS T I -0 b, TS
(a), (d) X ICMP IZBE#RT 57— FTHY, 201046
HOIDS 77— MORFERED S, 201046 HD IDS 7
T — M, &ROBLZF 76%I2B & & 724,575 14 ICMP
Lty asil L TOEETHT2. TI— bONKEZE
LA E, () ICHEENELT T — b “384-1-5” & ICMP
ITaO-FREELETLLDOTHS [23]. (a) TlX, 77— b
“384-1-5” 12N Z T “483-1-6" 33 NTBY, “483-1-6”
i3 CyberKit &\29 % v VT =27 FHHOY 7 7 =7 »
5ICMP Za—BRkAFEONIZ 2 EETLLINTH
% [24]. K2, 3% (b) 1 TCP ICBBRT 577 — FTh
0, 77— “050-1-14" B £ O ©“4990-1-9”, “2004-1-13”
13 Microsoft SQL Server 2000 D5 EH L & 5 &9
BRAMIIK L COEETH B (28], [26], [27]. £ LT, i
F () ICEHEENSHT T — b “449-1-6” 1L traceroute DA
KAy THA~OFE) 2BETL50TH 5 [28).
Kz, REroIDS 77— MEMICEHT A L, IDS &
Sourcefire LD b DIZETE L T LI LEEITTWw5E 2
EDMEFRTE 72, 2O Enn, N=—KRy MNIFEL B
FOEME L IR L HHEVFEL TEB Y, Kyoto 2016
Dataset O FEME OMIEIFEAZILL TWBEEZ LT
ENTED. EBIC, BIIENZIDS DT T — MIIIEE
PIRICER SNV — V2 X B b odg T Twe.
ok 2L, 79— b “31978-1-17 1% 2014 4F 9 HIZTERL
ENFNV—NIZE B LDT, bash DIEFEZEMRL X9
ETBHRAMIKT L TOEETH S [29]. 2D bash OIsy
1L “CVE-2014-7169" £ L THIb LA b DT, Lo
XY REFEFTETCLE)RHEETH S [30]. T/, T
F— b “31136-1-17 (£ 2014 4F 6 HIZ/ER S L7z — L
EA5bDT, ¥V =7 “Win. Trojan.ZeroAccess” |2k}
LTOELETH L [31). S5IZ, 7F— b “28556-1-17 B
£ Y “28556-1-2” 1%, DNS Amplification Attack Dl IZ
L TOELETHD [32). ZOL—)ViE, 201343 AD
DNS Amplification Attack |23 % US-CERT D383 |2
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Win.Dropper.Agent Win.Worm.Kido-
-35454; 11.85% 113; 5.37%

Win.Worm.Kido-
200; 3.72%
Win.Worm.Kido-
197;3.17%
Win.Worm.Agent-

‘ 35431; 3.00%
Win.Trojan.Agent-
\ 128973; 2.78%
\ Win.Worm.Kido-
37, 2.48%

Win.Trojan.Agent-

Win.Worm.Kid$28992; 2.32%
35; 2.30%

4 TYFIANVAYT M TTDOTT— OEE
Fig. 4 Percentage of AV alerts.

HIBTAHbDTH5 (33 ZDII, 77— b “34464-1-17
132015 4F 5 AIAER SNz v — 2k 55 DT, ASUS
MEMERIL— 5 DT 7 — L7 = TITHAET B Mesott % M
LI ET2RACHLTOBELETHL [34]. 2077 —
L = 7 OREETEIE “CVE-2014-9583" & LCTHIHN A D
DT, BEDEMHETTHEED Iy FEFETTETLED
MEg5 1T 5 [35]. T X912, Kyoto 2016 Dataset 1213
SEFEFRBEMANR L L2 F S 2 HEHEOEMEBEIC
MI57 =B EENTW5,

4.4 TUFILAINRITRNITTDTZ— bDEE

NZ—=Ry FOWMEBEIRIXTVFIANAY T NI 2T T
H % ClamAV [36] 12 & o TEMR I N TWw5. Kyoto 2016
Dataset DB L Z 6.5 BOEMEL Yy 2 a v D) B, 464,358
tvayTClamAV T 7 — a5 L7z FHTsE,1
Hh7-0BLF142+t vy 3 »TClamAV 257 7 — M & 5%
L7z el s, £/, & CHH S L7z ClamAV O 7
F—MILOITHETH Y, 1 HI &I X7 ClamAV
D7 T— NEHEA VYT AEBIZFUEETH- 7.

X 4 |[2&HHTO ClamAV O7 5 — F OE[E&ERT. B
W27z ClamAV O7 7 — MMEFEIZ “Worm” X “Trojan”,
“Exploit” IZET2bDTH o7z, HMTREVESE
O7201%, “Win.Dropper.Agent-35454" (ZDWTDT T —
kN CTH o7z, Dropper IZEBEOMBEB CTHRASNL LD
THLOIEENEL holzbEZONE. SRMIHKR
LEVEIEE D0, “Win. Worm. Kido-XXX” 12D
WCThHT T —bTdH-o72. Kido I& Conficker & L THIS L
%, 2008 4 11 HEHD LB RER LT &R LT —
LTH 5 [37]. “Win.Worm.Kido-XXX” [ZDWVWTDT T —
M& 274,033 :H ), ClamAV 12X 57 5 — FefkoB X
Z6E% 7. HEAIZIE Conficker DGk #1L
L7zbodD, N=—FRy b3 F 7212 Conficker 733 7E
LTw5h.

4.5 WEFR— FODH
Kyoto 2016 Dataset DB L% 6.5 BOEHEL v ¥ 3 |2
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% Dfth; 20.09%

445; 33.66%
23;2.15%

0;2.51% 7
1433; 2.72%
805 6.10%

22;8.32% 25;11.25%

53; 10.74%
5 ZiSER— FDEE

Fig. 5 Percentage of destination ports.

DN, FEEAR— MIBE L THER L7, %R — R
T AEE, 1 HH7-0BLZ 2,240 FEHOKR— b 2%
JElTIBE SN L 2R L7,

5 IZEHETOEEE— PO ERT. muESE
H 725006 R— Mg, 445 (SMB), 25 (SMTP), 53 (DNS),
22 (SSH), 80 (HTTP) % & THY), Ihbrgbes L
ZROBLZF TEE 5D EARNIZ, BuEEE 507
2055 R — b o] 1E Kyoto 2006+ Dataset {ER#F O Fi 4L
LR TH o 72 [13].

LA ADE, BRI FRILET ALy v a v H%
C, BllEN by Y avidBLE2EICY For. $72,
25 F & B3 FDEIGHEH VDX, No—Fy NNTA—)b
P—ERALDNSH—EADPKHLTWE-DTHLLE
Y (W

%nB, TOMOILEAR— b CHEVBN SN /BB —
DL LT, BICRHELZITREE LS TN — Ry
N [38] AW L TWE I EHHITHND.

5. Kyoto 2016 Dataset D#EWMFE I L 55
R

Kyoto 2016 Dataset & NIDS OFElifi 77— %+ v b T
HY, FIHEWFEEZHVAZNIDS 2HEL W5, 2
T, Kyoto 2016 Dataset % #E D FEAN 2 M-8 Fik 12
Lo THHEL, FEHEREDS Kyoto 2016 Dataset D F)
#~, Kyoto 2016 Dataset & I~ EH T L - THHET
LY A DRI A IRIE R R TE L L ER 5.

SEIC BB R L LG, #lilid ) S8 Fikn s,
#EAR (Decision Tree : DT), 7% 47+ LA b (Ran-
dom Forest : RF), F 4 —7~X4 X (Naive Bayes : NB),
HR—= I X2 ¥ < v (Support Vector Machine : SVM)
AR LA F, #ie LEEFE2S, kiEEE (k-
Nearest Neighbor : k-NN), One Class SVM (OCSVM) %
R L7z, kBB & 250 80E, Eskin 512 & o TURE
NFzTNT) AL%FH L[5, SEL-WF Y T vok
WL OEEOTFE LY NERE L L, LEVWEZBR
MNEIDPTHET L L) bDTH L. FFEOFEREII
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K4 FHFT—FEy by TRy b

Table 4 Subset of evaluation dataset.

NG| I N
2006 4F 11 A ~2006 4 12 A A
2007 4 1 A ~2007 4 2 A
2007 4£ 3 H ~2007 4 4 J
2007 4 5 H ~2007 4 6 H
2007 4 7 H ~2007 4 8 H
2007 4 9 H ~2007 4 10 H
2007 4F 11 A ~2007 4 12 A
2008 4E 1 A ~2008 4 2 A
2008 4F 3 H~2008 4 4 A
2008 4 5 | ~2008 4 6 H
2008 4F 7 J] ~2008 4 8 H
2008 4E 9 H ~2008 4 10 A
2008 4F 11 A ~2008 4 12 A

SR = oaHmEUOQw

&5 FHEEOY TV

Table 5 Number of samples in learning.

F& WS 7 EFEF YT
DT 10,000 10,000
RF 10,000 10,000
NB 10,000 10,000
SVM 10,000 10,000
k-NN 0 2,000
OCSVM 100 10,000

Python O 7 4 77 1) Tdh % scikit-learn [39] % i
L7, SFECRE L2278y biE, R4 I12RT LD
12, 2006 4 11 A2*5 2008 4E 12 HOF— %1220\, #
NEN2 AT L0 T OWEY » T EIEET v
TG TIAEAL L7 b D TH 5.

5.1 F8 - FHAERFOEH

FHARLETFT—= Y O Ty b RMEH L TH
FEIEXD0HETo. SETAMIEKAITIRLAZTR
WEffioT, ATH¥ELTB%250%, BTHELTC %%
B, - VIO X BEA L THEELTCM E0HET L
THED R L7,

b TIVOERILE LT, 74 =T XA XL R—t
N7 %<3, One Class SVM T g scikit-learn @ Stan-
dardScaler 7 7 A2 & A% 41T - 72. k-NN TIZ[RE U
{ scikit-learn @ MinMaxScaler 7 7 A2 X A5 % 47>
oo BEARET VI LT+ LA N TIRIERET LT W
72041 o 72, StandardScaler 7 7 A%, % 7LD
XA 0, ik 1ICT AL L IFIEN D B AT .
MinMaxScaler 7 7 A%, H > 7V O &K O o &P
0N 1 OHPAIERT 5.

FERF—H LT, Y7k P25 E5ICKR 5 IR
FTRIZTT TN E BTN Lob & EH L7z, GFEf
T=r e LT, §RTOFETHEY TV EIEEY
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TNE LT TOEMEAME L2 0 %M L7, HHL
PREBLE, 23 EITCRL7EAR U RHED ) B, AT T
D CTH % “Service” & “Flag” & w7z 12 & T
H5.

PLED#ET 28 ) OFHli 24T o 72, FEBEIIZ & T
THMMDINT A=Y ZZETAHILNTE, ThUIL-
THRENZALT 5. BRI D/NT A= FI35HT—
L FH T — KT A 720, AT AT TRy Fof
AEDLEPELIUIRRIZZLLTLED). Ay T =7
FT T4y 7 IEEEORAE O ITHEAELT 2 EA
HY, —EMETEIINT A —F OFFBEPLEIZLEZ
END. ZD, /8T A —F ORI L D SEADORE
AT AL ESH o7z, FT1OHE LT, &N TH
—DNT A= RMHT L5 27072, FFHEIT LI,
S OFIIRIMZEI R D Er o728 T A =¥ il L7,
KIZ2DOHELT, FHAGDLEITLITNT A -5 2%
T oI %47 o 72, £F, FHIE LI FRAEEL K
bEDPolNT A= MLz, WTFNOFTY, 4
I C ORI RRR N A 20% A T RN AN 8 12 72
LX) E T o 7. ENENOFHIRER 2O, EfFER
(Accuracy), WA= (Precision), A% (True Positive
Rate : TPR), #E#i%1=< (False Positive Rate : FPR) #%
Bl L7z. o, EIELATHICE 2#HROITSDE &
{728 10 BIERATREO PR fEZ AE R & LT L7z, &8
EOERIILTOEBYTHA.

N TP+ TN
ccuracy =
Y= TPYFPLTN+FN
Precision — I
recision = 7TP + FP
TP
TPR= — 1"
R=T7p T FN
FP
FPR’FP+TN

5.1.1 /¥T A — 2 EEROFFMiER

WER, TV LT+ VAN, FA—=TRA X, HHE—
MR <22, kilifEEE, One Class SVM D87 X — %
EEREO IR, WA=, MASE, BRaEL, Thth
%6, "7, %8, F9, ¥ 10, T 11 II/R"T.

Hhilid ) FHORRTHHFK 6~ 9 DFRITEHT S
L, T A= TR D BT IEFE LTRSS 90% L) 1T
Y BHOBBFE 0% T TH D, EMFED 90%%
BRI BRI v A7 4 LA D TIROERIEDIETIC
&<, P L THAEDS 95.66% TdH D) A7 S AmBRAIR &
6.35% #1272, WIS & 12Aa 5 LW (K, L) OfMete
TR OWBENE <, BAMED 98.78% L FEFH IZHm VI H
ML ITRRRAE % 1.08%I1ZH 2 7.

—)7, #hi LFHOBRETHAHF 10 £k 11 127EH
T5 &, YL THRIED 80% I 727\ 9 2 A FEMUEIR
bAMO ERETH 5 20%I2IFFICHVEERE o7, &
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F 6 FHMICBITL DT OFH 5Kk (%) 9 FHMICHBITL SVM OFE5ERE (FE)
Table 6 Average classification accuracy of DT under individ- Table 9 Average classification accuracy of SVM under indi-
ual period (fixed parameter). vidual period (fixed parameter).
HIR IEMRER EAE O BHE BB E IEfRE EEE OB BB
A, B 93.74% 97.40% 89.89% 2.40% A, B 8837T% 92.29% 83.73% 7.00%
B,C 95.8% 93.73% 98.27T% 6.58% B,C 93.22% 90.05% 97.17% 10.73%
C,D 90.50% 97.55% 83.08% 2.09% C, D 94.76% 93.35% 96.41% 6.88%
D,E 9218% 94.78% 89.27% 4.92% D,E 88.75% 87.38% 90.59% 13.09%
E,F 96.55% 96.30% 96.83% 3.73% E,F 92,55% 90.58% 95.00% 9.89%
F,G 97.39% 97.61% 97.16% 2.38% F,G 92.24% 88.92% 96.51% 12.04%
G, H 93.68% 91.74% 96.06% 8.71% G, H 93.60% 95.84% 91.17% 3.96%
H, T 95.77% 98.21%  93.25% 1.70% H,I 86.06% 96.94% 74.48% 2.36%
I,J 85.45% 78.82% 97.24% 26.33% I,J 8595% 83.53% 93.50% 21.59%
J, K 97.58% 98.08% 97.07% 1.90% J, K 9329% 97.14% 89.20% 2.63%
K, L 97.55% 98.59% 96.47% 1.38% K,L 95.24% 97.34% 93.07% 2.59%
L,M  95.71% 97.04%  94.30% 2.89% L, M  9236% 93.31% 91.26% 6.54%
¥ 94.33%  94.99%  94.07% 5.42% T 91.3T%  92.22%  91.01% 8.27%
R 7T FHMICBIT A RF OFE5ERE (HE) ® 10 EMBEICBT 5 k-NN OVH5HEE ([EE)
Table 7 Average classification accuracy of RF under individ- Table 10 Average classification accuracy of k-NN under indi-
ual period (fixed parameter). vidual period (fixed parameter).
WE IR EAE AR SUREER MR IR EAE O MAER BHREER
A, B 93.99% 98.08%  89.73% 1.75% A, B 79.03% 89.42%  68.14% 10.07%
B,C 96.47% 94.16%  99.10% 6.15% B,C 79.21% 87.41% 68.14% 9.71%
C,D 90.67% 98.23%  82.84% 1.49% C,D 81.44% 90.50% 71.85% 8.96%
D,E 9242% 94.71% 89.86% 5.02% D,E 84.25% 86.63% 82.80% 14.29%
E,F 9747% 96.35%  98.67% 3.74% E,F 7860% 86.98% 69.27% 12.08%
F,G 98.48% 98.11% 98.86% 1.90% F,G 74.32% 86.28% 60.22% 11.59%
G, H 92.15% 87.89% 97.90% 13.61% G,H 65.83% 66.10% 60.03% 28.37%
H, I 97.62% 98.46% 96.76% 1.51% H,I 8545% 85.01% 87.72% 16.82%
I,J 81.45% 73.65%  98.92% 36.02% I,J 61.78% 58.16% 76.67% 53.12%
J, K 98.72% 98.55%  98.90% 1.46% J, K 7861% 81.74% 83.63% 26.42%
K,L 9885% 98.92% 98.78% 1.08% K, L 74.05% 75.39% 78.35% 30.25%
L, M  97.52% 97.47%  97.57% 2.53% L, M  77.71% 87.41%  66.40% 10.98%
¥ 94.65%  94.55%  95.66% 6.35% T 76.69%  81.75%  72.77% 19.39%
® 8 HMMIZBITH NB OFHEMRE (5 ® 11 ZMHEICBT D OCSVM DI 5HREEE (145)
Table 8 Average classification accuracy of NB under individ- Table 11 Average classification accuracy of OCSVM under in-
ual period (fixed parameter). dividual period (fixed parameter).
BRSO IEMER EEE O BHE BB W IEME EEE O BHIER BB
A, B 81.93% 89.81% 72.30% 8.43% A, B 67.81% 88.32% 40.97% 5.35%
B,C 90.49% 89.50% 91.75% 10.77% B,C 83.52% 79.57% 90.17% 23.14%
C,D 89.14% 88.91% 89.43% 11.15% C,D 87.03% 88.47% 85.17% 11.11%
D,E 88.92% 86.50% 92.25% 14.40% D,E 86.51% 81.41% 94.63% 21.61%
E,F 84.21% 87.09% 80.32% 11.91% E,F 80.09% 81.82% 77.32% 17.15%
F,G 8525% 84.17% 86.83% 16.33% F,G 74.01% 77.35% 67.86% 19.83%
G, H 7557% 70.59%  87.66% 36.52% G, H 67.18% 65.95% 70.90% 36.53%
H, T 85.24% 83.93% 87.18% 16.70% H, T 8451% 89.10% 78.56% 9.54%
I,J 67.87% 63.10% 86.06% 50.32% I,J 60.76% 58.20% 75.50% 53.99%
J, K 81.82% 82.95% 80.37% 16.72% J, K 88.03% 88.29% 87.66% 11.61%
K, L 9217% 88.13% 97.45% 13.12% K,L 8229% 83.81% 80.00% 15.42%
L, M 85.64% 82.20% 90.96% 19.69% L,M 85.75% 87.08%  83.95% 12.46%
F) o 84.02%  83.07%  86.88%  18.84% T 78.96%  80.78%  77.73%  19.81%
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F 12 KPMICBT S DT OV 5 ERE (Rik)
Table 12 Average classification accuracy of DT under individ-

ual period (optimized parameter).

I B AR MUNE FARMUER
A, B 93.74% 97.40%  89.89% 2.40%
B,C 95.85% 93.73%  98.27% 6.58%
C,D 90.50% 97.55%  83.08% 2.09%
D,E 92.18% 94.78%  89.27% 4.92%
E,F 96.55% 96.30% 96.83% 3.73%
F,G 97.39% 97.61% 97.16% 2.38%
G, H 9368% 91.74% 96.06% 8.71%
H, 1 95.77% 98.21%  93.25% 1.70%
1,J  85.45% 78.82% 97.24%  26.33%
J, K 97.58% 98.08%  97.07% 1.90%
K, L 97.55% 98.59%  96.47% 1.38%
L, M  95.71% 97.04% 94.30% 2.89%
¥ 94.33%  94.99%  94.07% 5.42%

BRI EITREL K A D L, ERITEH VAR TH ) 20°
LIRS ZNE 8L b 2 WA T 5. 728 2
EHIE (1, )) T, B S oL LT BmE)S
TSRFEETH 12D Db b R AY 50% R & IFH
R o7z, ¥liilid ) Fi:C b WA C AR OE 13 FE
RTEb00, Hhis LFETOGEREOK TIZET
Thb. Ehint LFETIZIO LD 2 HBESEBGEET 5
72, AWM OTEFRRMER L 20% KM & 25 & 912X F
A= & P LA OFI T, BRE2MCESE S
7285 A= DB SN T LT, P08k
KFLTLZE o7, #lilize Lo kT oM 2 5B
T2V Tl 5.1.3 TN RN,
5.1.2 /¥T X — i bR O FHEifER
BFETEICMA, SHHICBVTH 8T A —F &l
ILLCRHliZ 4T - 72, &8, EEARE F A —T XA XT
13, SHEBEOMERIECST XA =y LT TV VD
RN T A= S EEREF L TH L, FERLF A =7
NARXTINTG A=Y OFEETDL R o7201%, WTho
FHETHASRREEIT 7285 X — & TIIINT X — 7 itk
R DGR OB IEF NS o2 72dTH L. g
K, FvFLT75VAN, FA =TS A, HFR- RS
y < v, kifEE:, One Class SVM D /855 A — % il
RO R LT, ThEhdk 12, & 13, %k 14, & 15,
+ 16, ® 17 \IRT. @ffkome LTiE, 7 2A—%
FEREOMERTH S K 6~ 11 L/¥T X — & id Lo
FERTHHE 12~FK 17T KT H L, T2 —F % HfH
T L ACHREE L7255 DT S SRR BE DS < 72 BAEIN SRR
T&7. 202 s, MMITETR#ERINT X — 5 %
LLTHBY, T A= OFEPFHERROREITKRE {3
B L EDMRTET.

5.1.3 ERAPMICELEZT -2ty FOSHF

5.1.1 Tk~ 72 X 512, Kyoto 2016 Dataset TId#fili
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+= 13 KWMICBIT 5 RE O 5HEE (i)
Table 13 Average classification accuracy of RF under individ-

ual period (optimized parameter).

I IEffEE AR REE FRBmER
A, B 93.99% 98.01% 89.80% 1.82%
B,C 96.47% 94.16%  99.10% 6.15%
C,D 90.83% 97.22%  84.05% 2.39%
D,E 9253% 94.69%  90.10% 5.04%
E, F 9747% 96.35% 98.67% 3.74%
F,G 98.48% 98.11% 98.86% 1.90%
G, H 9221% 87.94% 97.94%  13.52%
H, 1 97.62% 98.46% 96.76% 1.51%
I,J 81.45% 73.65% 98.92%  36.02%
J, K 98.74%  98.57%  98.91% 1.44%
K, L 9885% 98.91% 98.80% 1.09%
L,M 97.52% 97.47% 97.57% 2.53%
Y 94.68% 94.46%  95.79% 6.43%

F 14 KWW BT 5 NB OV 58S (o)
Table 14 Average classification accuracy of NB under individ-

ual period (optimized parameter).

Wi IRMESE AR B @B
A, B 81.93% 89.81% 72.30% 8.43%
B,C 90.49% 89.50% 91.75%  10.77%
C,D 89.14% 88.91% 89.43%  11.15%
D,E  8892% 86.50% 92.25%  14.40%
E,F 84.21% 87.09% 80.32%  11.91%
F,G 8525% 84.17% 86.83%  16.33%
G, H 7557% 70.59% 87.66%  36.52%
H,I 85.24% 8393% 87.18%  16.70%
I,J 67.87% 63.10% 86.06%  50.32%
J, K 81.82% 82.95% 80.37%  16.72%
K, L 9217% 88.13% 97.45%  13.12%
L,M 85.64% 8220% 90.96%  19.69%
Y 84.02%  83.07%  86.88%  18.84%

® 15 FHIBICBIT 2 SVM OFH5HRIE (ki)
Table 15 Average classification accuracy of SVM under indi-

vidual period (optimized parameter).

1 B BEAR OB BRI
A, B 88.64% 92.74%  83.84% 6.57%
B,C 93.21% 90.03% 97.18%  10.76%
C, D 94.78% 93.38%  96.42% 6.85%
D,E 8892% 87.40% 90.95%  13.11%
E,F 9254% 90.55% 95.00% 9.93%
F,G 93.19% 90.25% 96.86%  10.48%
G, H 93.76% 95.95% 91.37% 3.85%
H,T 86.33% 96.91% 75.05% 2.39%
I,J 87.56% 85.73%  93.09%  17.96%
J,K  9337% 97.22%  89.30% 2.55%
K,L 95.25% 97.32% 93.11% 2.60%
L,M  9252% 93.52% 91.38% 6.33%
S 91.67%  92.58%  91.13% 7.78%
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+£ 16 BWHICBIF 5 k-NN O35k (ki)
Table 16 Average classification accuracy of k-NN under indi-

vidual period (optimized parameter).

iR IR EAE B B
A, B 8856% 85.20% 93.34%  16.23%
B,C 88.49% 85.60% 92.77%  15.79%
C,D  90.42% 86.65% 95.64% = 14.80%
D,E 87.76% 85.68% 91.55%  16.02%
E,F 85.61% 84.64% 87.53%  16.32%
F,G 76.53% 82.45% 68.66%  15.60%
G,H 66.97% 66.21% 63.66%  29.72%
H, I 86.81% 84.48% 91.35%  17.73%
I,J 6437% 60.55% 78.66%  49.91%
J, K 91.48% 88.66%  95.25%  12.29%
K, L 8259% 82.06% 84.64%  19.47%
L,M 84.97% 85.58% 85.26%  15.32%
3 82.88% 81.48% 85.69%  19.93%

R 17 HWHEICBT S5 OCSVM ORI (feii)
Table 17 Average classification accuracy of OCSVM under in-

dividual period (optimized parameter).

LT B GEEE MUmE BRMUmER
A, B 87.10% 87.86% 86.12% 11.91%
B,C 74.49% 80.71%  64.30% 15.32%
C,D 88.14% 87.53% 88.97% 12.69%
D,E 8585% 83.47% 89.39% 17.69%
E,F 7894% 84.19% 71.23% 13.34%
F,G 8256% 78.69% 89.30%  24.19%
G, H 67.14% 66.35% 69.15%  34.87%
H,I 86.87% 86.30% 87.62% 13.88%
I,J 64.85% 60.65% 84.20%  54.50%
J, K 91.82% 87.47%  97.64% 13.99%
K,L 8210% 85.15% 77.76% 13.56%
L,M 87.36% 86.90% 88.00% 13.28%
S 81.44%  81.27T%  82.81% 19.94%
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Fig. 6 Principal component analysis result of attack traffic
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samples in period J.
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