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A Processor with Program Protection Feature
by Use of Public Key Cryptosystem

MASAHIRO SHIROMOTO,t2 TAKEKAZU TABATA,t TOMOYA SAKAILt
TAKASHI SHIMADA," ATSUSHI KUBOTA,t HIDEYUKI KAWABATA{t
and TOSHIAKI KITAMURA't

Recently, software piracy is becoming an issue, therefore there are various researches to
copyright protection of programs. Among those researches, the secure processor achieves
program protection feature, by encrypting programs on the main memory and decrypting
programs inside the processor. In this paper, we propose the program protection system
which corresponds between the program and the decryption key by using a virtual memory
mechanism of the secure processor. In this system, the decryption key is specified by a page
frame basis, and one process can have the programs that encrypted by different keys. And

we conduct a feasibility study on the proposed program protection system.
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Fig.2 The block diagram of the proposed processor.
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Fig.3 The processing flow of an instruction cache miss.
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Fig.4 The block diagram of AES decryption circuit.
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Table 1 The area size of AES decryption circuit.
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Table 2 The input data for each benchmark program.

Format Size
bitcount array 75000
gsort string 10000
susan pgm image 76 X 95 pixel
dijkstra matrix 100 x 100
sha text 311,824 Byte
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Table 3 The results of the asim simulation.

Stanford ooo O0o0ooog | IS hit ratio
Perm 2,760,596 2,760,878 (1.00) 99.9%
Towers 2,802,314 2,802,638 (1.00) 99.9%
Queens 33,966 34,229 (1.01) 99.8%
Intmm 1,827,057 1,980,585 (1.08) 98.6%
Puzzle 11,082,916 | 11,083,684 (1.00) 99.9%
Quick 1,827,791 2,068,079 (1.13) 97.4%
Bubble 1,700,228 1,712,468 (1.01) 99.9%
Trees 7,216,612 8,176,336 (1.13) 97.0%
Mm 14,098,480 | 14,498,976 (1.03) 99.5%
FFT 813,998 942,866 (1.16) 96.5%
MiBench

bitcount | 86,952,070 | 86,958,609 (1.00) 99.9%
gsort 48,250,708 | 48,953,410 (1.01) 99.8%
susan -e 8,513,606 | 10,233,964 (1.20) 95.2%
susan -c 5,219,322 6,125,693 (1.17) 95.8%
susan -s | 35,001,513 | 36,673,096 (1.05) 99.3%
dijkstra | 93,971,207 | 97,001,026 (1.03) 99.5%
sha 20,096,791 | 20,804,839 (1.04) 99.5%
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Table 4 The area size of each AES decryption stage.
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Table 5 The comparison of the area size (referred to the
Table 5 of the 10)).
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