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On The Use of Device-Intrinsic Fingerprints
against Spear-Phishing E-mail Threats

SHUN’ICHIRO ITOY® KazuMasa KoBAvasHr! YUKl KADOBAYASHI!

Abstract: Damage from information leakage caused by spear-phishing e-mail is a social problem. S/MIME
is an effective, yet insufficient countermeasure. In this work, we focused on canvas fingerprint to substitute
for S/MIME’s digital signature and considered the utilization as a countermeasure against spear-phishing
e-mails. As a result, we showed that senders and recipients who have exchanged e-mails can detect spear-
phishing e-mails by using the fingerprint and e-mail’s hash value. In order to consider both penetration rate
and development support, we implemented a prototype as a Thunderbird add-on.
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