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Abstract In this paper, we analyze the trends of DRDoS attack targets using the
historical information of DRDoS attacks that our DRDoS honeypots observed from
January to June in 2015. As a result, we found that attack targets are heavily biased
such as 238,000 attacks (33%) out of 726,000 attacks are concentrated only in 10 ASes
(0.02% of all ASes). In addition, we confirmed that there are not only targets that were
exposed to attacks regularly but also targets that were attacked many times in a short
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term. These results show that some attacks have localities on their target networks and

their lives, and it can be expected to develop countermeasures against DRDoS attacks by

sharing information of attacks that DRDoS honeypots observe.
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