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Abstract Recently, security attacks in vehicles have been increasing and have been reported
in several papers. In particular, Controller Area Network (CAN) suffers from some common
disadvantages such as limited baud rate and payloads. Therefore, OEMs requires countermea-
sures against several security attacks such as spoofing messages, malicious software and Derial
of Services (DoS). Therefore, we proposed the CaCAN (Centralized Authentication Systems in
CAN) where the monitor node employs the improved CAN controller against security attacks.
In this paper, we propose the error frame monitoring features for CAN network with improved
CAN controller.
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