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Approach for the method of transaction signing utilizing smartphone

with Secure SIM
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Abstract: A Man-in-the-Browser (MITB) attack is accomplished by hijacking a browser of a victim, manipulating contents of
the transaction, such as a beneficiary account number and an amount of remittance, and having the browser display contents as
the user inputs. Therefore both user and service provider of the Internet banking are hard to notice it. Several solutions such as
transaction signing exist, but they have problems such as they need a dedicated device. This paper proposes a solution by using a
smartphone with a secure SIM. And we solve by photographing a particular characters image displayed on a PC’s monitor, which
includes authentication information, and extracting information from the image with the secure SIM. This paper also discusses
the security and usability of this proposed solution.
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[A] ~ A7 =7 BSEREOIALBEIG, HE#E K) b
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B L ARAWVWED, XFHEB» LB
(Enck(Ad’, M’, P))&ZHY T2 &b TEF(F 2(5)
HDIALEREEE L, OTP (P) ZAFTTHI L HTER
W (3 209). —F, PC LD~y =TE, ThEHORME
DIABRTEROAERSL, T ORHMDIALBEBROERKITT
x5 (3 2013), (17), L2L, ¥ =27 SIMHNTOILF
Wik SN EEeFEH (Ad, M) &, B L TR HENTK
EAER L O, WMEN-FH LR, ko, vy
=72 XD MITB KB T A MT 5.
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TV =2 aryinbOMEEZITRNED, YT =T h
HOE LT R,

A~ — N7 4 T SN CTFEBIE, BX 27 SIM
TUH I, Av— 74 &G L=~ =71, PC
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