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Analysis of SSH Access on Kansai University

Abstract: The remote login is essential to take advantage of computer resources deployed at remote loca-
tions.  SSH is the protocol which is generally used by the remote login. But it may be targeted in attackers
because who can connect to computer if only to make authentication succeed for once. Accordingly, providing
SSH service should carry out with the rigorous security rules and it is always necessary to monitor access
attempts logs. We analyzed attacker’ s features by analyzing attacker’ s access attempted date, IP address,
hosted country and user name from access attempt log which attempted to IP address assigned to Kansai
University. Moreover, we had observed attacker’ s activity and strategy by setting up honeypot. In this
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paper, we report the results of experimental and analysis.
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Accepted publickey for root from 10.xx.xx.xx port 56234
Accepted password for root from 10.xx.xx.xx port 52143
Failed password for root from 10.xx.xx.xx port 35071

Failed password for invalid user a from 10.xx.xx.xx port 40961
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%= 3 OpenSSH ¥ — NTHIH I N2 —F 40D BAr 15 4

IP 7 FL A E 4 Accepted Failed  Invalid 21— Accepted  Failed Invalid il L 72 E#
58.218.211.166 China 0 180548 0 root 0 8551353 0 100
43.255.190.115 Hong Kong 0 165891 0 admin 0 0 46293 82
43.255.190.186 Hong Kong 0 134297 O ubnt 0 0 6326 83
43.255.190.191 Hong Kong 0 130722 0 test 0 0 5037 75
218.65.30.92 China 0 108306 0 guest 0 0 5037 73
222.186.134.89 China 0 105069 0 nagios 0 0 4873 44
43.255.190.137 Hong Kong 0 97318 0 piress 0 0 4788 1
43.255.190.171 Hong Kong 0 96239 0 user 0 0 4165 66
115.231.218.130  China 0 89200 0 PlemSplp 0 0 3444 64
43.255.190.189 Hong Kong 0 88445 0 support 0 0 3009 71
43.255.190.121 Hong Kong 0 87459 0 pi 0 0 2813 67
43.229.52.188 Hong Kong 0 85410 0 oracle 0 0 2704 64
218.65.30.61 China 0 85082 0 ftp 0 1460 1155 52
58.218.204.226 China 0 84828 0 ftpuser 0 0 2229 67
182.100.67.112 China 0 83418 0 xbian 0 0 1762 54
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France 0 80462 921 71
United States 0 16693 33526 741
India 0 32900 2920 618
South Korea 0 17933 2179 167
Ecuador 0 4261 15805 1513
Brazil 0 15341 4608 1217
Poland 0 10923 3518 441
Singapore 0 627 8404 1339
Germany 1 3738 4416 181
Netherlands 1 1390 6285 1421
Japan 3018 1423 2837 163
Turkey 0 5559 1543 88
Uganda 0 5566 865 63

DERH Y, aZBZINEL THRWHIBSEET S, £7-
FAMER L, SSHY — Dk v aryDHERziBA
777 Abu 2 EEL Tk,
4.1.1 OpenSSH O OJHE

2 IZHARINICINEE L 72 SSH 3 — N A D ERGFERITE D
et o, FREEEITECE 1X, OpenSSH H— N~GEAE% i
L, M1 THRLERon 7Bt hSnzmETd 5,
BN B 1) 2 MREREET50E 8,755,808 [, Accepted I
5,677 [al, Failed i% 8,560,686 [7], Invalid (& 189,445 [A]T
H 7. Accepted & Invalid DFRGERATEUE Failed & HilK
LCAhwnizd, K2 ECiRERTERw, BitezifrL
72IP 7 F L ADRENE 5,396, PGtz fTL2IP 7 F
L ADET % EOREIE 106 OF & i, #HINnz2—
P DORENT 11,599 FiETH - 7=,

© 2015 Information Processing Society of Japan

F 1 ITHAINT SSH ¥ — N2t U CRBGEZ AT L 72 TP
T RVAD AL 15 fF 2R, £ 1ICEFTIP 7 FLAIC
X BFAEATICIE = ORI H o 72, Bt Tr—H
% root I B D KEZITHo> Tk, kE, 21—
¥4 root 1Z SSH ¥ —NICHEETEL—HFHLTHELDT
Failed IZFH(L T3, BT 7 ATLIP 7 FLAD
E?‘Z).i?) Hong Kong % & &r China ICHEHF L T, &

WCRERERR T2 IR L) 2Tl e, HiM%E
::Tfﬁﬂ%ntofud= Doz tickh, 11cE
\F 2 ETEDS T 2 2 ATCIP 7 R L RSB E
OB EZHNE LS D IEE2T> T2 &b
5.

£ 2 HIFNIC SSH ¥ — NIz L CRBEE 2 T L 72
IP7 FLADET 2ED LAz 15 2R, @iEZATL
72IP 7 FL A2 @ T 2 E DO EIS X4 59.6%% China,
36.5%% Hong Kong TiHi® T\, 2—F LIy 3
MW7 ) B R T L TV 2 [EIZ China T, SN
2 —YH41E 4,206 FEECTH o 72, T HAREND S FERIC
B L7e7 72 AD3H o703, FIET 78 ATl  IEH
DA—FR7aF P —N2FEHL TRIEL DD TH->
7. ik Z tizk Y, Hong Kong % &€ China 12 & %
FRALFAAT 1Z Invalid & D Failed 2785 Z L2344,
I—HHORY 7 D KE LD SEHEMRZ AT 52—
U T B 8A 7 — FORB T Y LEDBS W EEZ 515,
4.1.3 FEREINI—HYRZ0DH

= 3 ICHIFINIC SSH — N CREFEICEH I iz 2 —
4D M5 R, RBRAICHV s =4I
root C, #BaLZATL72IP 7 FL AWE T % % 100 O
EEHICTH -7z, FREMERREZAL TWEEEL5
N %2 —YF 4D admin ¥ —E A4 %F T nagios, oracle,
ftp R EBFIFICHEH I N TV, THIFZ—FHZDOERY



BHRWBZ AR RS
IPSJ SIG Technical Report

HRRNIZE T HEBAATHRDOHER

350000
300000
250000

f“': 200000

H
o

= 150000

g
3

it
100000

an

50000

o

R4 SSHN=Z—RY b~NDT7 7L ATGIP 7 FL 2D L4715

2014/10/1
2014/10/8
2014/10/15

|
—

2014/10/22

2014/10/29
2014/11/5

2014/11/12

2014/11/19
2014/11/26

2014/12/3
2014/12/10 |
2014/12/17

2014/12/24 )
2014/12/31

2015/1/7 !
2015/1/14 !
2015/1/21
2015/1/28

2015/2/4 ‘
2015/2/11
2015/2/18

I 2015/2/25

=

2015/3/4 |
2015/3/11 |
2015/3/18

2015/3/25 |
2015/4/1 |
2015/4/8 |

2015/4/15 |

2015/4/22 |
2015/4/29

2015/5/6 |
2015/5/13 |
2015/5/20 |
2015/5/27 |

2 WEWIZE T % OpenSSH ¥ — N OGHEER TR D HER

2015/6/3 |
2015/6/10 |
2015/6/17

Vol.2015-10T-31 No.8
Vol.2015-SPT-15 No.8
2015/9/25

— —Accepted

—Failed

Invalid

2015/6/24 !
2015/7/1
2015/7/8 |

2015/7/15

2015/7/22 |

2015/7/29 |
2015/8/5 |

2015/8/12

&6 SSH =—=Fvy FTHHIN2—YHD BT 15 1

IP 7FL A 5| RAERATH kv a v
43.255.189.44 Hong Kong 81171 27705
43.229.52.212 Hong Kong 63776 21355
43.229.52.167 Hong Kong 27165 9090
43.229.52.68 Hong Kong 24892 8333
113.195.145.70 China 19789 6618
218.65.30.61 China 18549 6221
43.229.52.27 Hong Kong 17395 5822
218.87.111.116 China 17018 5725
146.185.146.230  Netherlands 16128 8065
218.87.111.108 China 14805 4958
218.65.30.23 China 13259 4454
218.87.111.110 China 13150 4411
113.195.145.12 China 12768 4271
218.87.111.107 China 12663 4248
43.229.52.164 Hong Kong 12592 4219

1—HH RALRITE SRAT—F L OMARE
root 1072993 138348
admin 4169 1498
ubnt 1358 36

test 799 213
guest 706 7
mysql 656 595

pi 606 6
postgres 536 231
user 471 75
support 339 38
logintest 334 333
PlemSplp 302 4
xbian 244 2
oracle 220 51
root/1q2w3e,. 205 6
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NAT—F HEERTE 22—V Lo ATR
wubao 2611 1
jiamima 2595 1
admin 2397 30
123456 2362 206
1234 1915 39
12345 1905 40
password 1891 86
root 1735 15
ubnt 1570 8
(A7 Ll) 1523 12
raspberry 1515

default 1452

12345678 1269 22
a 1214 880
1234567 1195 25
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El 4 AT kv vavil a—WHEER SRAY— FEEK
Hong Kong 564837 189274 373 112819
China 507857 171425 3059 68723
Netherlands 16573 8503 4770 6022
United States 7605 4470 179 3464
India 1868 1807 85 599
Germany 1335 1307 68 732
Korea, Republic of 1322 992 98 452
Brazil 1121 961 229 391
Russian Federation 877 563 56 243
Chile 704 704 65 617
Turkey 672 344 29 307
Seychelles 641 31 3 124
Poland 477 469 20 382
Japan 469 135 21 355
Thailand 436 436 31 48
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