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Abstract: The following document is an analysis of malicious documents which exploit vulnerability in ap-
plications dynamically, the application must have appropriate vulnerability. Therefore, we have to analyze
the document statically to identify the type of vulnerability. Moreover it is difficult to identify unknown
vulnerability, and the application may not be available even if we could identify the type of vulnerability.
However malicious code which is executed after exploiting does not have relation with vulnerability in many
cases. In this paper, we propose a method to extract and execute shellcode for analyzing malicious docu-
ments without identification of vulnerability and application. Our system extracts shellcode by executing
byte sequence to observe the features in document file in order of priority decided on the basis of entropy.
When 88 malware samples were analyzed by our system, it extracted shellcode from 74 samples. And 51 of
extracted shellcodes behaved as malicious software in dynamic analysis.
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Fig. 1 Flowchart.
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Table 1 Binary image around shellcode entry point.

5DDO | 00 00 00 OO0 OO OO OO OO0 00O 00 00 00 00 00 00 00
5DEO | 00 00 00 00 OO OO OO 00 00 00 00 00 00 00 00 00
5DFO | 00 00 00 00 00O OO 00O 00 00 00 00 00 00 00 00 00
5E00 | 60 B9 A4 05 00 00 EB OD B5E 56 46 8B FE AC 34 FC
5E10 | AA 49 75 F9 C3 90 E8 ED FF FF FF 61 15 C1 FE FC
5E20 | FC AA CF 3C 98 77 BC CC 77 BC FO 77 8C EO 51 77
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Fig. 3 Structures to get DLL base address.
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K2 77 ANVONEE LG
Table 2 File type and vulnerability.

Vulnerability doc xIs ppt rtf | Total
CVE-2006-2389 4 4
CVE-2006-2492 13 13
CVE-2006-6456 2 2
CVE-2007-0671 1 1
CVE-2008-2244 5 5
CVE-2008-4841 1
CVE-2009-0556 1 1
CVE-2009-0563 1 1
CVE-2009-3129 24 5 29
CVE-2010-0822 2 2
CVE-2010-1901

CVE-2010-3333 6
CVE-2011-1269 1 2
CVE-2012-0158 13 2 15
CVE-2014-1761 1
UNKNOWN 3 3
Total 43 26 4 15 88

* 3 Hllsh S
Table 3 Observed feature.

Feature Number
(1) Self-modifying, (2) PEB access, (3) API call 55
(1) Self-modifying, (2) PEB access 2
(2) PEB access, (3) API call 17
None 14
&4 WKRAT v TH
Table 4 Maximum step.
Feature Step
Start to (1) Self-modifying 35,847
Start to (2) PEB access 857
or (1) Self-modifying to (2) PEB access
(2) PEB access to (3) API call 2,772,706
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Table 5 Average of ratio of emulation trials.

Size | Entropy Order  Delta Order
128 0.561 0.33
192 0.581 0.317
256 0.578 0.288
384 0.554 0.268
512 0.593 0.27
1,024 0.715 0.305
1,536 0.817 0.403
2,048 0.882 0.55
60
50
40
&
g‘ 30
3
2]
20
10
0

0.5 1 1.5 2 2.5 3
Trials / Expectation
B4 T¥hoE—=2melioiiTEo s
Fig. 4 Ratio of number of trials (Entropy order).

EXONS MNpbzy hu¥—%28E3 2000 EE
b, T TRLEYHENA M, N (Q)DnxkDdL7
DIZ 128 /54 M5 2,048 854 P THifkE Y bz v bt o
—%2BH LA = hat¥—oxEidko s34 MFIOH]
@N%bﬂt@#t?é FEFILT 7 A NVOFPHE B2
TLEIGAICR 7 7 ANVDEHEE ZIZRKEAH Y b
E—%*b%_tt?é.it,T«T@A%bwwl/
MO E—%RD L EWEBP 2NN TELOT, 168 + T
Lz bu—-%2HH L.

x5 T, Mkt y POBRKISHLT [y brE—28
EWIE] & [y ab—0®EIKEWVE] 12y zba—
REPEZH LA, 2L —3 3 »oiUThREk e i
fiE (T 2% L1231 ME R Y )V T — FOFFE % A
WA OBRITIHE) OEOFHELY = v b o ¥ —A
LONA M EIZFE DT,

I bR RONA NEAS384 84 N T [
FEE—DOENKEVIE] O L 1R RTEEID 7%
Molz, TOEET VI — FEHERLLEEOFTRIK
EHITHED RO % H 4 1RT. HEEIVNSWITERD
230/ N = ARG x 29 N I L IR A N B s G AV AW =B NS )
LERPENENZ B,

FBEDD, 77 AINVOEHEPSIEFIZY VT —
FEEH L GE0ORTER E MEO LR 5m %K 5
RS, 5 IR LTS, HERAS3 28 2 Lk

© 2015 Information Processing Society of Japan

60

50

40

30

Samples

20

10

0 B = )
0.5 1 1.5 2 2.5 3
Trials / Expectation
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Fig. 5 Ratio of number of trials (Address order).
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Table 6 Environment.

Shellcode Extraction = Dynamic Analysis
Host Guest
CPU Pentium M 1.20 GHz  Core i7 3.40 GHz
(4 cores) (1 core)
Memory | 1GB 24 GB 512 MB
(O] Ubuntu 10.04 LTS Windows 7 Windows
XP SP3
60
50
40
3
=%
g 30
3
1%}
20
10
0

40 80 120 160 200 240 280
Time (Second)
6 T ox)ba— N

Fig. 6 Time of shellcode extraction.
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Fig. 7 Entropy near shellcode.
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