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The Geographical Location Information System
with Privacy Protection

YASUHITO WATANABE,f! SOHGO TAKEUCHI, 2 FUMIO TERAOKA,2
KEISUKE UEHARA and JUN MURAIt4

We propose the Geographical Location Information (GLI) System with Privacy Proection.
The GLI System we propose provides a way to manage geographical location information
of mobile entities in the worldwide scale. Mobile entities regiter their location information
with servers. Searching clients are able to look up location of mobile entities using specified
identifier as a search key and look up identifiers of mobile entities using speified geographical
region as a search key. The GLI System has a distributed management method in order to
be scaled to the world. In this paper, we introduce HID (Hashed ID) to the GLI System
for privacy preservation. The privacy preservation means that a mobile entity must not be
identified by unknown persons, the location of a mobile entity must not be realized, and it
is impossible to track a mobile entity. We designed the new architecture of GLI System and
estimate performance.
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Fig.1 Architecture of the old GLI System.
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Fig.2 Environment and threats in the current GLI

System.
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Table 1 information managed on each server.
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Table 4 estimation of time for registering data to servers.
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Table 5 estimation of time for registering data to servers.

oooo gooo oo
ooo 0O GLIOOOOO 392.1
HID OO 30.1
0 422.2
ooo 0O GLIDOoOOO 333.3
goooooo 0
0 333.3

oooOoOoossoiooo0/oooooo 1000
ooooos405000000000000000O
OUo0oUoooooo2rro0oooo/oooouoo
100000000361 0000000000 GLIO
ooobO0ooOoOO0O0O00000 GgLIoooooo
O0000000O0O0O0OAHOO HMAC-SHA1OO
Oo0D0O0O0oOoO0Oo0OO0000o0D00 108 bytd] IP:
20 byted AH: 32byted UDP: 8 byteD HIDO O OO
O0000000oooooD48bytedODOOOOODO 2
OoO0o0O0O00D0 128byte0000O0OOOHIDO
ooo IbOODO 16byte0 0 0O0O0O0OOOOOO
goooooodoooooboooouoooobooo
uoodooob40000

00000000 o0ooo0oooo0o GLIoO
obO0oooooOoobooobDoOoooon 255000
000 /00000oooo 300000000 /00000
ooob0o10000b00000000000392.1
gooooos3s30ooooooooooonoon
gooooooobooooHIDOOOODODbO0OO
gbobooodooooooboooboooobooooo
ooooooobosoood

8. 0O O

ubobootoooboooooocobooobooann
OO0 GLIDOOO0OO0O0OOO00O0000000000
goooocoooooobooooooooooooon
oooooooooooboooobooooon "HID
0O Hashed IDOOOOOOCOOOOOCOOOOOOO

gooooooooobooboooooooboooboDo 241

gboooooooooooooobooboooo
gooocoooooooooobooooooooo
goobooooooooooooooboooooooon
oooboooooocoboooooooboooooon
goooooooooooooooobOooObOoOon
goboboooooooooobobooooooDboDbo
gooooobooooooooobobobooooDboo
gbooboooboooobooooooooon
goboooooboooobooboooooooa
oooooooooooobo HIDODOOOOOO0O0
boobooooooboooooboOobOoOoOoboooo
ud OoOoooOocooobooooooOooooooo
oboooocooooooboobooooooooooboooboo
gooboooooobooooobooobooooboo
0000000000000 00000000 WIDE
oooobob0O0Orover 00000 OOO0OODDDODDO
goooobooobooooboooooboooooDooon
ooboooooooooooboooooooao
goooooooooooo

o oo o

1) Weiser, M.: Some Computer Science Problems
in Ubiquitous Computing, Comm. ACM (July
1993).

2) Want, R., Hopper, A., Falcao, V. and
Gibbons, J.: The Active Badge Location Sys-
tem, ACM Trans. Information Systems, Vol.10,
NO.1, pp.91-102 (Jan. 1992).

3) Schilit, B.N., Adams, N.I. and Want, R.:
Context-Aware Computing Applications, Proc.
Workshop on Mobile Computing Systems and
Applications, Santa Cruz, CA, pp.85-90, IEEE
Computer Society (Dec. 1994).

4) Watanabe, Y., Shionozaki, A., Teraoka, F.
and Murai, J.: The design and implementa-
tion of the geographical location information
system, Proc. INET ’96, Internet Society (June
1996).

5) Takeuchi, S., Watanabe, Y. and Teraoka, F.:
The GLI System: A Global System Managing
Geographical Location Information of Mobile
Entities, Proc. WPMC ’00 (Nov. 2000).

6) Izumi, M., Takeuchi, S., Watanabe, Y.,
Uehara, K., Sunahara, H. and Murai, J.: A Pro-
posal on a Privacy Control Method for Geo-
graphical Location Information Systems, Proc.
INET ’00, Internet Society (June 2000).

7) National Institute of Standards and Technol-
ogy (NIST), FIPS PUB 180-1: Secure Hash
Standard (Apr. 1995).



242 goooooooo

8) Krawczyk, H., Bellare, M. and R. Canetti:
HMAC: Keyed-Hashing for Message Authen-
tication, RFC 2104 (Feb. 1997).

9) Cheng, P. and Glenn, R.: Test Cases for
HMAC-MD5 and HMAC-SHA-1, RFC 2202
(Sep. 1997).

10) Kent, S. and Atkinson, R.: Security Architec-
ture for the Internet Protocol, RFC 2401 (Nov.
1998).

11) Kent, S. and Atkinson, R.: IP Encapsulating
Security Payload, RFC 2406 (Nov. 1998).

12) Kent, S. and Atkinson, R.: IP Authentication
Header, RFC 2402 (Nov. 1998).

13) Mills, D.L.: Network Time Protocol, RFC 958
(Sep. 1985).

(00 120 5 022000)
(00120 100 6 0OD)

o0 OobOooooooo

970000199 00000000
gooboooooooooooooo
oooooooooooooooon
gbooooooooooooDboo
gobooooooooobodood
cobomooooooooobooooooooooo
gooooobooooooooOooOooOoOooboooon
oooooooAcCMOOO

o0 ooodoooo

1973000199 0000000
ooooooobooooooooo
gooooooooooooooboo
oooooooooooocoooo
gooooooooobooooooo
000ooooooooooooobooobooooooo

Feb. 2001

o0 0ooboooooboo
19590001984 0000000
gooooooooooooooo
gooooglessoooooood
gbooboooobooooocoooboon
- gobooooocooboooooooon
gbogog1ooooooooobobooooonoo
gom3ooobobobooooooooooobooon
gooobooooooobobooboooooooo
gooooboboooooooooooooboooboo vIp
O Virtual IPOO0OOOCOOO IETF O Mobile IP O
goooooboobz2o0b000000000O0DbO0O
O00000LANOODOOOODmOOOOO0OOm
OO0O00D0O0 MobileIPI OOOOO0O0O0O0O0O0DOO
O0OO0MmMACMUOIEEEDOOOOOOODOODOOO
ooo

o0 ooooooo

1970000199 00000000
ooooooooocoooooon
gooooooooooooooon
gooooooooooooooon
gooooooooooooooon
gobooobooboooooobooooooooaoo
gboooobooooooooboooooooobdooboo
goboobooooooobooooooboooooo
O000MACMOIEEEOOODO

oo goooaoo
ooooooooooooooon
oo01955 000198400000
gboooOooooooboooboooo
19870 0000001984 0000
gbooboooooooobobooo
1987rooooooooobobooooDooobooOnbonn
oooooooooooooooono99700on
001990000000 S,kCOOO0ODODO1984 0
JUNETOOODO19880 WIDEO OOOOOOOO
gooooboooooooooobooobooooooon
gooboooooooobobooooobooooooo
0000000000000 ISOCOOdnICANND
obooooooooooooobo@mboooooon
glmobooomooooooooobooooo
goboooomooobomoIpve00OOO0OO
ooooboooooomooooooboooobooo
ood




