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Mobile services for cellular phones are now extending beyond phone services, and into
several aspect of communication services. To support the various services, mobile terminals
require more complicated architecture and sophisticated human interface. Furthermore, the
cost of developing mobile terminals is increasing. Therefore, some open architecture, which is
extensible for adding functions, will be required. In this paper, we assume a beyond 3G mobile
terminal which has open and extensible platform, and we design security architecture for it. In
the open architecture, the mobile terminal has basic functions and the user can easily extend
the functions by adding external devices. The security architecture also dynamically changes
the security policy of the terminal, when the functions are changed. Our security architecture
can reduce the complexity of management of the security policy in the mobile terminal, and
expand a variety of services. Although the open architecture has many advantages, it is prone
to compromise in the system security. We discuss the threats against the open architecture
and propose security functions to protect against these threats. Our architecture will be
suitable for beyond 3G mobile terminals that have an open and flexible platform. We believe
our research includes useful information for designing future mobile services.

Thus, the mechanisms to realize sophisticated
security architecture for the provision of ﬂexible and unrestricted mobile services are an open
issue.
In this paper, we assume a beyond 3G mobile terminal that has an open and extensible
platform, and design a security architecture for
the mobile terminal. In extensible architecture,
the mobile terminal has the basic functions and
the user can extend these functions easily by
adding external devices. The proposed security architecture also dynamically changes the
security policy of the terminal when the functions are changed. Our security architecture
can reduce management complexity of the security policy in the mobile terminal, and expand the variety of services. An open platform
expands the functions and services for mobile
terminals, and reduces the cost of developing
future mobile terminals and external devices.
Although the open architecture has many advantages, it is prone to compromise in the system’s security. We discuss threats to the open
architecture and propose some countermeasures
against such threats. Our architecture will be
suitable for beyond 3G mobile terminals that
have an open and ﬂexible platform.
The rest of the paper is organized as follows:
At ﬁrst, we introduce related works in Section 2.
Next, we present the assumed beyond 3G mobile terminals and discuss their security threats
in Section 3. We propose a security architecture

1. Introduction
Mobile services for cellular phones are now
extending beyond phone services to provide several communication services such as e-mail, web
browser, PIM (Personal Information Manager),
games, e-commerce, and so forth. Mobile terminals are also expected to support various
types of wireless accesses, such as 3G, WLAN,
and seamless handover among them in the future 43),44) . To support various services, mobile terminals require more complicated architecture and sophisticated human interface. Furthermore, the cost of developing mobile terminals is increasing. Therefore, some open architecture, which is extensible for adding functions, will be required 22) . A user can change
the functions of his/her mobile terminal by attaching and removing external devices and applications. Various services will be provided in
the architecture.
Generally, each service has its own security
policy depending on the requirements to provide the service. The security architecture of
the terminals is, therefore, carefully designed
satisfying all the security requirements of the
available services. For this reason, existing
services are subject to restriction and closure.
† KDDI R & D Laboratories Inc.
†† Mitsubishi Electric Corporation
††† National Institute of Information and Communications Technology
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in Section 4. Finally, we discuss the security of
the proposed architecture and conclude the paper in Section 5 and Section 6.
2. Related Work
The security architecture for several systems
or networks were provided 23),24) . Concerning
mobile communication, several security architecture has been proposed. Defense Advanced
Research Project Agency (DARPA) in America
started a research project called GloMo 29) in
1994. The GloMo provided mobile users access
to a range of information services, but security technologies concentrated on conﬁdentiality and key management of several communications. Bluetooth Speciﬁcation 30) also provides
security functions for link-level privacy and entity authentication using a challenge-response
scheme. A. Fox and S. Gribble provided an authentication scheme for mobile devices 25) . The
scheme is based on Kerberos scheme 26) and
provides a solution of indirect authentication
for mobile nodes.
WAP Forum (now OMA) 40) also provided security functions of communications for mobile
Web applications such as WTLS protocol 42) .
L.B. Michael, et al. designed and proposed a
secure download system for software deﬁned radio terminals 27) . However, very little research
on the entire mobile services has been proposed.
Especially, a security architecture model whole
beyond the 3G mobile services is not discussed
suﬃciently. 3GPP 31) , and 3GPP2 32) provided
the speciﬁcation documents for the third generation mobile terminals. In the organizations,
the security for communication layers such as
key agreement and encryption is established,
but security for the application and services are
still under discussion.
Mobile It Forum 39) in Japan proposed only
higher requirements for future mobile services
such as mobile commerce. Mobile electronic
Transactions (MeT) 41) proposed limited architecture for mobile commerce, which deﬁne electronic ticket application and electronic payment
application.
Current security architectures are designed
assuming some closed and/or trusted environments such as trusted mobile terminals. Therefore, analysis of threats and design of the security architecture assuming beyond 3G mobile services is required. MIRAI and MIRAI+
project 21) propose several technologies for beyond 3G mobile communications and services.
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This paper presents research of security threats
against the beyond 3G mobile services, and the
security architecture for the services, as part
of the MIRAI project. Other technologies such
as communications security including roaming
and authentication will be presented in other
papers.
In this proposed security architecture, we
discuss mutual device authentication, an access control mechanism, and personalization
scheme. Phoenix Technologies Ltd. provides
a security framework called Phoenix FirstAuthority 38) architecture, which is a device identiﬁcation scheme based on PKI technologies. In
the scheme, a server PC authenticates a client
PC as a user authentication. However, no discussion as a mutual device authentication including PKI for mobile terminals and external
devices is produced. We propose the mutual device authentication architecture including PKI
and the revocation checking scheme.
MIDP 2.0 1) security architecture has a role
based access control mechanism for mobile terminals. We discuss the problem of the access
control mechanism, and propose an improved
access control mechanism in this paper. In
PC environments, SELinux 33) have been proposed. The SELinux has a secure ﬁle system
that controls access by each process. TCPA 34)
is a hardware-based system to improve an access controll mechanism of PC.
Furthermore, we present an oﬄine personalization scheme called self-delegation that is
one eﬃcient scheme of personalization. Online
personalization (called On-the-air Service Provisioning) has been discussed in 3GPP2.
3. Design Concept of beyond 3G Mobile Services and Their Threats
We assume that a mobile terminal for
new mobile services has higher computational
power, a larger display, and some extensible
slots, compared with current cellular phones. A
design concept of the terminal is that the terminal is based on an open and extensible platform.
Namely, it has only default functions at ﬁrst,
and the user can easily extend the functions
by adding external devices, such as, a wirelessLAN card, e-commerce card, user identiﬁcation
card, and other application cards, which have
standardized common interfaces. The mobile
terminals can selectively access several types of
mobile networks, by putting on and taking oﬀ
extended devices. A user can purchase a mo-
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Table 1 Threats against beyond 3G mobile terminals.
Malicious
Entity
User

Purpose
Invalid use
of services
Denial of service

Device
Manufacturer
Service
Provider

Steal secret Info.
Steal secret Info.
Get invalid benefit
Denial of service
Steal secret Info.
Get invalid benefit
Denial of service

Target
Entity
Terminal
Terminal
/Service
Service
/Terminal
Terminal
User
Service
User
/Terminal
Terminal
/Service

bile terminal from several shops such as electrical shops. These shops sell the mobile terminal and its extended devices, without installing
user information like in existing mobile phones,
but leaving the mobile terminal in its default
condition. The user makes an agreement with
the service provider providing the mobile communication services and other services for their
mobile terminal. Users can install or download
applications to their mobile terminal. The advantage of the open architecture is to reduce
the cost of developing terminals and external
devices.
Open architecture, however, is prone to compromise in the system security. This section
analyses threats to the mobile terminal and proposes countermeasures against those threats.
At ﬁrst, we deﬁne players and their basic roles
of the system as follows:
(a) Users: People who have a mobile terminal and make use of mobile services. Malicious
users may try to use services by illegal procedures, and may impersonate other users. For
example, the malicious user may forge a mobile terminal and/or masquerade as other users.
Furthermore, a malicious user may try to steal
some secret information from other user’s terminals using his mobile terminal or external devices.
(b) Device manufacturers: Organizations
that provide mobile terminals and/or external
devices. Malicious manufacturers may provide
invalid terminals and/or devices to steal a user’s
secret information, beneﬁt them illegally to sell
invalid devices, and prevent them from providing services.
(c) Service providers: Organizations who provide services such as mobile communication, ecommerce, and entertainment services, for mo-

Invalid action
(example)
(i) Forgery/Alteration of a terminal
(ii) Masquerading
(iii) Invalid operations
(i) Forgery/Alteration of a terminal
(iii) Invalid operations
(iv) Providing invalid terminal
and/or devices
(v) Masquerading
(vi) Providing invalid program
(vi) Providing invalid program
(vii) Invalid operation

bile terminals. Malicious service providers may
provide invalid programs and masquerade as a
valid provider for the same purpose as malicious
manufacturers. The malicious service providers
also impede other service providers.
4. Security Architecture for beyond
3G Mobile Terminals
In the previous section, we discussed the
service-level security requirements for beyond
3G mobile services including the provision of
the mobile terminal. The threats in Table 1
can be categorized into four groups.
The ﬁrst involves invalid devices, which
are provided by invalid manufacturers or are
forged/altered by malicious users. Secondly,
are invalid operations of malicious users or malicious programs provided by malicious service
providers. The third groups involves the masquerading of users or service providers. The last
group includes invalid programs.
An authentication scheme between devices
is required to detect invalid devices. To protect against invalid operations, all environments have to be implemented with an access
control mechanism and related system architecture. Masquerading is impossible by authentication of each other in service use. We propose an authentication method considering the
properties of future, mobile services. A software veriﬁcation method is needed to protect
against installing invalid programs.
This section proposes new security functions
protecting against the mutual device authentication, the access control based on privilege
attribute certiﬁcates and secure system architecture, personalization and service authentication, and program veriﬁcation.
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Fig. 1 Secure system architecture model.

4.1 Overview of Proposed Architecture
We propose security architecture for beyond
3G mobile terminals as follows (Fig. 1). The
architecture consists of four key technologies.
• Mutual device authentication:
Services for beyond 3G mobile terminals
are based on an open architecture for the
realization of ﬂexible services, where many
service providers and manufacturers exist.
We assume terminals, and devices are not
trustworthy. Namely, an arbitrary pair of
terminals/devices does not trust each other
at an initial phase. A mutual device authentication mechanism is used to verify
the authenticity of each device, when a new
device is attached.
• Access control and secure system architecture:
The proposed mobile terminals and external devices have an access control mechanism and a secure system architecture, to
protect against theft of secret information
and illegal use of services. The access control mechanism protects against invalid access, and the secure system architecture
protects secret information.
• Personalization, service authentication,
and user identiﬁcation:
We assume users have some rights to use
the services, which are securely stored in a
tamper-resistant module called a personal
identiﬁcation device (PID). At ﬁrst, a user
has to personalize his/her terminal when

he/she purchases it. The user can transfer
the rights to his/her terminal using a selfdelegation mechanism. The self-delegation
mechanism creates time-limited information and delegates the information to protect primary secret information.
The delegated information is used for service authentication. The service authentication is a mutual authentication between
terminals (users) and service providers,
which protects against the use of invalid rights and masquerading as each
other. PID requires a personal identiﬁcation mechanism to protect against invalid
use. Therefore, PIDs should have some
user identiﬁcation mechanisms such as PIN
(personal identiﬁcation number) or biometrics technologies 20) . First, to activate PID,
a user is requested to identify himself /herself, then he/she can use it.
• Veriﬁcation of installed programs:
A mobile terminal has a veriﬁcation mechanism for programs. As we assume some
existing techniques are used for the veriﬁcation such as a digital signature, we will
not discuss its mechanism in detail here.
4.2 Mutual Device Authentication
4.2.1 Basic Authentication Protocols
An initial mutual device authentication protocol is as follows:
T →E:R
E → T : D(Kpr(E) , R||R ), R , Kpu(E)
T → E : D(Kpr(T ) , R ), Kpu(T )
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where a mobile terminal denotes T and an external device denotes E. || represents a concatenation of data. R and R indicate random numbers. D(·) indicates digital signature, D(K, X)
means that X is digitally signed using a private
key K. Kpr(I) represents a private key of an entity I, and KpuI means a public key and its certiﬁcate (PKC) of an entity I. The public key and
private key are deﬁned for each device model.
Each entity veriﬁes a PKC, and veriﬁes D(·) using a relative public key. We select algorithms
based on discrete logarithm problems (DLP)
such as ECDSA 2) for the algorithm D(·). Using the Diﬃe-Hellman key agreement 3) , each
entity can compute the shared secret key as follows. The same DLP algorithms as D(·) are selected for the key agreement algorithm, such as
ECDH. Ks(I,J) indicates a shared key between
I and J. H(·) indicates a hash function such as
SHA-1 4) .
Kpr
T : Ks(T,E) = H(R||R ||Kpu(E) (T ) )
Kpr(E)

E : Ks(T,E) = H(R||R ||Kpu(T )

)

General mutual authentication and key
agreement protocols, such as IKE are also applicable for the mutual device authentication.
For example, DH key agreement with a digital signature is applicable for the mutual device
authentication, to sign public key and temporal information, which can be veriﬁed by each
other such as time and sequential number. The
proposed method is just one of the simple solutions available. (However, the IKE seems to
be complex 18) for mobile terminals, indicating
that we have to simplify the IKE so that it can
be used on mobile terminals.) The shared key is
stored in each entity. After the initial authentication, the authentication protocol can be simpliﬁed as follows, by using the shared key. M (·)
represents a message authentication algorithm
such as HMAC 5) , and M (K, X) means a message authentication code (MAC) of a message
X using a key K.
T →E:R
E → T : M (Ks(T,E) , R), R
T → E : M (Ks(T,E) , R )
4.2.2 Public Key Infrastructure for
the Mutual Device Authentication
Considering the open environment, the PKI
(Public Key Infrastructure) model is used to
create a trust relationship between strange de-
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vices. Veriﬁcation of PKC in the mutual device
authentication protocol is also required to establish a trust relationship. One of the veriﬁcation methods for mobile environments requests
veriﬁcation to a Validation Authority (VA) using delegated validation protocols 6),7) . VA offers veriﬁcation of certiﬁcates according to the
requests of mobile terminals. However, a mobile
terminal cannot use an external communication
device until the mutual device authentication
is successful. Therefore, the terminal has to locally verify the certiﬁcate of the external device
at the initial phase. We propose three trust
domain models between terminal and device
manufacturers for the mutual device authentication, where one manufacturer manages one
domain and his/her own CA. The ﬁrst model
is a cross certiﬁcation model. One manufacturer’s domain of mobile terminals exchanges
cross-domain certiﬁcates with the other manufacturers’ domain of external devices. Therefore, veriﬁcation paths of the certiﬁcates are as
follows:
Veriﬁcation path of Kpu(E) :
Kpu(E)  Kpu(ET )  Kpu(T m)
Veriﬁcation path of Kpu(T ) :
Kpu(T )  Kpu(T E)  Kpu(Em)
where Kpu(Em) is a manufacturer’s CA certiﬁcate of external devices, and Kpu(T m) is that
of mobile terminals. Kpu(ET ) indicates the
cross-domain certiﬁcate from T m to Em, and
Kpu(T E) indicates that from Em to T m. A  B
means a trust chain that A is authenticated by
B. The right most entity of the trust chains is a
trust anchor. The lengths of veriﬁcation paths
are 3.
The second model is a hierarchical model. A
manufacturer of mobile terminals issued issues
to manufacturers of external devices. Veriﬁcation paths of the certiﬁcates are as follows. The
lengths of the veriﬁcation paths are 2 or 3.
Veriﬁcation path of Kpu(E) :
Kpu(E)  Kpu(Em)  Kpu(T m)
Veriﬁcation path of Kpu(T ) :
Kpu(T )  Kpu(T m)
The third model is also a hierarchical model
using root CA (certiﬁcate authority) or bridge
CA (BCA). A root CA (or BCA) issues PKC of
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manufacturers of mobile terminals and manufacturers of external devices. Veriﬁcation paths
of the certiﬁcates are as follows. Kpu(CA) is
root CA (or BCA) and a trust anchor. The
lengths of trust chains are 3.
Veriﬁcation path of Kpu(E) :
Kpu(E)  Kpu(Em)  Kpu(CA)
Veriﬁcation path of Kpu(T ) :
Kpu(T )  Kpu(T m)  Kpu(CA)
The second model is better than the other
models, considering the lengths of the veriﬁcation paths. However, in the second model, external devices have to manage many certiﬁcates
that vary by manufacturers, which provide mobile terminals. The ﬁrst model also requires
management of many cross-domain certiﬁcates
for mobile terminals and external devices. In
the third model, each device manages only certiﬁcates of trust anchors (root CA or BCAs).
The trust chains can be decreased using a list
of trust certiﬁcates in the second veriﬁcation
and after. For example, a veriﬁcation path of
the third model is 2 (Kpu(E) Kpu(Em) ), where
Kpu(Em) is already veriﬁed and listed in a trust
certiﬁcate list that consists of hash values of
trust certiﬁcates. Therefore, the third model is
suitable for the proposed authentication model.
4.2.3 Verifying Revocation of Certiﬁcates
Each certiﬁcate has a validity period. However, the certiﬁcate may be revoked before it
expires. Therefore, a relying entity should validate the status of a certiﬁcate to determine
whether it has been revoked or not. Normally,
CRLs (Certiﬁcate Revocation Lists) are used to
check the revocation status of certiﬁcates 8) . A
CRL is a list of the serial numbers of all unexpired certiﬁcates that a CA has revoked. CRL
distribution gives rise to some problems however. The communication burden of downloading CRL is a serious problem in mobile environments. If a CA has revoked many certiﬁcates,
the CRL for that CA is large, and transmission
of it to mobile terminals consumes signiﬁcant
bandwidth on the network. Moreover, each entity may use only a small part of the information, and the burden of downloading the rest of
the large CRL may be wasted. Therefore, suitable revocation mechanisms for the proposed
domain model should also be discussed.
To decrease the size of CRLs, some alter-

1861

native CRL distribution mechanisms are proposed, such as segmented CRLs, over-issued
CRLs, delta-CRLs, and sliding window deltaCRLs 9),10) . The Online Certiﬁcate Status Protocol (OCSP) 11) is a veriﬁcation mechanism
diﬀerent from the above mechanisms, and provides a status of requested certiﬁcates in real
time. An OCSP mechanism is suitable for mutual device authentication, because the number
of devices that a user operates will be much
smaller than that of revoked devices. However,
huge OCSP requests may cause a heavy processing load for an OCSP responder, if all devices use the OCSP. Therefore, decentralized
OCSP responders which respond the statuses
for OCSP requests should be constructed. The
CA sends CRLs to the responders using an eﬃcient distribution mechanism such as the deltaCRLs.
4.2.4 Two-phase Mutual Device Authentication
In mutual device authentication, the mobile terminal may access an OCSP responder
through an untrustworthy device. For example, where the mobile terminal authenticates a
communication card such as a cellular card, the
terminal must use the communication card to
check the revocation status of the card’s certiﬁcate. Therefore, we propose a two-phase authentication.
In the ﬁrst phase, both entities verify the peer
certiﬁcate locally. In the second phase, both entities verify the status of the certiﬁcate. Each
entity can only send an OCSP request after the
ﬁrst phase, and the entity can perform any action after the second phase. To protect against
reuse of OCSP response messages, the validities
of the messages deﬁned by the “Validity” ﬁeld
should be short or any challenge, which is a random number, should be included in the OCSP
response messages. If the mobile terminal and
the external devices cannot access to the networks, user action or security policy that is previously deﬁned determines whether the device
is trustworthy. The mobile terminal and the
external devices try to verify the status, when
a network is available.
4.2.5 How to Trust OCSP Responders
OCSP response messages are digitally signed
using the private key of the OCSP responder.
A CA issues a certiﬁcate of the public key of the
OCSP responder to guarantee validity of the responders. Therefore, a user can check validity
of the message, if the user trusts the CA. If a
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private key of the responder is compromised,
response messages from the responder cannot
be trusted. However, the user cannot know the
status of the responder’s certiﬁcate. The trust
level of OCSP responders is diﬀerent from that
of CA. The private key of OCSP responders is
continuously exposed to risks of compromise,
because the key is managed by on-line computers to create response messages 12) .
How to trust an OCSP responder is an open
issue. One simple solution to solve the above
problem is to request several OCSP responders.
A user requests a status of a certiﬁcate to several responders. We propose the “Majority Decision.” Namely, the user judges whether the
certiﬁcate is revoked or not by summing up the
statuses, contained in all of the response messages, and the user picks up some of the trusting messages, and veriﬁes the digital signature
of the messages. The following is the detailed
mechanism. We do not discuss DoS (Denial of
Service) attacks against certiﬁcate veriﬁcation
of the devices. We may wish to protect modiﬁcation of the above algorithm, and this work
will be proposed in the future.
“Majority Decision” OCSP
si : Status of a requested certiﬁcate in message Mi
si ∈ {revoked = 1, notrevoked = 0}
n: a number of response messages
C: a 
number of revoked statuses
C = n si
Mi : a response message i
Sigi : a digital signature of a message Mi
k: security parameter, k represents a number of
responders whose private key is compromised. k <
n/2.
V erif y(X): Veriﬁcation of X using the public key
of X, which includes veriﬁcation of public key.
V erif y(X) ∈ {success = 1, f ail = 0}
STEP1:
si , C =; 0, k
For i = 1, ..., n do
C = C + si
If C > k then the certiﬁcate is revoked
STEP2:
Mj ∈ {Mi |ci = 1}, Sigj
For j = 1, . . . , k + 1 do
V erif y(Sigj )
If V erif y(Sigj ) = 0 then the certiﬁcate is
revoked
STEP3:
Return the certiﬁcate is not revoked
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4.3 Access Control Based on Privilege
Attribute Certiﬁcates
4.3.1 Overview of Proposed Access
Control Method
We propose an access control mechanism
based on privilege attribute certiﬁcates (PACs).
Generally, access control mechanisms are categorized into three mechanisms, namely, Discretionary Access Control (DAC), Mandatory
Access Control (MAC), and Role-Based Access
Control (RBAC) 15) . The DAC mechanisms
are a means of restricting access to information
based on the identity of users and/or membership of groups. The owner of information or any
resource can make/change its permissions at his
discretion. MAC mechanisms assign a security
policy to all information and grant a security
clearance to each user. In the RBAC mechanism, users or programs have various roles
and the security policy can be deﬁned for each
role. RBAC provide more ﬂexible access control than DAC and MAC, because the security
policy of each role can be deﬁned. However,
these access control mechanisms require previously ﬁxing a security policy for all user and all
resources. The proposed access control mechanism is based on RBAC and MAC. In the
proposed mechanism, security policy is dynamically changed to use the PAC, which deﬁnes
privileges as security clearances.
A concept of PAC based access control is to
design a dynamic creation of a security policy
according to changes of the external devices and
programs, and to decrease the management cost
of security policies using pre-issued PACs. The
PAC is a list of available functions to certify an
owner’s privilege, and it has been used in some
access control methods 13),14) . We also apply
the PAC to the access control method of the
proposed security architecture. An access control module of each entity interprets its own
policy and PACs oﬀered by other entities, and
dynamically creates new access control lists for
each entity. In our service model, a terminal is
considered an open platform to provide various
services as described in Section 2.
The security policy is diﬀerent depending on
each device and each program and individually
deﬁned. Existing technologies such as MIDP
2.0 1) have some access control mechanisms.
The mechanisms, however, do not apply to the
above model because of the following reasons.
A security policy of a mobile terminal is predeﬁned, and it cannot change dynamically. If
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Table 2 A Privilege Attribute Certificate (PAC).
Field name
version
serialNumber
issuer
subject
subjectCertificateURL
subjectCertificateHash
attribute
validity
cRLInfo
signature

Content
Version number
Serial number
Issuer and issuer URL
Holder name
Holder’s certificate URL
Hash value of holder’s certificate
Description field of attributes
Validity time
Information for revocation verification
Signature of the attribute certificate

a security policy is deﬁned for each entity, the
total data of the security policies stored in a
terminal becomes large. Moreover, the management of the security policies may be incredibly
complicated. On the other hand, our mechanism is scalable and ﬂexible, because entities
do not manage security policies for other entities but exchange “PAC” including information of access control for each entity. The entity can change dynamically depending on exchanged PAC by each entity.
4.3.2 Procedure of Access Control
Method
A procedure of the proposed access control
method is shown below:
(i) Exchange Privilege Attribute Certiﬁcate:
Devices such as mobile terminals and external
devices exchange their PACs with each other.
Applications installed in a mobile terminal provide their PAC to the mobile terminal. Each
entity veriﬁes the PAC using a PKI framework.
(ii) Create Access Control List:
The policy engine parses the PAC, and merges
it into a local policy, which is initially deﬁned
as a base policy, and dynamically creates a new
Access Control List (ACL).
(iii) Control Access:
The access control module controls access operations to their own resources, depending on
the dynamically created ACL.
4.3.3 Privilege attribute certiﬁcate
An attribute certiﬁcates in X.509 Recommendation 8) can be used as the PAC. We have to
modify the format of attribute certiﬁcates, and
remove redundant information in order to decrease the size of the certiﬁcates. The PAC includes information as illustrated in Table 2.
An issuer is a device manufacturer or a service
provider that provides services for mobile terminals. For example, if the manufacturer of
the mobile devices has issued the PAC including a writing attribute to external devices, the

external device can write some critical information stored in the mobile terminals. The subject
is the holder name such as the model number
of devices, the name of application providers,
or users. A subjectCertiﬁcateURL and subjectCertiﬁcateHash are the URL of the holder’s
certiﬁcate and the hash value of the certiﬁcate,
respectively. The URL refers to the certiﬁcate
of an external device, application provider, or
user. The attribute certiﬁcate is binding to the
owner’s certiﬁcate. An attribute ﬁeld stores
attribute information possessed by the holder.
Validity is the expiration date. cRLInfo informs
a contact point of a veriﬁer to check the status
of the attribute certiﬁcate. The signature is the
issuer’s signature.
4.3.4 Creation of Access Control List
In our method, ACL is dynamically created
by the policy engine. An access control rule
is generally described as a triplet (subject, object, action) 16),17) . The subject is a principal
who wants to use the object. The object is a
resource or function that is used by the subject.
The action means operation(s) for the object,
which the subject is allowed to perform. We
simplify the rule deﬁnition as a doublet (subject, object), and the action can be included
in the object. The base policy (BP) of the accessed entity is described as {(φ, Oi ) ∈ BP }.
Sk indicates a subject, and Oi indicates an object. φ means “not deﬁned.” If the entity
should deﬁne a special rule for Sk , the rule is
described as an additional rule (AR), which is
described as {(Sk , Oi ) ∈ AR} or {(Sk , ¬Oi ) ∈
AR}. The ¬ Oi means a subject Sk cannot
use an object Oi . Privilege in PACs means a
set of Oi s, which are allowed in Sk . Therefore,
the PAC of entity Sk means {(Sk , Oi ) ∈ P AC}.
PE
The creation of the policy engine describes → ,
where the left side of the arrow is the input information and the right side of the arrow is the
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output ACL. The ACL for Sk can be deﬁned
as a set of {(Sk , Oi ) ∈ ACL} (i = 1, . . . , n).
(Sk , φ) means the function is not allowed in Sk .
Where {(φ, Oi ) ∈ BP }, {(Sk , Oi ) ∈ AR}, and
{(Sk , Oi ) ∈ P AC} are given;
Policy Creation Algorithm ∀Oi (i = 1, . . . ,
n), Sk ,
{(Sk , Oi ) | (Sk , Oi ) ∈ {{{(φ, Oi ) ∈ BP } ∪
{(Sk , Oi ) ∈ P AC}} ∩ {(Sk , φ) ∈ AR)} ∪
PE
{(Sk , Oi ) ∈ AR}} → {(Sk , Oi ) | (Sk , Oi ) ∈
ACL}
The ACL for SK is derived as {(SK , Oi ) ∈
ACL} (i = 1, . . . , n).
Security policy is
applied to the ACL, in the order of additional rules, the PAC, and the base policy.
In the proposed method, Oi s consist of function names that are hierarchically named. For
example, the attribute of transferring data
using serial I/F is described as [Output] −
[SerialI/F ] − [Send/Receive]. Moreover, time
or location limited access controls are also
accomplished using time or location information, where the deﬁnition is extended as Oi =
[f unction name]&[time]&[location].
4.3.5 Eﬃciency of Base Policy Management
In the proposed access control, the mobile
terminal manages the base policy and the additional rules. In the existing methods, a mobile
terminal has to manage O(s ∗ o) rules, where
the number of all external devices is s and the
functions of the terminal are o. However, in
the proposed method, the mobile terminal manages O(o + a ∗ o) rules, where a is a number
of external devices deﬁned as additional rules.
A number of external devices that a user may
use deﬁnes e. Generally, a < e  s can be
assumed, because a user uses limited external
devices, and only deﬁnes additional rules for
limited external devices. The lack of informa-

tion O((s − a) ∗ o) is provided by PACs, so that
an entity based access control is accomplished.
Therefore, the proposed method is more eﬃcient compared with the existing methods, in
terms of management of security policies in mobile terminals.
4.4 Secure System Architecture
Model
We design a typical system architecture for
the mobile terminals as shown in Fig. 2. Three
important functions are included in the secure
system architecture, namely, authentications,
access control, and resource protection. External devices also have the same conﬁguration except for the application management module.
4.4.1 Authentication Module
We designed three authentication modules,
a mutual device authentication module, a service authentication module, and an application
management module. The mutual device authentication module executes the mutual device authentication protocol and manages authentication statuses. The module provides an
identiﬁer with accessing entities to the access
control module. The module also receives delegated information using self-delegation protocols. The service authentication module automatically executes service authentication protocols, when requested. The application management module authenticates and manages application programs installed in the mobile terminal. The module veriﬁes a digital signature
of the programs, when the programs are downloaded or installed locally. The module passes
the result and a PAC to the access control modules. The application management module also
manages a lifetime of application programs.
4.4.2 Access Control Module
The access control module of the mobile terminal controls any access from programs on the
mobile terminal or external devices to programs
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or functions on the mobile terminal. The module of the mobile terminals is constructed into
a Virtual Machine (VM) such as Java VM. The
module of the external device controls from the
mobile terminal or other devices to an external
device program on the external devices. The
modules include a policy engine that manages
a security policy and creates an ACL from the
BP, AR, and PACs. The modules can manage all accesses to resources including security
modules.
4.4.3 Protection Module
The protection module protects some critical information such as the private key of mobile terminals, information for authentication,
location, time, and root certiﬁcates, using cryptographic techniques or tamper-resistant techniques. To protect the critical information, the
protection module has the function as secure
data storage. One solution that realizes secure
data storage is to control low-level ﬁle access
by software such as operation systems and kernel programs or hardware techniques. Any program that has no privilege for the ﬁle access
cannot even ﬁnd the ﬁle. SELinux has a secure ﬁle system that controls access by each
process. Hardware based approaches have been
proposed such as TCPA. This approach may be
more secure than the software basis. However,
additional hardware increases the cost of producing mobile terminals.
The other solution is using cryptographic
techniques. Blaze proposed a cryptographic
ﬁle system for UNIX 35) , and N. Provos presented encrypted virtual memory 36) . We consider these techniques are applicable for the
protection module. For example, all ﬁles that
are managed by the protection module, are
automatically encrypted by a secret key, and
stored as the encrypted data. The key issue
to realize the cryptographic ﬁle system is management of the secret key. The secret key is
a temporary key, and the secret key can be
changed randomly by the protection module itself 37) . Therefore, the secret key appears on
running memory area and has short lifetimes.
However, protecting the running memory (including resume states) is still open issue, even
though hardware based approaches have been
proposed. We will discuss an actual solution
for protecting the memory, and evaluate its implementation in future research.
The module manages the storage area for the
critical information. Location information and
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time information are automatically set in the
area by a location manager and time manager,
respectively. Other security modules can directly access the protection module. For, example, the access control module can get time and
location information from the module. Moreover, only programs permitted by the access
control module can use the module. The module also manages the validity of stored data.
If stored information has expired, the module
erases the information automatically.
4.5 Personalization of the Mobile Terminal and Service Authentication
In the current mobile services, the mobile operator authenticates a subscriber using an identiﬁcation stored in a mobile terminal, where
the identiﬁcation is newly assigned when a user
subscribes. In such a case, the mobile operator does not identify the person but the mobile terminal he owns. For the next generation
of mobile services, however, personal identiﬁcation is needed to provide value added and ﬁne
grained services such as mobile commerce, mobile banking etc. One solution is that the mobile terminal has various personal identiﬁcation
mechanisms such as biometrics to activate the
mobile terminal. However, the following drawbacks are seen.
• Sensitive information or mechanisms for
personal identiﬁcation are not securely
managed on the mobile terminal because
the mobile terminal is easily stolen and lost.
To satisfy the above requirement, the mobile terminal should have an additional secure element such as an IC chip, which is
not cost eﬀective.
• Biometrics mechanisms 20) also require additional user action when authenticated.
For example, the user has to put his ﬁnger on the CCD sensor to scan the ﬁngerprint. If the mobile operator requires strict
authentication, then the user is forced to
perform such action every time he has access to various kinds of services.
To solve such problems, we apply a mechanism where the strict authentication is realized even if the mobile terminal is based on
an oﬀ-the-shelf module and requires no tamperresistant module. We use a basic concept called
self-delegation. Goldreich, et al. proposed the
self-delegation method with controlled propagation based on a non-interactive zero-knowledge
proof 19) . The scheme, however, cannot be applied to mobile environments, considering the
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computational cost and communication cost.
We propose a practical approach for mobile environments. The basic idea is as follows: A user stores the information, which relates to strict authentication, into a tamperresistant module, and the user keeps it in
his/her home securely. Time limited authority
is delegated into the mobile terminal by communicating with the tamper-resistant module
on a local basis. After the delegation, the user
can use the remote service by using the mobile terminal within a limited time. More precisely, our proposed mechanism uses both primary and secondary key information. Namely,
the primary key information is stored in the
tamper-resistant module at ﬁrst. After the selfdelegation, the secondary key information is derived from the primary key information by the
tamper-resistant module and securely installed
into the mobile terminal. Therefore, the user
can be authenticated by using the secondary
key in the mobile terminal. If the mobile terminal is stolen, a service provider can also authenticate the user using primary information
stored in the tamper-resistant module. Therefore, the user can revoke delegated information.
The self-delegation can be widely applied to
any services that strictly authenticate a user,
such as e-commerce, identiﬁcation, and other
attractive services. Currently, a user tends to
have many IC cards, which are issued by each
service provider. Using the self-delegation, a
user does not have to carry all his/her IC cards
but only carries his/her mobile terminal, which
has delegated information from the cards.
Delegated authority has validity, and if expired, the authority is of no use for authentication. The validity is described in Info data.
A service provider checks the validity after authentication, and if expired, he/she does not
allow the service to be used. The mobile terminal also checks the validity, so that the expired
information is automatically deleted. Even if
an attacker gets a mobile terminal or delegated
information, he/she is only able to use it within
a limited term. If the mobile terminal is stolen,
the service provider authenticates the user using the primary information, and adds an identiﬁer of delegated information into a revocation
list. The revoked mobile terminal cannot use
the service. If a contract between the service
provider and the user has expired, primary information such as a user ID or a certiﬁcate of
the user are also added into the revocation list.
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4.5.1 Self-delegation Protocol
When the mutual device authentication is
successful, the PID transfers delegated information to MT. A delegation protocol is selected
according to primary information stored in the
PID. U represents a user, and SP represents a
service provider. If the primary key is a secret
key Ks(U) , a secondary secret key is delegated.
The delegation protocol is as follows, where
Kauth is an authenticator (secondary key), Did
is a delegation ID which is deﬁned each delegation, U id is user ID which is provided by each
service provider, and Inf o is additional information such as validity. An attacker cannot
trace U id across service providers, because U id
of the user is diﬀerent from each provider. Did
is computed from a device ID of the mobile terminal and a random number which is generated
for each self-delegation protocol, and the protection module securely manages the delegated
information with the random number. We assume the device ID cannot be altered. Did
is sent and stored to the PID. In the service
authentication phase, Did is dynamically computed from the stored random number and the
device ID by the service authentication module.
Did can be untraceable because it is diﬀerent
from each self-delegation.
Secret key scheme
P ID : Kauth = M (Ks(U) , Did||R||Inf o)
P ID → T : Kauth , U id, Inf o, R
If primary information is a public-private key
pair Kpr(U) and Kpu(U) , the P ID issues a digital ticket and delegates it to T . The ticket is
made beforehand as follows.
Ticket scheme
P ID : R, Inf o, T icket
where, T icket = E(Kpu(SP ) , R),
D(Kpr(U) , Inf o||E(Kpu(SP ) , R))
P ID sends T icket and related information,
when delegation is requested by T . The delegation protocol is as follows. T icket is computed
previously, so that P ID only computes Kauth
in real time.
P ID : Kauth = M (R, Did)
P ID → T : Kauth , Inf o, T icket, Kpr(U)
4.5.2 Service Authentication Protocol
A mobile terminal and a service provider authenticate each other using the following pro-
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tocols, when the user of the terminal tries to
use the service. We propose two authentication
protocols, which are selected according to delegated information. R and R indicate a random number. Ks(SP ) is a master key of SP .
Secret key based protocol
SP → T : R
T → SP : Did, U id, R, Inf o, R ,
M (Kauth , R ||Did||U id||R||Inf o||R )
SP → T : M (Kauth , R )
SP authenticates T as follows:
Check varidity
Check revocation of Did and U id
M (Ks(SP ) , U id) = Ks(U)
M (Ks(U) , Did||R||Inf o) = Kauth
V erif y M (Kauth , R ||Did||U id||R||Inf o
||R )
T authenticates SP verifying M (Kauth ,
R )
Ticket based protocol
SP → T : R
T → SP : Inf o, T icket, Kpu(U) , Did, R ,
M (Kauth , R ||Inf o||T icket||Kpu(U) ||Did
||R )
SP → T : M (Kauth , R )
SP authenticates T as follows:
Check varidity
Check revocation of Did
V erif y Kpu(U)
V erif y T icket
Decrypt E(Kpu(SP ) , R) = R
M (R, Did) = Kauth
V erif y M (Kauth , R ||Inf o||T icket||
Kpu(U) ||Did||R )
The session key in both schemes is M (Kauth ,
R ||R ). After authentication, all communication is protected using the session key.
4.5.3 Comparison of Secret Key and
Ticket Based Schemes
Authentication protocols are classiﬁed into
two types. One is an authentication scheme using an asymmetric key algorithm; the other is
using a symmetric key algorithm. Many services have either an asymmetric or symmetric authentication scheme. Therefore, We design two delegation and authentication protocols. In this subsection, we evaluate the
computational cost as Table 3, where public
key encryption/decryption cost or cost of mak-
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Table 3 Comparison of two delegation and
authentication protocols.
PID
Delegation of a secret key H
Delegation of a ticket
Pre:2P+H
H
Auth. using a secret key
Auth. using a ticket
-

T
2H
2H

SP
4H
3P+5H

ing/veriﬁcation of a digital signature is P, a cost
of calculating a hash value or calculating a message authentication code is H, and other computation is negligible. Both delegation protocols are lightweight protocols in a delegation
phase, if the PID can pre-compute the ticket
(which is deﬁned as “Pre” in Table 3) before
delegation. Both service authentication protocols can be applied for mobile terminals, because computational costs of a mobile terminal
are small in the service authentication. However, a service provider has to compute three
public key calculations. Therefore, the secret
key scheme is suitable for fast and scalable authentication such as the authentication of network operators.
Primary information such as a secret key and
public-private key pair is stored into each PID.
If one PID stores primary information for each
service provider, we have to consider the cost of
management of primary key information. The
ticket based scheme is better than the secret key
scheme in terms of the cost of key management,
since a user uses one public-secret key pair to
register for service providers. For example, the
user may have a smart card such as an identiﬁcation card, which stores a public-private key
pair, and he/she may use it to register service
providers as an initialization. We also consider the traceability of the public key. An
attacker including malicious service providers
try to trace user’s activities using the public
key. One solution is that the user makes different public-private key pairs for each service
provider, even though the cost of key management increases.
4.6 Software Veriﬁcation
A mobile terminal has a veriﬁcation mechanism for installed programs. We assume some
existing techniques are used for the veriﬁcation
such as a digital signature. For example, the
digital signature of the service provider is attached to the program and the application management module checks validity of the signature
such as MIDP 2.0 architecture. In the architecture, a PKI technology is used. Considering
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a simple PKI model, the trust anchor is the
trusted third party. This model is the same as
in the current services.
5. Discussion
In this section, we discuss the validity and
feasibility of the proposed architecture on the
following technical requirements.
(A) Mutual device authentication; Current technologies of security functions are designed assuming trustworthiness of all devices.
Because, one manufacturer such as an operator
or a few trusted manufacturer produce mobile
devices in current mobile services. However,
many device manufacturers exist assuming beyond 3G architecture is an open architecture.
In the proposed device authentication scheme,
the initial authentication is based on the public
key scheme. The public key scheme is heavier than secret key schemes. It is unfeasible to
share a secret key between all manufacturers
in the open architecture. Furthermore, the secret key scheme has a problem when managing
many secret keys.
Our scheme has two authentication schemes.
In the initial authentication, the device authenticates an unspeciﬁed number of devices, so
that the public key scheme is required. After
the initial authentication, the secret key based
authentication can be used. Because, the purpose of authentications after the initial authentication are the veriﬁcation whether the partner device is authenticated previously, and the
number of the partner devices that a user uses is
limited. Therefore, the key management is feasible. The mutual device authentication veriﬁes
that each device is produced by valid manufacturers. The proposed mutual device authentication protects against invalid devices such as
(i) and (iv) in Table 1.
Public key authentication schemes require a
domain model of PKI. We compared three typical domain model of PKI for the mutual device authentication and conﬁrm that the third
model is suitable for the assumed environments. The third model need to construct a
root CA. This research result suggests a governmental /non-governmental organization is required, which authorizes device manufacturers.
We also discussed and proposed eﬃcient
checking scheme of public key certiﬁcates revocation, assuming mobile environments. Furthermore, we presented one solution for the
open issue that is how to trust an OCSP re-
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sponder.
(B) Access control and secure system
architecture; In Section 4.3, we proposed the
PAC based access control mechanism. The
characteristics of the proposed scheme are 1)
the security policy for each program can be
changed dynamically, 2) The management cost
of the security policy in the mobile terminals is
low. In beyond 3G mobile environments, many
device and programs are attached and/or connected to the mobile terminal. Therefore, a
ﬂexible and variable security policy should be
required. Furthermore, considering limited resources of mobile terminals, the management
cost of the security policy should be small. Current mobile phones have a simple and ﬁxed security policy because conﬁguration of the security policy is very complex.
In the current application platform of the mobile terminal, the application is categorized into
a few classes, and a user or service provider cannot change the security policy. For, example,
Mobile Execution Environments (MExE) permission framework in 3GPP speciﬁes four security domains. MIDP 2.0 is the next application
platform for the mobile phones. The security
policy of MIDP 2.0 can be changed, and deﬁned
for any entity of several granularities. However,
the security policy has to be pre-deﬁned, and
management of the policy is still complicated.
The proposed access control mechanism provides ﬂexible access control and can change the
security policy dynamically depending on exchanged PAC by each entity. As shown in Section 4.3.5, the proposed scheme is also scalable in terms of management of security policies
in mobile terminals. The proposed mechanism
controls access to important resources to check
the privilege described in the PAC, and protects
the important resources against invalid operations. If a malicious service provider provides
invalid programs without PAC, the invalid program cannot access any important resources.
Therefore, the proposed access control mechanism protects against invalid operations by a
malicious user and invalid programs such as (iii)
and (vi) in Table 1.
Current mobile terminals have closed environments to maintain trustworthiness of the
environments, so that the system architecture
could be improved for beyond 3G mobile services, when considering open architecture. Recently, importance of a secure (tamper-proof)
component that includes security functions and
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related information on a mobile device for future services has been discussed. Our design
policy adheres fundamentally to the discussion.
The method to make the mechanism tamperproof depends on the implementation environments. We have proposed a typical architecture
model.
The important design policy of the architecture model is separating security modules
from other modules and protecting the security modules and its related critical information stored in a mobile terminal. In addition,
we consider two security requirements that the
function connecting to external devices should
include. These are, an authentication mechanism of the partner devices, and time and location information protected against the alteration by malicious users. Secure time and location information are useful information for
several services. In a mobile terminal of the
proposed model, any programs without security
modules can be run on a virtual machine that
controls access to security modules and other
local resources using an access control module.
Each program and each external device is separated to security domains that are principals
of a security policy. The access controller can
control all access from programs according to
the security policy which is dynamically created
from a base policy and PACs. Therefore, security modules are protected. Furthermore, the
protection modules protect critical information.
The proposed model protects not only invalid
operations and alteration of critical information
such as (i), (iii), and (iv), but also the integrity
of security functions.
One open issue is how to protect the running
memory. Little research has been proposed 28)
to protect the running memory, but practical
solutions are under consideration. We will design a detailed mechanism of the proposed secure system architecture and evaluate its implementation in future research.
(C) Personalization and service authentication; A cellular phone is currently assumed
as a secure device. Information for service use
is stored into the cellular directly, and a special
device is required to store the information. If a
user changes to new cellular, he/she has to go
to shops that have a special device for personalization. One of the serious problems in terms
of management of users and terminals is how to
personalize a new terminal.
For example, in 3GPP2, Over-the-air Service
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Provisioning scheme (OTA-SP) is currently discussed. OTA-SP is an online personalization
scheme using wireless networks, and information for authentication is downloaded from a
server to a new mobile terminal. However, a
secure channel between the server and the mobile terminal has to be constructed.
The other solution is using a removable SIM
or UIM. SIM and UIM are tamper-proof devices and can be attached to and removed from
the cellular. If the information is stored into
the SIM or UIM, a user can transfer the information by removing and attaching the device.
However, this scheme also has a problem. As
stated in the discussion in 4.5, if the cellular
is stolen or lost, the information is also lost or
exploited.
The proposed scheme provides an oﬄine personalization scheme, because all (primary) information is stored in the user’s PID. If a user
purchases a new mobile terminal, the user only
delegates his/her own authority to a mobile terminal on local basis, using his/her PID. Therefore, the proposed self-delegation is secure and
convenient. In our service authentication, we
use two identiﬁers U id and Did. However,
an attacker cannot trace user action across
service providers, because this information is
diﬀerent between each service provider. Selfdelegation is an eﬃcient authentication framework in terms of not only security but also user
management.
The self-delegation provides strict authentication between a user and a service provider,
and protects against masquerading such as (ii)
and (v) in Table 1. A Kerberos based scheme
proposed by A. Fox, et al. is one of the feasible
solutions for indirect authentication in mobile
environments. However, direct and real-time
authentication is required by sensitive services
such as e-commerce. The scheme proposed here
can provide direct and strict authentication securely.
In Section 4.5.3, we showed that the computational costs for service authentication of a secret key based scheme and a public key based
scheme are low in a mobile terminal. Especially,
comparing with general public key authentication, the ticket based authentication scheme is
required lower computational cost. Our selfdelegation is applicable for the current authentication protocols such as SSL 45) to modify the
protocols slightly.
(D) Software veriﬁcation; Software veri-
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ﬁcation protects against invalid programs such
as (vi) in Table 1. Security requirements for
software veriﬁcation can be satisﬁed by current
technologies such as digital signature. As the
purpose is detecting malicious programs provided by malicious service providers, we do not
consider that valid service providers provide
malicious programs. If we have to consider the
above threat, we will have to discuss checking
method of the program in real-time. The access control mechanism may be eﬀective for the
malicious programs. however, this problem is
an open issue.
(E) Others; The other security requirements
is the security between service providers such
as impeding other service providers, which is
(vii) in Table 1. These threats can be prevented
using current security technologies for PCs.
From the above consideration, we conclude a
proposed architecture satisﬁes the security requirements discussed in Section 3, and the architecture is feasible when compared with current technologies in assumed beyond 3G mobile
services.
6. Conclusion
In this paper, we designed security architecture for beyond 3G mobile terminals, assuming
future mobile environments. Firstly, we analyzed the security requirements of beyond 3G
mobile services, and then proposed a new security architecture.
Our proposed architecture consisted of four
security functions, which exhibited mutual device authentication, namely, PAC based access
control and secure system architecture, selfdelegation, and software veriﬁcation. The mutual device authentication detects forged or invalid devices. The PAC based access control realized dynamic creation of a security policy according to changing functions. The access control mechanism and the secure system architecture protects against alteration of terminals and
several invalid operations. The mechanisms
also protect secret information that is stored
in mobile terminals. The self-delegation makes
mobile services more convenient and secure. A
malicious user and malicious service provider
cannot masquerade as other users or service
providers, because they authenticate each other
using service authentication protocols. Using
the veriﬁcation process of the programs precludes invalid programs.
The proposed architecture satisﬁes the secu-
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rity requirements discussed in Section 3, and
the architecture is feasible when compared with
current technologies in assumed beyond 3G mobile services. We believe our research is important for designing future mobile services. As for
our future research, we will implement our security architecture using current mobile terminals, and evaluate its feasibility and scalability.
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