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We propose a P2P ﬁle sharing system that enables ﬂexible and intuitive information sharing and management among large group of users. The proposed system (NRBS: Network
Resource Browsing System) supports a virtual directory that allows users to organize and
manage distributed ﬁles based on simple and intuitive user interface. The system has a central management server that controls each user client in the system, which allows centralized
security management and strict content control. In this paper, we compare conventional approach for managing P2P ﬁle sharing, and then propose a system based on virtual directory.
We explain the mechanism for associating links on the virtual directory to actual ﬁle data
stored in user clients’ terminals. We evaluate the system based on usability, manageability, and security. The result shows that using virtual directory improves the usability and
manageability while providing strict ﬁle security.

conventional P2P system did not provide simple
and intuitive display for organizing and managing ﬁles. To solve this problem, we have proposed P2P system called NRBS (Network Resource Browsing System) 1) that provides virtual directory that is managed at the central
management server (Fig. 1). The virtual directory provides a structured display of the registered ﬁles, thus greatly improves the usability
and manageability of P2P ﬁle sharing.

1. Introduction
The emergence of peer-to-peer (P2P) application on the Internet has given a large impact
on how the Internet is being used. The impact
ranges from positive eﬀect such as massive computing using distributed computers 3) to negative eﬀect such as illegal content sharing and
traﬃc overload of Internet 4),6) . There may be
diﬀerence of opinion as to how useful or harmful
it is to the future of Internet, but few may argue the paradigm change that P2P architecture
has brought forth.
The fundamental diﬀerence between conventional application architecture like client and
server (C/S) architecture and P2P architecture
is that P2P architecture allows clients to directly communicate and exchange data between
each other, enabling larger throughput for data
transfer and direct resource sharing between the
clients. The distributed structure of P2P system allows for high scalability and ﬂexibility,
but requires unconventional mechanism for providing suﬃcient usability, eﬃciency, manageability, and security.
One problem with P2P system is that, because of its distributed nature, it is diﬃcult to
associate ﬁles registered to a P2P system with a
ﬁxed structure, such as a directory tree used in
ﬁle management systems. For this reason, the

2. Related Work
In past research, attempts have been made
to distribute and organize ﬁles based on metadata and semantics7)∼9),11) . Although these approaches are eﬀective method for automatically
categorizing ﬁles based on its meanings, it does
not provide means to display the relationships
between each ﬁle in intuitive manner that is
easy to understand for the user. Moreover, it
does not provide means for multiple users to
collaboratively organize the ﬁles manually.
There are two basic approaches to P2P architecture, one is hybrid P2P and the other is pure
P2P 2),10) . Hybrid P2P has a central server
that is used for managing ﬁle and user information, and handles ﬁle search, user authentication, etc. 12) . On the other hand, pure P2P
does not have central server, but each client
shares the ﬁle information in the distributed
manner and performs ﬁle search using diﬀerent discovery schemes 13) . While there is a difference in each implementation, it is generally
considered that hybrid P2P approach provides
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Fig. 2 Comparison between non-structured and structured P2P network.

Fig. 1 NRBS user client GUI.

more conventional system mechanism because
operations like ﬁle search and client authentication are done at the server. The proposed
system presented in this paper was designed for
providing service in which the system administrator has centralized control over system management and security. Additionally, the system requires granular ﬁle access control that is
updated frequently and needs to be shared by
large number of users. Therefore we have applied hybrid P2P approach for the prototype
system to simplify the actual implementation.
3. Overview of NRBS
In this section, we will explain the background of the NRBS concept and overview of
the system. In conventional P2P system, the
ﬁles are shared in unorganized manner where
information of each ﬁle such as ﬁle name, type,
size, is stored in a database. User can search

for a ﬁle by requesting keyword search based
on the ﬁle information. However, search result
may be massive and unorganized, and the user
needs to choose appropriate keyword to narrow
down the ﬁle that he or she needs. This kind
of keyword search may be unhelpful for users
who do not have suﬃcient knowledge of diﬀerent techniques needed for executing an eﬃcient
keyword search. Moreover, because typical P2P
systems have no apparent structure associated
with how the ﬁles are related to each other, the
user cannot have intuitive view of relationship
between each ﬁle. If the ﬁle wanted by the user
is not linked to the search results, it is diﬃcult
for the user to ﬁnd the wanted ﬁle (Fig. 2 (a)).
To give one solution to this problem, we propose use of virtual directory as means for giving
structure to ﬁle relationship. System administrator can manage the structure of virtual directory, or user can collaboratively manage the virtual directory, or combination of both. User or
system administrator uses the directory structure to organize/categorize the ﬁles inside the
directory tree. They can create group of ﬁles by
moving the ﬁles into the same folder. The folders are organized in hierarchical structure similar to ﬁle management system used in conventional operating systems. User can start from
one of the search result for keyword search and
start browsing through the virtual directory to
ﬁnd ﬁles that are related to the search result
(Fig. 2 (b)). Browsing a directory is usually familiar to general users who are used to using
GUI-based ﬁle management application for operating system or a WEB browser. It provides
more intuitive operation compared to just key-
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Table 1 Comparison of P2P systems.
Share
type
Usage

Directory

Access
control

Conventional P2P system
Public user group
Closed user group

Open Sharing (NRBS)
Public user group

Files are shared by anonymous users.
All users have access to all
ﬁles.
No directory feature

Files are shared by anonymous
users. The access control of a
ﬁle is managed by the owner of
the ﬁle.
Directory feature
shared among anonymous users

No access control

Files are shared by members of a group. All group
members have have access
to the shared ﬁles.
Directory feature
shared within closed user
group
Folder access control

Folder and integrated ﬁle access control

Fig. 3 System architecture.

word search, which makes it easier for user to
ﬁnd what they are looking for. Additionally,
user can perform operation such as moving or
copying the ﬁles in a very intuitive and simple
manner using common operations like drag &
drop.
The conventional P2P systems can be categorized in two types based on its sharing type
and usage. The ﬁrst type is P2P system that is
used for sharing ﬁles in a public user group and
all users have access to all ﬁles. This type of
system usually does not have a directory structure, and does not have access control for the
ﬁles. The second type is P2P system that is
used for sharing ﬁles in closed user group. A
user who is member of a group is able to access
ﬁles that are shared by that group. This type
of system have limited directory feature, where
a directory is shared only within the closed user
group. The system may have some access control feature such as folder access control, but
does not have granular access control for individual ﬁles. Moreover, it does not give integrated access control that is eﬀective for sharing
ﬁles among anonymous users.
NRBS is designed for open ﬁle sharing, where

anonymous users in public user group organize
and share ﬁles inside the virtual directory in a
open manner, but still provides owner of the ﬁle
to controll ﬁle access. The ﬁles in the proposed
system are shown as links inside the virtual directory. The links can be moved or copied by
multiple users in a collaborative manner inside
the virtual directory, but the access control of a
ﬁle is managed separately from the links. The
owner of a ﬁle can change the access control of
the ﬁle, and the change is reﬂected to all the
links that are associated with the ﬁle. The proposed system enables users to organize ﬁles inside the virtual directory and at the same time
allows owner of the ﬁles to manage the access
control. A comparison of the conventional P2P
systems and the proposed system is shown in
Table 1.
NRBS is composed of central management
server and multiple user clients (Fig. 3). Central management server stores information of
folders and ﬁles in the virtual directory and performs ﬁle registration and ﬁle search. It also
manages user information and does authentication for user clients. User client communicates
with central management server to retrieve in-
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Fig. 4 Virtual directory management.

formation of virtual directory. It also communicates with other user clients to directly transfer ﬁle data. User clients have client application
software called the ‘Browser’. Browser provides
graphical user interface and displays tree structure of virtual directory.
4. Detailed Mechanism of NRBS
4.1 Virtual Directory Management
Central management server stores directory
structure, folder information, and ﬁle information in its database. It also manages information regarding the actual ﬁle data that is stored
in each client. An abstract of how this information is associated to each other is shown in
Fig. 4.
Virtual directory is composed of folders
linked to each other in a hierarchical manner.
In Fig. 4 virtual directory layer, the folder ID is
given as D1, D2, etc. Multiple folders can be
placed inside a folder as subfolders.
When a user registers a ﬁle, a ﬁle ID is allocated to that ﬁle. A ﬁle ID is a number that is
unique within the system, and is used to identify each registered ﬁle. In Fig. 4 ﬁle management layer, the ﬁle ID is given as F1, F2, etc.
When a ﬁle is registered to a particular folder
in the virtual directory, a representation of the
ﬁle is placed inside the folder. Representation
of the ﬁles located inside the directory is called
a ‘link’. A link is similar to a symbolic link
used in Unix operation system. In Fig. 4 virtual
directory layer, the link ID is given as L1, L2,
etc. When a link is copied to another folder in
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the directory, that link is associated with the
ﬁle linked to the original link. Multiple links
can represent a single ﬁle. For instance, link L1
and L2 both represent ﬁle F1.
When the user registers a ﬁle, the data of
the ﬁle is copied, encrypted, and stored in the
client’s storage space. This ﬁle data is associated with ﬁle ID of the registered ﬁle. In Fig. 4
physical ﬁle data layer, the ﬁle data ID is given
as FD1, FD2, etc. When another client downloads the ﬁle data, a copy of the ﬁle data is
stored in the client as cache. The data of this
cache is the same as the original registered ﬁle,
therefore it is associated to the same ﬁle ID.
4.2 File Status Management
The ﬁles registered to a P2P system has online status as its attribute, because the actual
ﬁle data is stored in user clients’ local storage
and the user client may become oﬄine. A ﬁle
is considered as online when one or more copy
of ﬁle data (original or cache) is online. The
online status of a ﬁle may change dynamically
as user clients’ online status change.
The virtual directory can be accessed by user
clients even when other user clients are oﬄine,
because the information of directory structure,
links, and folders are maintained at the central management server database. The virtual
directory is independent from the ﬁles’ online
status, and its structure does not change even
when the ﬁles’ online status change. The central management server keeps track of each ﬁles’
online status and displays the online status in
Browser user interface.
4.3 Access Control
The central management server manages the
access control for each folder and ﬁle inside the
virtual directory. User or system administrator can conﬁgure the access control of ﬁle or
folder using ACL (Access Control List) proﬁle.
ACL proﬁle is a template which user can specify
permission for each access type based on user
or group. User can apply the ACL proﬁle to
ﬁle or folder owned by that user. An example
of access types supported by NRBS is shown in
Table 2.
The access types for a ﬁle is ‘view’ and ‘save’.
Access type ‘view’ speciﬁes if a user or a group
is allowed to view the content of the ﬁle. Access
type ‘save’ speciﬁes if the ﬁle data can be saved
to client’s local storage as local ﬁle. The same
access control is applied regardless of which link
the user is using to access the ﬁle. This means
that any user who accesses this ﬁle will be sub-
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Table 2 Supported access types.
ﬁle
folder
link

Access Type
view, save
show, enter, create
subfolder, create link
create, delete, copy,
paste

Conﬁguration
ACL proﬁle
ACL proﬁle
-

ject to same access control that is applied to
the ﬁle. Only the owner or the system administrator can change the access control of the ﬁle.
The central management server also manages
access control for folders in virtual directory.
Each folder ID has an ACL proﬁle associated
with it. The access types for a folder are:
‘show’, ‘enter’, ‘create subfolder’, and ‘create
link’. Only the owner or the system administrator can change the access control of the folder.
NRBS adopts simple access control for links
in the virtual directory. Any user who can access the folder can create or paste a link under
the folder. The owner of the link (i.e., the user
who created the link) or the owner of the folder
(i.e., the user who created the folder) in which
the link is located can delete the link.
Because the access controls for link and folder
are managed separately from access control for
each ﬁle, multiple users can organize links and
folders inside the virtual directory, and the
owner of the ﬁle can separately manage the security of the ﬁles that he/she owns. This enables collaborative management of the virtual
directory and at the same time provides strict
ﬁle security that can be managed by the ﬁle’s
owner.
An example of how ﬁle security can be managed is explained in Fig. 5. User A, B, C are
organizing ﬁles on a directory tree shared by
the three users. User A registers ﬁle A to folder
A (Fig. 5 (a)). The link of the registered ﬁle is
created as Link A. User B can enter folder A
and has access to Link A, and he decides to
create a copy of the link to folder B. The new
link is link B. User C can enter folder B and
has access to Link B, and he decides to create a
copy of the link to folder C. User B and C also
downloads the ﬁle, so cache ﬁle data is stored
in user clients’ local storage (Fig. 5 (b)). After
user A changes the access control of ﬁle A, all
links and ﬁle data for ﬁle A will be subject to
the new access control (Fig. 5 (c)). When user
A de-registers ﬁle A from the system, Link A,
B, C are automatically deleted from the virtual
directory. Also the original ﬁle data and all of

Fig. 5 Access control mechanism.
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Fig. 6 Recording of user operation logs.

the cache ﬁle data are deleted from the user
client’s local storage (Fig. 5 (d)).
By allowing links to be copied to diﬀerent
folders, each user can freely categorize and organize the ﬁle based on their preference. This
enables distributed and collaborative management of ﬁles among large number of users without making the access control too complex. By
allowing the owner of the original ﬁle to change
access control of a ﬁle and applying the access
control to all links, user can manage his/her ﬁle
in an integrated manner. This enables strict
control over the data that the user provided.
4.4 Data Security
In this section, we will explain the security
mechanism of NRBS. File data that is registered to the system is stored in local storage of
user client. The ﬁle data is encrypted and can
only be accessed by using the Browser. When
a user accesses the ﬁle data using the Browser,
the ﬁle data is checked for data consistency.
When a cache ﬁle is created, the data consistency of the original ﬁle and the cache ﬁle is
guaranteed by the system.
The central management server records log of
user operation to keep track of the ﬁle data distribution. Figure 6 shows sequence for recording user operation. After user client A logs

in to the system and SSL session is initiated,
central management server records the session
start time to its database. When user client A
completes download of ﬁle data from user client
B, user client A notiﬁes the central management
server log information of the ﬁle download. Example of log information are: download time,
user ID and terminal ID of the source and destination user clients, ﬁle ID of the downloaded
ﬁle, folder ID and link ID that was used to
access the ﬁle, etc. Session end time is also
recorded at central management server. Other
user operations such as viewing ﬁle and saving
ﬁle can also be logged using similar sequence.
System administrator can use this log information for tracking distribution of ﬁle data.
The log data can also be used for billing users
based on usage or ﬁle content.
5. NRBS Implementation
5.1 System
We have developed proof-of-concept prototype system of NRBS. The central management
server operates on Linux operation system and
uses standard WEB server, J2EE application
server, and database server. The user client operates on Windows XP operation system. The
central management server is programmed us-
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Table 3 User operation.
NRBS Function
Register ﬁle
De-register ﬁle
Download ﬁle
Move link
Copy link
Delete link
Create folder
Move folder
View folder
Delete folder

User Operation
Drag & drop local ﬁle to a folder in the virtual directory.
Select a link and choose ‘de-register’ from right-click pull down menu.
Select a link and choose ‘download’ from right-click pull down menu.
Drag & drop a link.
‘Ctl + drag & drop’ a link.
Select a link and click ‘delete button’ in the Browser tool bar or choose ‘delete’
from right-click pull-down menu.
Select a folder and choose ‘create folder’ from right-click pull down menu.
Drag & drop a folder.
Select a folder.
Select a folder and click ‘delete button’ in the Browser tool bar or choose
‘delete’ from right-click pull-down menu.

Fig. 7 Virtual directory display on NRBS Browser.

ing Java and the user client is programmed using C++. NRBS can operate on both IPv4 and
IPv6 network.
5.2 Browser
The graphical user interface of Browser is
similar to that of typical ﬁle management application. Figure 7 shows graphical user interface of the Browser. In the left-hand side of
the Browser window, there is a display of tree
structure for virtual directory, where user can
select a folder from the directory. In the righthand side of the window, list of ﬁles that are
located under the selected folder is displayed.
In this ﬁgure, thumbnail of the image ﬁles under folder ‘Arches’ are displayed.
6. System Evaluation
6.1 User Operation
The Browser provides buttons for most of the
user client functions inside its tool bar. It also
provides right-click pull down menu when selecting link or folder. User can also use drag &
drop operation to move or copy links and folders. Overall, the user experience of NRBS is

very similar to that of typical ﬁle server. A list
of user operations for each NRBS functions are
shown in Table 3.
We conducted a trial service by having 30
users use the prototype system in an oﬃce environment to test the usability of NRBS. We have
conﬁrmed that the users were able to share documents ﬁles and image ﬁles among each other
inside the virtual directory.
One example of how the users can use the virtual directory is explained below using Fig. 7.
This example depicts sharing of memorial photos among colleagues who visited diﬀerent national parks using the virtual directory of
NRBS P2P network. Three groups of users go
on a vacation trip to national parks via three
diﬀerent routes. Each group has 3 to 4 users.
After they come back from the trip, each user
starts to register their digital photo images in
a common folder called ‘National Parks’ from
their PCs in their own time. When half of the
images are registered, user A decides to organize the photos into diﬀerent national parks. He
creates four subfolders named ‘Arches’, ‘Bryce
Canyon’, ‘Grand Canyon’, and ‘Monument Valley’. He moves the links of the registered image to the appropriate folders. Other users who
registers their images after this uses these subfolders to organize their images. It is important
to note that user A was able to move or copy
the links of images that other users registered,
but still he is not able to move, copy, or download the actual ﬁle data unless the owner of the
images allows that operation using ﬁle access
control.
An example of a user operation and how the
ﬁle data is managed is explained below using
Fig. 7 and Fig. 8. User A registers a local image
ﬁle to folder ‘Arches’ by dragging the local image ﬁle to folder ‘Arches’ on the Browser. User
client A automatically creates an encrypted ﬁle
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Table 4 Message between central management server and user client.
User Operation
Register ﬁle
De-register ﬁle
Download ﬁle
Move link
Copy link
Delete link
Create folder
Move folder
View folder
Delete folder

No. of messages
1[up], 1[down]
2[up], 2[down]
2[up], 2[down]
2[up], 2[down]
2[up], 2[down]
2[up], 2[down]
2[up], 2[down]
2[up], 2[down]
2[up], 2[down]
2[up], 2[down]

Message size (B)
585[up], 684[down]
584[up], 813[down]
509[up], 940[down]
460[up], 580[down]
550[up], 671[down]
421[up], 782[down]
521[up], 484[down]
289[up], 648[down]
466[up], 965[down]
438[up], 895[down]

Delay (msec)
117
130
95
120
103
96
115
88
208
136

Table 5 Traﬃc between user clients.
File size
(MB)
4

Fig. 8 User operation and ﬁle data management.

data FD1 in its local storage. User B does a
search on a keyword ‘park’ using the Browser to
ﬁnd ﬁles regarding parks. He receives search result and ﬁnds a folder named ‘National Parks’,
and selects the folder in the virtual directory.
User B ﬁnds a folder ‘Arches’ under the folder
‘National Parks’, and selects the folder by clicking it. The user client B automatically downloads the ﬁle data FD1 from the user client
A and displays a thumbnail of the registered
ﬁle on the Browser. User client A goes oﬄine.
User C ﬁnds the folder ‘Arches’ while browsing through the virtual directory and selects the
folder. The user client C contacts the central
management server for ﬁle location and the central management server speciﬁes user client B.
User client automatically downloads ﬁle data
FD2 from user client B and the thumbnail is
shown on the Browser.
We found from the trial service that most
users mainly used the virtual directory and
browsed through the ﬁles to ﬁnd the wanted
ﬁles. The keyword search was mainly used to

Download time
(sec)
8.05

Throughput
(Mbps)
3.98

ﬁnd a ﬁle name that user already knows about.
The users were able to register the ﬁles to virtual directory by using drag & drop operation,
which was easy to understand for most users.
Users were able to categorize ﬁles by moving
ﬁles to appropriate folder, without need to do
operations like adding meta tag, etc. They were
able to use the system for collaborative sharing like editing a common document ﬁle and
organizing image ﬁles. The test conﬁrmed that
usability of the system is suﬃcient for most typical ﬁle sharing use.
6.2 Measurement Statistics
We conducted a system measurement test to
evaluate the server load for diﬀerent user operations. The message size and the response delay of the central management server was measured. The data throughput between the user
clients for ﬁle download was also measured. A
server with 3 GHz processor and 512 MB memory was used for the central management server.
The server and two PC clients were connected
using an 100 Mbps ethernet hub. A folder with
20 image ﬁles (each 800 KB) was used for ‘view
folder’ operation. A ﬁle with 4 MB size was
used for registering and downloading operations. The test results are shown in Table 4
and Table 5.
The results in Table 4 show that the server response for do not cause large delay for the user
operation. It also show that the traﬃc caused
by the message transfer is comparable to typical
Web page transaction, and does not cause excessive traﬃc. The result in Table 5 shows that
ﬁle data was transferred between the two user
clients with 3.98 Mbps throughput. We found
from both test results that the proposed system
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is capable of providing the user operations with
suﬃcient performance.
7. Conclusion
This paper described problems related to using just keyword search for ﬁnding desired ﬁle in
P2P ﬁle sharing system. We proposed concept
for sharing ﬁles among large number of users using virtual directory, and developed prototype
system that consists of central management
server and user clients. We designed a mechanism for associating registered ﬁle to links in
virtual directory and actual ﬁle data stored in
user clients. We also designed a mechanism for
managing access controls of ﬁles, folders, and
links separately. Finally, we tested the system
in an oﬃce environment.
We found that by using virtual directory and
applying appropriate access control on ﬁles and
folders, the system can provide ﬂexible and secure platform that is suitable for collaborative
sharing and organizing of distributed ﬁles.
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