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Abstract: DDoS attacks become serious as one of the menaces of the Internet security. It is difficult to
prevent because DDoS attacker send spoofing packets to victim, which make the identification of the origin
of attacks very difficult. A series of techniques have been studied such as pattern matching by learning
the attack pattern and abnormal traffic detection. The pattern matching approach, however; has difficulty
because if algorithm learned from past DDoS data, attacker always set attacks of a different traffic pattern.
Therefore, the network administrator has to watch what kind of attacks are carried out now, and investigate
how to prevent DDoS attacks. The quantity of traffic to flow through the Internet increases rapidly, so the
packets analysis takes considerable computation time. In this paper, we design a system to detect and pre-
vent DDoS attacks promptly by proposing a technique to analyze traffic patterns using a genetic algorithm
implemented on Hadoop distributed processing infrastructure.
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