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Abstract The first full plaintext recovery attack on RC4 in the broadcast setting was proposed
at FSE 2013 by Isobe et al. The attack uses the initial byte biases and ABSAB bias of RC4,
and can recover 1000T Byte of a plaintext from 234 ciphertexts. After that, at USENIX Security
2014, AlFardan et al. proposed a variant of the plaintext recovery attack with another biases
and the sophisticated count-up method. In this paper, we propose a new full plaintext recovery
attack by combining Isobe et al.’s attack and the main idea of AlFardan et al.’s attack. Our
proposed attack can recover all plaintext bytes from 233 ciphertexts.
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Broadcast Setting @ RC4 (23515 % ) D -
XEE XX FSE 2001 C Mantin 512X - T
EINT B, ZOBEX, RCANBAERS
NWAOELELES] (F—A B U —L) D234 b
HIZMY (bias) D LEFAL, ®pd
SO X A7z 28 L L ORS00 B
D24 FEZ T X LRE L EERCET
T 5. D%, FSE 2011 TiE Maitra 5125k -
TR G % LD FEFAD 2~255 /51 FH E
TR CTE 5 Z LA REH [7), FSE 2013 Tik
HAEHIZE > TETOFENA 2 5
ETCEDHBIENRE SN [15]. HAEHD
WEETIX, RCADF—A N U —LDUHD A
MZ721F 4 U % bias (short-term bias) & F—
A b U = LDEBDOALED /A FTH L S bias
(long-term bias) ZflAGHOETH-TEY, £
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WL, 232 DR S3CH B IO SEEE 257 3
A FNOEANA N EZNEIESR 0.8 UL ETHE T
T&, 24 EOKEE I B LD YEEE 1000 7 7
NA NERERESR0.97 FRE THEILTE 5.

USENIX Security 2013 T AlFardan &3 bias
ORI FFIEZ L= LT E X RIERE AR L
72 [16]. AlFardan & ®—-2>H OB Tl short-
term bias [Z DWW TF—A F U —LDE /A T
BED bias #ENRZ D X HI2T 5. BARH
X, SEXETET AT RAFOH T NT
TREICKH L TEF—A N — 2O O A
FEESTREAMFTEMLTND. ZOBEIT,
232 (DB B3> B E LD HEHH 256 /3 A R DA
A4 FEMEER0.96 LA ETHEILTE 5. 72 AlFar-
dan 5%, FSE 2000 C Fluhrer & McGrew (Z &
- THH E 4172 long-term bias (FMOO0 bias [3])
ZRIH L, short-term bias DIa &L= v
N7y TREIC L > TEXERE LT 2 HE L2
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Algorithm 1 KSA

KSA(KI0,...,£—1]):

fori=0to N —1do
S[i] 1

end for

j<0

fori=0to N —-1do
j < j+ S+ K[i mod /]
Swap S[i] and S[j]

end for

Algorithm 2 PRGA

PRGA(K):
140
7+0
S« KSA(K)
loop
14—1+1
Jj i+ S[i]
Swap S[i] and S[j]
Output Z + S[S[i] + S[j]]
end loop

3.1.1 short-term bias Z AL \I= A%

FHEHIE RCA OF—RA KU — ADJFED
257 734 MZHOWNWT, ENEND/SA N T bl
W (BB AKEW) bias # LM L. £
@ bias Dt ML, FHAFE bias THD 7 =
0[Z, =0 [15] BE O Zo = 0 [5], Z3 = 131 [15],
Z, =03 <r<255)[7,17, Z. =r (3 <
r < 255) [15], Z16 = 240 [18], Z, = (256 — 1)
(r = 32,48,64,80,96,112) [15], Zoss # 0 [15],
Zosy = 0 [15] "&£ 5.

ZIH D bias ZRHT 5 Z & TS LD A
NHF—A KU =LA NIRRT 20 A
ML TED. il LT Zy=0Dbias 1T &
VYLD 234 FH Py 2803 55 1EZ R~
5. Zy=0I13MER2/N TELLZ ENbho
TBY, ZUX N1, FOERHISND
e (EEfMER1/N) L TEMERTEL S.
ZHIEREF LD 2 314 RH Co(= Po & Zo) 13
Co=P,d0 =P T THRRIEN L EE
W9 5. L7zDoT, RUCENA b Py SRR
LEETHE LI NGB DR 51 b Cy &
AT P LUTHERZERTDE, Zy =012
KNS DD 7 MED% <720, EDE)
50, =P LT PREETLTES. ZORE
DRKIIERII I U > MRDZ S (=R5308) &
bias DRI NHIRFE D, Zo = 0 DHEIIREF 5
s 28 X0 %L o=z 0o R IhHERN
R LS D [5]. FELOIEEH 257 /N1 FO4
TONRA N OFRIIFERD EF7 LA 5 D135

HR 2M BB A T2 T TH Y, WEE I 232
THI A hOE TR IIHERITETO08 LI E
FTCTEATD.

3.1.2 long-term bias #Rl\f= A%

short-term bias (FF—2Z ~ U —ADFHIZ L
DMFE L7V 2 D, A OB TIXENLIE D
WA P EREITLTE R, 22T, L
DHETIEF—A R Y — LK TH L5 bias T
& % long-term bias Z HVN T Y O3 A |k
21T 5.

FAE S O EETIX long-term bias & LT
ABSAB bias [4] Z -\ T\ %. ABSAB bias
ZF— A P Y —LD 23( FELDO T RV
(digraph) O34 OFFHIREY DZ L THY,
[ U digraph 238\ ¢y 7 TR0 IR S 0§
WZ EIZEHR L TWA. digraph O ¥ vy 7
DEIZG ELIzE %, ABSAB bias (3LLF
DATERIND.

Zy || Zrs1 = Zrgova || Zrysrq for G 20, (1)

ZIT A FOERETH D, (1) DAL
RIILLTOEHRTEZOND.

EH 1. [4] For small values of G, the proba-
bility of the pattern ABSAB in RCY keystream,
where S is a G-byte string, is (14-e(~478G)/N /N).
1/N2.

TAERS DB TIIEED G TD ABSAB
bias ZF|H T 553, D bias & Kt TFHIH
T HBRDEES A RBLT HFEEE & LT Mantin (2
Lo TR a7z discrimination D W% [4].
k E OIS 7 bias 24 U DA X2 MBHFIET S
L&D D DOEICETLMEITUTO L S5 2
LD,

%8 1. [4] Let X and Y be two distributions
and suppose that the independent events {e;:
1 <i <k} occur with probabilities Prx (e;) =
pi in X and Pry(e;) = (14q;)-p; in Y. Then,
the discrimination D of the distributions is
>iDi- q;-

B, blasDEENDI MY & T X hig
oA X R (1 — o) TRBT D727
B3 NI T OMBETH 2 b 5.

8% 2. [4] The number of samples that is re-
quired for distinguishing two distributions that
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have discrimination D with a success rate 1—o
. . . 1—
(for both directions) is (1/D)-(1—-2a)-loga=2*.

Z OFfi#EIE Broadcast Setting (Z351F % 3L
[EEBCEZ R T, I LS O 50 (bias
DD 50A0) & 1 DDORBSTAER O34 (7 &
LTR53AR) DB RS 5 e & 55 30D
BIRIZXHS L TBY, 1/D OEN/NSWEETF
U RO =R % FER 9 D DI B 72 i 5 S A Tk
LEDHZ LIZRD. UL, FUK NS
BN EE1/D OMED /NS (D OfED K&
UV I EELDEITIT I T DR D m < 72 5
ZEEEWRTS.

A S OHE T ABSAB bias Z#I|H 7
BB (C, || Crit) @ (Criasa || Criasa) %
5 X HEtE L CHWS. ABSAB bias 12
KIS THA X N THLA (1) BRANLT D & &,
(Cr || Cri1) @ (Cri2ic || Crisia) = (P @
Poiorg || Pry1 @ Prysyg) = (Br || Pry1) @
(Priotc || Prasra) OBFRAKNLL, B 53O
ZE DIFGHRI B D DIFREFD &M
TE 5. ZOBMRIKE AN TRINODEIL A b
P, 2 OHEATO#EE L7 (Gyax +3) 23 by
@ﬁj{‘rﬁ%& PT*GMAX*Q'H ey Pr,1 Lk H%%j(f)’%
LT DR fapsap_r() % Algorith 3 (Z
AY. ZIZTC, Gypax 1T ABSAB bias D72 dD
INTA—=ZTHY, WEDRNZ 7o &
FTIENTEAEE LT Gpax = 63 0MEDIL
5 [15] Step 1~4 Tbj:, G = 0, 1, e 7GMAX
DENZIUZDNWTR () 1T LT v T
7% U THER Teount[r][G] Z1EKT 5. £ D
%, B2 D GOHERZ —FELTHHAT 2D
(Z r—3—-G>» Pr—2—G @‘I‘Ijﬁaiaé’{ﬁovc (Pr,1 || PT)
DIHDH T o MR LT ECHER
Trnergelr] ICHEKT 5. RBIEL OB %
216 280 28 (T S/ D72, Py OTEH
25> T Thnerge[r] DAY~ N AE P, OT28 D
AT NI U TR Tyess|r] ITHEHS
5. Tyuess|r] THRH AT v MLV MeEAHD IE
LWP. & LTHHESND.

357"‘%5 %ODIJZE%%T&;T, Pl, PQ, N ,P257 % short-
term bias Z W= HIETHEITL, Z£OYXIE
WA fapsap_r() ZHWT Pysg 22 HIJEIC 1
ANA R FOBRRNZEITL L TV 29T L
fasap_p() (LB EHRITE N LLRTOIE
TCAETHEOND Z L2720, IELVWESINA
R 2ME T Z ATV B B O B D =2 1 3D
L7pv. 378, 154 MyOE IR 1
\ZEET AR5 SR E LN, EOBOET
DL, FEEILTE D, IO IXFHEE

Algorithm 3 fapsap_r()

Require: r, /* round number of a plaintext to be guessed
*

Grax, /* parameter of the ABSAB bias*/
r—Garax —31 -+ Pr—1, /* known plaintext bytes */
(CrGapax—r--2Cr)s of CD 0B, 00
bytes of X ciphertexts encrypted by different keys */
Ensure: P,
1: for G=0to Gprax do
2: Make frequency tables Teount[r][G] of
(CT—3—G H CT—Q—G) 5> (C'r—l || Cr) from
all  ciphertexts chH, c@ cX),
(Cr—s—c¢ ||l Cra-g) & (Cro1 ||
(Pr—s—c || Pre2-c) ® (Pr—1 || Pr)
Eq. (1) holds.
Convert Teount[r][G] into a frequency table Trmerge|r]
of (Pr—l || P’I‘) by PT—S_GZWAX 7777 Pr_2, and
merge counter values of all tables.
: end for
Make a frequency table Tyyess[r] indexed by only P
from Timerge|r] with knowledge of P._1. More precisely,
using a pre-guessed value of P._1, only tables Trnerge(r]
corresponding to the value of P._1 are taken into con-
sideration.
Regard the most frequency occurring P, in table
Tyuess|r] as the correct Pr.
Output Pr

where
Cr) =
only if

Ol

FRIZLVBF SR 230 D & X2 131 1oy
DIFTCITRRINT DHERD LITEIES D Z & 2 h
Tz, Fio, BERERHRITIC Ko TEX DMk
BHO> 1000 7 7 734 |+ E TITMER 0.97 FLE TIE
TLTEHIEEZRLTND.

3.2 AlFardan 5 DX

HABOOHEEL EH T, WSRO RIE K
BIE, HHFX—ANU—LA b (FEED
ZZ) WCB LTl bV bias 3R L, £D—
DO bias DB THERD N U MIDMR S 26
EER L CEXEEILT 2 HETHo7. L
MWLM D, By ML ENA MRS
5% bias NEEAFAET DLANH Y, RO
MU T NT v 7T HFIETIIZE DR 2 5]
THIZ M TE Ao 7-. USENIX Security
2013 2BV T AlFardan H13F—AX U —LAD
B3 A N Db IRV bias 721 &2 5 O TiER
<, &L MAFAET DO HELIIES Y bias
GO TP bias ZFIH L Tl BHEEIZ L 0
AR DB ARG LT [16].

AlFardan b ®O—> H O short-term bias
EAWEFEAZSRE L2 THSDH. AlFardan
BT —A MU —LDHEFED 256 /31 ~IDU
THEAEBERIZL>TEF—Z R —2DHK A
O IMEDO LR E RO, Z, =k &7
LR % pp g, LKL T 5. AlFardan & @ short-
term bias & W72 X EIEKHEIC L - Tr AN
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Algorithm 4 AlFardan et al.’s attack using
short-term bias (for r round)

Require: {C; }1<j<x, /* r-th byte of ciphertexts ob-
tai}kl;ed by X independent encryptions of fixed plaintext
P
Pk for 0200 < k < 0xFF /* keystream distribution at
position r */

Ensure: P} /* estimate for plaintext byte P, */

1: TOzOO ~—0,..., TOa;FFHO

2: for j=1to X do

3: chyr — TC].‘T +1

4: end for

5: for p = 0x00 to 0Oz FF do

6: for k£ = 0200 to Oz FF do

7 T« Ty

8 end for

9

0zFF
A 20200 T,i“)log Pr.k

10: end for
11: PY <+ arg max,,c (0200,...,00FF} Au
12: Output P}

A NEOYXEHET LT LT Y X L% Algo-
rithm 4 (2779, 703U X LD Step 2~4 T
X r A NHOBEXOME 7 b UCHE
% Toz00~Toerr \H&HIT 5. 2% bias (2
KIF LI CEASEOD T e LE L T
b D LS 4 75 2 4LBR7S Step 5~11
Thd. P A NOBEROES % u, ¥—A
U —2NA NOESE K & LIzL X, Step 6
~9 TYINA SO p DI N, ZFHE L
TW&, Step 11 TETOBEMN LI H BN
REREMEZIELVMEE LTHEET 5. Step 6
~9 DMBETIT VA - OfEsl p (k32
LAY DTV OBER T 2HER TW |
WO T21%, log prp CEHAMITZLTA Y
YRLELT?®D, A\ ZEL TN, 2o
BIZE > THF—A MY —2 31 D4 TO bias
EHEICHHATE 2., Zo7 3 XA TEHE
DI 8T T FE TR bR bias (2B
TLHDRETE 1T ORA TR L, 4%
bias (Z DWW TAERFERD log M- T-ME%E B T
YMEELT—V L bDIEF LB L
IR D . T ORI L - T 232 HDOREFECH
5L DHEIH 256 /31 h DKL M EFEILTE
DHHEZ130.96 L EECEA L.

AlFardan 513 = >HDKE L L T long-term
bias Z HWWe HIEBIREL TS, ZDOHIET
¥ long-term bias & L T FSE 2000 T Fluhrer &
McGrew (Z & - THHA S 7z bias (FMOO bias) [3]
ZHWTWA, FMOO biaslZF—A b U —2D
2 34 NHANL Z,.||Zpy1 OED HBEEOR Y
WCHEBZLEZLOTHY, index i (THEIFE LTk
F5 RO PEVEHREINATND. K
K2 T AT 4 71E, ZTHHHEED bias &—

HOWELFR U X ) ICAEMEZFALZER
&M=y 8Ty T RECLS>TIEL
WEXEETT 50D THD. 12721, 20K
B3 Broadcast Setting % &{FcEd, oK
DI EBE XS G DS Rk I St i 7= 2
EEERT L. BARMICE, DX —7 v bO
VX Ty Epl Lzt &, B ExtgOF
XiEP=@llpll .- || p) DL p DM
bEEND LD RGHEENELT S, o,
X7vay 7 pDYAXEIN AL FOFEHETH
V, ZNENDOYXT vy 72T D FM00
bias 1% index i DfE3[F U ToH 5728 Broadcast
Setting D X S IZHKEICHIHTE L. £/, pD
D BB RO A M| (G Tl L7- 16
NA N DHKRITHDH E L, ZNLIOD/SA K
TR TR TH LML T 5. 3Tk [16]
DEBRFERICLD &, FXT 1 v 7 OERHE
234 JE TR A S O TTRHER DM
1&72-oTN5.

COWEITRS p O h Ee LT 51k
95 Broadcast Setting IZE G A TE 5.
ZDLE, WEXNGD/NA S OHIE DA
| N7 31 Rl BPSR -= N S | DA S L SR A
B8, 284 EOWE ST HIUE TS A - D
THERIIMR L IZRbEEZLND.

4 REFZE

AlFardan & ® — 2> H O FEIT A RE/ 2 5&
HERED Lz, EHES OB LI
BOMREEZALTWDLEIICAZD. o, W
HOWETHE > TV D HMITZENENIMSL LT
WA, TE S OEE|Z AlFardan 5 O
BOT I =y 7 EIGHT S Z L CHRIZE T 7
CER R FEE TS5 Z LN TE D, AETI,
AlFardan 5 OHBEOFLER BT AT 4T T
bb, 1) B 8T v TRES~OEEMRELF]
M L7ZEAAHT A8, 2) FMOO bias OFIH,
RO OB A D 2 & TV n1E K
ERERTD.

Ao b7y TFEEDHRE

TS OB TIX ABSAB bias ##5D
G THIAL, TORREENL THEREZFE-
TW5., EHE1 LY EGREREx, X (1)D
RALHERIZ R/ TN D720, WU T v
FEIZ bias DEEMER 2RI L7 EHAAHT 20

4.1
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AL, BUEORRIERENWM ET 5 2 & B HRF
TX5%.

AUy N7y T REESET H 72O Algo-
rith 3 D—#RZA(EIET 5. Algorith 3 TlIAh 7
T T OB & BEI O SUE#R Py W
THEER % 2 51 "D 131 M ffiZ g 2L
ARG ENTND., BE T T2l 2 Faiic
HIFRCTEXD A v I ®H DT, I T >
T OB TEA T 2T HRNICBEIT 5. BK
AL 1L Algorith 3 @ Step 5 ZHIFR L, Step 3
LT ORI LT 5.

3: PT—S—GMAXa P ZHWT Tcount[r] [G]
DIFER A By 073 OIS ooy 1ogtelr]
BT 5. 2D, Toount_1byte|r] DB
KO T MEIZARHESRZFIH LIcEHA
T 20 UTe B CHRAIHDOBER Thyess[r]
DEFARINGFE S 5.

ET, 25 FOBHER Teount|r][G] 275 13
A N DIEEE Togumt_1oyrelr] % 152 LLER % 3]
T 5. Teount|[r][G] IZEENTND DI,
(Cr—s—¢ || Cr—2—q) ® (Cr—1 || Cy) DIEIZXT
L7 METHS. (1) LY ABSAB bias
NEULDEEICIE, Zi3_g® Zr—1 = 023K
NTBVERHY, FOLEC 3 g®Cr1 =
Po_3_ q®P._ DNilil= &5, 770 bLEEDY-
jC/f/]’ FTHD P’/‘—3—G & Pr—l @‘%ﬁ&é’ﬁ/)“ﬁ
Teount|r][G] 775 ABSAB bias 734 U % AlHetE
W% B OB OIMETE L. ZORET
L7z Crog® Cp DEISHIE LTz w2 b
LT IH LT, T UL ~EEHI DA
NCHD Pr_g_g % XOR L CHOEZLTHE
&EE?‘% Tcount,lbyte [T] W—%W\]—g—é . Tcount,lbyte [7“]
[ CT—Q—G@CT@PT—2—G (: Zr—2—G@Zr@PT)
BTN LIEBPAD. Z o q® Z, DAER
WSRO ARG O N TG, Algorithm 4 & [F
C B T Toount_tbyte|r] PBER D P, ZHEE
THROORERLEAFITE2 LT ETESZ
ENTE S,

YKK Tcoumflbyte[r] yi %77 ]7 N F;&L: bias @
AR 2RI L7221 &2 U2 BT Thyess[r]
ZHo LTS (BEO GO Y~ MEx
‘?_“.\/Té) @@%gjﬁ%ﬁ—é Tcount,lbyte[r] (8
Zy_3-G® Zp—1 = 0 PEALT DHEHLSA R D
IR L TN D728, ZDFT ABSAB bias 1T
Gttt bias & LT (Zp—a—a®Zy) = 0| (Zr—3-c®
Zr—1) =0 DX OIZEKBIEND. RCAIFF—A
FU—AD 134 FEEDFEES721F Tl bias
WFECTICT UV HLERDEBZOLND D,

Z DGR O D RN AR ITERE 1 DR
KON fFE2Y (14 F48G/N/N) . 1/N &
5. T Twuntflbyte[r] Thour LTV
LM LNA FTIE Zp—o—g @ Z, = 0 13HER
(1+4e(48G)/N/NY. 1/N THEL S Z & 2 EE
T5., £ Zp o a®Z, BNOLISMT R DA D
TNENOAERMERITT X LB L T1/N
L35, ZoOLE, Algorithm 4 &R UEH (4
EHERD log ST AT D FMIZHERL D
HE) T Zp o @ Z, DEELMERD 55 2>
< Tcount,lbyte[r] DOIEERNS D MU E
FTE LI BEC P 2HET D720 DHER
Tl D Tyuess|r] WMET 5.

RBH%ICG =0,1,...,Guax PETIZONT
[FERIC AT % LT B TR A Lz Tyyess|r]
Mo, ROLBMENPRKEVVEEZIELWE. £ LT
HEET 5.

4.2 FMOO bias & D

WIZ ABSAB bias & 13#72 % long-term bias
TdH 5 FMO0 bias Z#F|HT 5. FMOO bias i%
F—A MU —LD 231 NENL Z,|| Z,41 D bias
THDHN, TDOA X2 FOEES N — 135
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*& 2: FHAEMEBROGE R
i 5 SCEK
226 l 227 l 228 l 229 l 260 l 251 l 252 l 255 l 254
FAE D DKEE 0.0156[0.0156 ] 0.0430[0.0859]0.1719]0.3789]0.7578[0.9688 | 1.0000
AT HOKEE 0.0273]0.0391 [ 0.0898 | 0.1406 | 0.2578 | 0.5469 | 0.8828 | 0.9883 | 1.0000
RRFIE (i =1 0%%)  [0.0117]0.0508]0.0703 | 0.1563 | 0.3828 | 0.7695 | 0.9883 | 1.0000 | 1.0000
FERFIE (i = 127 O%E) [0.0117]0.0508]0.0938 | 0.1875 | 0.33980.7109 | 0.9492 | 1.0000 | 1.0000
FERTIE (i = 254 ©FE) [0.0117]0.0352]0.0664 | 0.1094 | 0.3125]0.5820 | 0.9453 | 1.0000 | 1.0000
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