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The Design and Evaluation of Anomaly Detection System
Based on System Call

KOHEI TATARA,* TOSHIHIRO TABATA'® and KOUICHI SAKURAIt

In order to prevent attacks exploiting buffer overflow vulnerabilities, there are many re-
searches of checking programs for abnormal behaviors based on history of system calls emitted
by them. In this paper, the authors take into account control flow of the programs, and prove
an efficiency of a method for modeling history of system calls in a Bayesian Network. We also
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consider a method for appropriate anomaly detection without false positives.
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Fig.1 Example of Bayesian network when the degree of dependency D is 3

(Number in the parenthesis expresses system call number).
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Program

# of seq.

# of seq. for training

# of seq. for testing

# of proc.

ftp
xlock
ps
login
sendmail

181,663
9,230,067
8,589
13,739
143,109

10,000
895,924
4,112
6,128
73,491

171,663 (1,358)
8,334,143 (937)
4,477 (2,458)
7,611 (4,847)
69,618 (8,286)
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Fig.8 State transition of process in normal and abnormal
operation.
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main:
pushl  Y%ebp
movl %hesp, %ebp
subl $8, Y%esp
subl $8, ’esp
pushl  $0
pushl  $.LCO
call _my_open
addl $16, %esp
movl $0, %eax
leave
ret

_my_open:
pushl  $0x12345678
call open
ret

09 open 0000000 OO0ODOODO
Fig.9 Transformation of open systemcall.
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