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When a hard drive (HDD) is recycled, it is recommended that all files on the HDD are
repeatedly overwritten with random strings for protecting their confidentiality. However, it
takes a long time to overwrite them. This problem is solved by applying the all-or-nothing
transform (AONT) to the filesystem of the HDD. To use the HDD economically, it is desirable
to use a length-preserving AONT (LP-AONT). Whereas previous AONTs cause the increase of
size of a file, and no LP-AONT is secure under previous security definitions. However, it does
not mean that the LP-AONT is useless; previous security definitions are too strict in practical
applications. Then, by introducing the ambiguity of a message, we propose more practical
security definitions of the AONT. We also show the secure implementation of the LP-AONT
under the proposed security definitions. The analysis shows that our implementation is nearly
optimal in terms of the success probability of an adversary. It means that the ambiguity of
one message block allows us to construct the LP-AONT as secure as previous AONTs.

in reducing the overwriting time and avoiding the decryption-key management. The allor-nothing encryption mode, which consists
of the all-or-nothing transform (AONT) and
the usual encryption, has been originally proposed for improving the security against brute
force attacks 9) , and is also applied to the construction of eﬃcient ﬁxed-blocksize encryption
schemes 5) . The remarkable property of the
all-or-nothing encryption mode is that it is infeasible to ﬁnd out information about message
blocks if even one ciphertext block is lost. Overwriting a part of the encrypted ﬁle with the random string can be considered as the loss of the
ciphertext blocks. Therefore, if a small part of
the encrypted ﬁle is overwritten with the random string, then an adversary cannot obtain
any information about the ﬁle even if the adversary knows the decryption key.
Since the remarkable property is achieved by
the AONT, a simpliﬁed scheme without the
decryption key is possible. Namely, only the
AONT is applied to the ﬁlesystem. In usual
use, at the recording, the ﬁle is automatically
transformed by the AONT, and the resulting
data are recorded on the HDD, and at the reading, the ﬁle is automatically recovered by the inverse AONT. When a user recycles the HDD, it
is suﬃcient that the user overwrites some parts
of ﬁles on the HDD.
In both cases we see that the AONT plays an

1. Introduction
The secure management of ﬁles on the hard
drive (HDD) is one of important problems in
the area of information security. In particular all ﬁles on the HDD should be completely
deleted before the HDD is recycled. To make it
harder for even expensive HDD probing to recover ﬁles, we usually use special software (e.g.,
shred in the GNU Core Utilities 4) ), which
repeatedly overwrite ﬁles with a random (or
ﬁxed) string. The Japan Electronics and Information Technology Industries Association 11)
recommends that the HDD is overwritten with
the ﬁxed string twice. The Under Secretary of
Defense 12) has deﬁned the rule that the HDD is
overwritten with a string, its complement, then
with a random string. However, it probably
takes a long time to overwrite all ﬁles on the
HDD with the string.
One may think that this problem can be
solved by using an encrypted ﬁlesystem such
that the ﬁle is automatically encrypted at writing, and it is automatically decrypted at reading. Since all ﬁles on the HDD have been encrypted, it is unnecessary to overwrite them
with the random string. However, the encrypted ﬁlesystem requires the secure management of the decryption key. If the decryption
key is easily guessed, then the encrypted ﬁlesystem is useless for protecting ﬁles on the HDD.
The use of the all-or-nothing encryption
mode in the encrypted ﬁlesystem is eﬀective
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essential role in reducing the overwriting time.
We hence focus on the AONT. In this paper, the
AONT such that the size of data increases is
called a length-increasing AONT (LI-AONT),
and the AONT such that it does not increase is
called a length-preserving AONT (LP-AONT).
In the application of the ﬁlesystem, it is desirable to utilize the LP-AONT for the economical
use of the HDD.
The concept of the AONT has been originally introduced by Rivest 9) . After then, the
AONT has been studied in several models.
Boyko 2) has studied the AONT in the random
oracle model. Stinson 10) has done it in the
information-theoretic model. Canetti, Dodis,
Halevi, Kushilevitz, and Sahai 3) have done it
in the standard model.
Boyko 2) has shown that the optimal asymmetric encryption padding (OAEP) 1) is the
most secure AONT under the random oracle model. Note that the use of the OAEP
causes the increase of the size of data, i.e., the
OAEP is the LI-AONT. The AONT proposed
by Canetti, Dodis, Halevi, Kushilevitz, and Sahai 3) is also the LI-AONT. Stinson’s AONT 10)
is the LP-AONT, but the security problem has
been pointed out by Boyko. Thus, no secure
LP-AONT has been proposed in spite of the
fact that the LP-AONT is better than the LIAONT in terms of the size of data.
Boyko 2) has provided security deﬁnitions of
the AONT under the random oracle model,
which are considered as the formal version
of Rivest’s deﬁnition 9) . Surprisingly, no LPAONT is secure under the Boyko’s deﬁnitions.
However, it probably suggests that Byoko’s
deﬁnitions are too strict rather than the LPAONT is totally useless.
Hence, we discuss security deﬁnitions and implementations of the LP-AONT. We give new
security deﬁnitions under the random oracle
model suitable for evaluating the security of the
LP-AONT in practical applications. Our security deﬁnitions explicitly introduce the ambiguity of the message. It follows that our security
deﬁnitions are slightly weaker than Boyko’s definitions, but we believe that they provide suﬃcient security in practical applications. Boyko
discussed the relation between the number of
lost bits of the output and the size of leaked
information about the whole message. In contrast, we discuss the size of leaked information
about the message when one block of the output
is lost. The reason for considering the loss of the
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block is that a user can easily overwrite the ﬁle
with the random string in blocks (e.g., the byte
of the ﬁle, the sector on the HDD) rather than
in bit. Moreover, we show a secure implementation of the LP-AONT under the new security
deﬁnitions. We prove that our implementation
is nearly optimal in terms of the success probability of the adversary.
The AONT is closely related to a threshold secret sharing scheme 9) . For example, the
LI-AONT proposed by Rivest 9) is an s-out-ofs computational secret sharing scheme. It is
known that the size of a share in the s-out-of-s
computational secret sharing scheme is asymptotically 1/s of the size of the secret information 6) . In other words, the size of a share in
previous s-out-of-s computational secret sharing schemes is always larger than 1/s of the
size of the secret information. The LP-AONT,
which is discussed in this paper, is the s-out-ofs secret sharing scheme based on the random
oracle such that the size of a share is precisely
1/s of the size of the secret information. Hence,
the LP-AONT is useful for applications of the
s-out-of-s secret sharing scheme.
This paper is organized as follows. In Section 2, we summarize notation. In Section 3,
we describe previous deﬁnitions and implementations of the AONT. In Section 4, we give new
security deﬁnitions, which are suitable for estimating the security of the LP-AONT. In Section 5, we propose the implementation of the
LP-AONT. In Section 6, we analyze the security of the proposed implementation, and prove
the optimality of the implementation. in terms
of the success probability of the adversary. In
Section 7, we conclude this paper and describe
an open problem.
2. Notation
For an algorithm A, we denote by A() the distribution of A’s output on inputs. When A and
B are algorithms, we denote by AB () the distribution of A’s output on inputs when A uses B
R
as an oracle. We denote by c ← C to choose c
at random according to the distribution C, and
denote by c ← C to set x to the result of evaluating expression C. For a set S, we denote by
R
s ← S to choose s uniformly at random from
S. We denote by

 R
Pr a ← A(), . . . : p(a, . . .)
the probability that a predicate p(a, . . .) is true
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after a ← A(), . . . We denote by
 R

Ev a ← A(), . . . : f (a, . . .)
R

the expected value of f (a, . . .) after a ← A(), . . .
To specify the distribution of the random oracle
R
G, we write G ← Ω where Ω is the set of all
maps from ﬁnite strings to the set of inﬁnite
strings.
For a block sequence
x = (x1 , x2 , . . . , xs )
where xi ∈ {0, 1} , we denote by x\xu the block
sequence such that xu is replaced with an empty
block ψ, i.e.,
x\xu = (x1 , x2 , . . . , xu−1 , ψ, xu+1 , . . . , xs ).
The empty block ψ means that the block at
the position is lost (or unknown). We call the
sequence containing ψ the incomplete sequence.
We let  denote the concatenation operator on
blocks.
3. Previous Definitions and Implementations
Rivest 9) has deﬁned the all-or-nothing transform as follows:
Definition 1 We say that a transform F
mapping a message sequence (x1 , x2 , . . . , xs )
into a pseudo-message sequence (y1 , y2 , . . . , ys )
is an all-or-nothing transform (AONT) if F satisﬁes the following conditions.
( 1 ) The transform F is invertible.
( 2 ) Both of F and its inverse are eﬃciently
computable.
( 3 ) It is computationally infeasible to compute any function of any message block
if any one of the pseudo-message blocks
is unknown.
The transform F is called a length-preserving
AONT (LP-AONT) if s = s , and it is called a
length-increasing AONT (LI-AONT) if s < s .
The OAEP 1) and the package transform 9)
are implementations of the LI-AONT. The
OAEP is based on the random oracle model,
and the package transform is based on the ideal
cipher model. The LI-AONT based on the standard model has been also proposed 3) .
Stinson 10) has modiﬁed Deﬁnition 1 to provide unconditional security as follows:
Definition 2 Let X1 , X2 , . . . , Xs be random variables taking on values in {0, 1} , and
let F denote a function of them. Suppose

1845

that random variables Y1 , Y2 , . . . , Ys are given
by F (X1 , X2 , . . . , Xs ). We say that F is an
unconditional AONT if random variables satisfy the following conditions where H denotes
the entropy function.
( 1 ) H(Y1 , Y2 , . . . , Ys |X1 , X2 , . . . , Xs ) = 0.
( 2 ) H(X1 , X2 , . . . , Xs |Y1 , Y2 , . . . , Ys ) = 0.
( 3 ) H(Xi |Y1 , Y2 , . . . , Yj−1 , Yj+1 , . . . , Ys )
= H(Xi ) for i, j = 1, 2, . . . , s.
Stinson 10) has shown the unconditional
AONT F based on the linear function over a
ﬁnite ﬁeld GF(q). Let D denote an invertible s × s matrix on GF(q) such that no entry of D is equal to 0. For a message sequence
x = (x1 , x2 , . . . , xs ) where xi ∈ GF(q), F is
deﬁned as
F (x1 , x2 , . . . , xs ) = xD−1 over GF(q), (1)
where x is regarded as a vector and D−1 is the
inverse matrix of D.
For the third conditions of Deﬁnition 1 and
Deﬁnition 2, Boyko 2) pointed out that the conditions only considered the amount of information leaked about a particular message block,
as opposed to the whole message. To solve this
problem, Boyko has given formal security deﬁnitions of the AONT for the whole message in
terms of semantic security and indistinguishability. As an example, we mention Boyko’s definition of the non-adaptive indistinguishability.
Definition 3 Let F be a transform mapping an n-bit message to an n -bit pseudo message and using the random oracle Γ. Let L be
a set of lost bit positions of the pseudo message. There are the ﬁnd stage for ﬁnding two
messages x0 , x1 and the guess stage for guessing which message was transformed. Auxiliary
data d are used for transmitting information
from the ﬁnd stage to the guess stage. Alice A
is said to succeed in (T, qΓ , )-distinguishing F
if there exists L such that

R
R
Pr Γ ← Ω, (x0 , x1 , d) ← AΓ (L, find),
R

R

b ← {0, 1}, y ← F Γ (xb) :

1
+ ,
2
and Alice runs for at most T steps and makes
at most qΓ queries to Γ, where y is the string
such that bits of y are lost according to L.
AΓ (d, y, guess) = b ≥

If  is negligibly small, then it is considered
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that F is secure because y does not give even
one bit about the message. Boyko proved that
no AONT can achieve substantially better security than the OAEP in the sense of this deﬁnition.
Boyko’s deﬁnition considers the loss in bits,
as opposed to the loss in blocks. Even if Boyko’s
deﬁnition is modiﬁed to the loss in blocks, no
LP-AONT is secure. Since the LP-AONT is
deterministic, it is possible to guess b by computing F (x0 ) and F (x1 ). We also see that no
LP-AONT is secure in the sense of Boyko’s semantic security.
On the other hand, one may consider that the
third condition of Deﬁnition 2 is informationtheoretically extended to the whole message.
The following condition guarantees the security
of the whole message: for j = 1, 2, . . . , s,
H(X1 , X2 , . . . , Xs |
Y1 , Y2 , . . . , Yj−1 , Yj+1 , . . . , Ys )
= H(X1 , X2 , . . . , Xs ).
(2)
However, it has been shown that the AONT
satisfying Eq. (2) is the LI-AONT 7) .
4. New Definitions
The LP-AONT F is a deterministic permutation on {0, 1}s where  is the length of one
block and s is the number of blocks. As described in Section 3, F is not secure in terms
of the indistinguishability of Boyko’s deﬁnition. However, we do not consider that the
LP-AONT is completely insecure. Although
Boyko’s deﬁnitions give the formal security of
information about the message as a whole, they
probably are too strict in practical situation. In
other words, the situation that Alice completely
knows both of x0 and x1 is too advantageous to
Alice. Thus, we relax Boyko’s deﬁnitions by
introducing the ambiguity of the message.
Let us consider the following game done by
Alice (adversary) and Bob in terms of the indistinguishability. Let F be the LP-AONT based
on the random oracle Γ.
Find stage: Alice is given u, v and access to
the random oracle Γ. She outputs two incomplete message sequences x0 \xu , x1 \xu
and auxiliary data d. She gives the two incomplete message sequences to Bob. Bob
chooses a random bit b ∈ {0, 1}. He
chooses xu ∈ {0, 1} at random and substitutes xu into the u-th block of xb \xu .
He computes
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y\yv = F Γ (xb )\yv .
and gives y\yv to Alice.
Guess stage: Given d and y\yv , Alice has
access to Γ. She has to guess b.
Alice uses the auxiliary data d to transmit information from the ﬁnd stage to the guess stage.
For example, d probably contains the incomplete message sequences and queries to the random oracle Γ. Note that Alice does not completely know two candidates of the message.
In this respect Deﬁnition 4 diﬀers from Deﬁnition 3. If Alice’s probability of correctly guessing b is 1/2, then the AONT F is secure in terms
of the indistinguishability.
Using the application described in Section 1,
we explain the security given by the above
game.
The incomplete message sequences
x0 \xu , x1 \xu are ﬁles in compliance with
known formats. For example, Alice knows that
the ﬁrst line of the Portable Document Format (PDF) ﬁle is “%PDF-1.2” and that of the
PostScript ﬁle is “%!PS-Adobe-2.0.” The incomplete pseudo-message sequence y\yv , which
was obtained by Alice, is the no-overwritten
part of the ﬁle on the HDD. Alice wants to know
whether the ﬁle is the PDF ﬁle or the PostScript
ﬁle, and wants to obtain information about the
overwritten part of the ﬁle if possible. However,
if the probability that Alice’s guess is correct is
1/2, then it means that she cannot distinguish
between the PDF ﬁle and the PostScript ﬁle.
Since even the known part xb \xu is completely
hidden, it is not easier to extract the unknown
part xu from y\yv . Namely, the knowledge of
ﬁle formats is useless to obtain any information about the unknown part of the message
sequence from the incomplete pseudo-message
sequence.
The formal deﬁnition of indistinguishability
based on the above game is given as follows:
Definition 4 Let F be a transform mapping x = (x1 , x2 , . . . , xs ) into y = (y1 , y2 , . . . , ys )
and using the random oracle Γ. Let u, v (1 ≤
u, v ≤ s) be integers. Alice A is said to succeed in (T, qΓ , )-distinguishing F if there exist
u and v such that

R
Pr Γ ← Ω,
R

(x0 \xu , x1 \xu , d) ← AΓ (u, v, find),
R

R

b ← {0, 1}, xu ← {0, 1} ,
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R

y\yv ← F Γ (xb )\yv :


1
AΓ (d, y\yv , guess) = b ≥ + ,
2
and Alice runs for at most T steps and makes
at most qΓ queries to Γ.
Next, let us consider the following game in
terms of the semantic security.
Find stage: Alice is given u, v and access to
the random oracle Γ. She outputs x\xu ,
and gives it to Bob. Bob chooses xu ∈
{0, 1} at random, and substitutes xu into
the u-th block of x\xu . He computes
y\yv = F Γ (x)\yv ,
and gives y\yv to Alice.
Guess stage: Given u, v and y\yv , Alice has
access to Γ. She has to guess f (x) where f
is an arbitrary deterministic function.
Alice cannot transmit any information about
x\xu from the ﬁnd stage to the guess stage.
Otherwise she will transmit the value of
f (x\xu ) to the guess stage. Note that she outputs the incomplete message sequence in the
ﬁnd stage. This respect is diﬀerent from the
semantic security of Boyko’s deﬁnitions. If Alice cannot guess the value of f (x) substantially
better than always outputting the most probable value of f (x), then she cannot obtain any
useful information from the incomplete pseudomessage sequence.
Using the application described in Section 1,
we explain the security given by the above
game. Suppose that Alice obtains an incomplete digital image ﬁle y\yv by the HDD proving. Since Alice does not know what the image is, she attempts to recover the image even
if the resolution of the recovered image is low.
In this case, f (x) means the low-resolution image of the image x. However, if Alice cannot
guess f (x) substantially better than always outputting the most probable f (x), then she cannot obtain any new information about the image.
The formal deﬁnition of the semantic security
based on the above game is given as follows:
Definition 5 Let F be a transform mapping x = (x1 , x2 , . . . , xs ) into y = (y1 , y2 , . . . , ys )
and using the random oracle Γ. Let u, v (1 ≤
u, v ≤ s) be integers, and let f denote any deterministic function. Alice A is said to succeed
in (T, qΓ , )-predicting f if there exist u, v such

Fig. 1 Proposed LP-AONT.

that


R
R
Pr Γ ← Ω, x\xu ← AΓ (u, v, find),
R

xu ← {0, 1} , y ← F Γ (x) :
AΓ (u, v, y\yv , guess) = f (x)



≥ pf + ,
where
 R
pf = Ev Γ ← Ω :


R
max Pr x\xu ← AΓ (u, v, find),
z

R
xu ← {0, 1} : f (x) = z
and A runs for at most T steps and makes at
most qΓ queries to Γ.

Stinson’s LP-AONT given by Eq. (1) does not
use the random oracle, i.e., the linear transform
D is explicitly given. Stinson’s LP-AONT is not
secure in the sense of Deﬁnition 4 and Deﬁnition 5 because of the linear transform. For given
D, it is easy to ﬁnd x0 \xu and x1 \xu such that
 of Deﬁnition 4 is equal 1/2. It is also easy to
construct an algorithm A such that  of Deﬁnition 5 is not negligibly small.
5. Implementation
We propose a new LP-AONT as shown in
Fig. 1. Let x = (x1 , x2 , . . . , xs ) be the message sequence where xi ∈ {0, 1} . Let G be
a mapping {0, 1} into {0, 1}(s−1) , and let H
denote a mapping {0, 1}(s−1) into {0, 1} . An
LP-AONT F is deﬁned as
F (x) = y1 y2  . . . ys
= (xL ⊕ G(r))(r ⊕ H(xL ⊕ G(r))),
where
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xL = x1 x2  · · · xs−1 ,
r = x1 ⊕ x 2 ⊕ · · · ⊕ xs .

(3)
(4)

The pseudo-message sequence is given by
y = (y1 , y2 , . . . , ys ),
where yi ∈ {0, 1} . The inverse of F is computed straightforwardly. Thus, F is the eﬃciently invertible permutation on {0, 1}s .
The proposed LP-AONT is similar to the LIAONT OAEP, but they are diﬀerent in the
input of G. In the case of the proposed LPAONT, it is the exclusive-OR result of message
blocks. In the case of the OAEP, it is an -bit
random string that is independent of message
blocks.
We mention the relationship between the
proposed LP-AONT and the s-out-of-s secret sharing scheme. Let us consider x and
(y1 , y2 , . . . , ys ) as a secret information and s
shares, respectively. The size of x is s bits
and that of yi is  bits, i.e., the size of a share
is precisely 1/s of that of the secret information. As described in Section 6, x cannot be recovered without using all the s shares. Therefore, the proposed LP-AONT can be used instead of conventional s-out-of-s secret sharing
schemes. Note that the proposed LP-AONT is
not an information-theoretically secure s-outof-s secret sharing scheme.
6. Security Analysis of the Implementation
We assume that G and H are random oracles.
Let qG and qH be the numbers of queries to G
and H, respectively.
Theorem 1 Suppose that Alice A (T, qG +
qH , )-distinguishes F where the u-th message
block and the v-th pseudo-message block are
lost, qG ≤ 2−1 and  ≥ 2. If v = s, then
−

 ≤ 2qG 2
otherwise
 ≤ 2qG



,


e ln 2
+
1
2− ,
ln ln 2
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the ﬁnd stage and in the guess stage, respectively. We have



 

Pr AC = Pr AC | ¬AskRB · Pr ¬AskRB




+Pr AC | AskRB · Pr AskRB




≤ Pr AC | ¬AskRB + Pr AskRB




= Pr AC | ¬AskRB + Pr FAskRB


+Pr GAskRB | ¬FAskRB


·Pr ¬FAskRB




≤ Pr AC | ¬AskRB + Pr FAskRB


+Pr GAskRB | ¬FAskRB . (6)
Since Bob uniformly chooses xu from {0, 1}
at random, the distribution of rB is uniform
on {0, 1} because of Eq. (4). Since G(rB ) is
random if Alice does not ask about G(rB ), we
have
 1

Pr AC | ¬AskRB = .
2
Moreover, since Bob computes rB after he received two incomplete message sequences, we
have


Pr FAskRB ≤ qF G 2−
where qF G is the number of queries to G in the
ﬁnd stage. Hence, Eq. (6) is written as
  1
Pr AC ≤ + qF G 2−
2


+ Pr GAskRB | ¬FAskRB . (7)

We evaluate
the probability Pr GAskRB |

¬FAskRB . Let qGG be the number of queries
to G in the guess stage, and let GAskRiB denote
the event that Alice’s i-th query to G in the
guess stage is rB .


Pr GAskRB | ¬FAskRB
q
GG


=
Pr GAskRiB | ¬FAskRB
=

i=1
q
GG


Pr GAskRiB |

i=1

j=1

¬GAskRjB ∧ ¬FAskRB




 i−1
·Pr
¬GAskRjB | ¬FAskRB

(5)

j=1

where e is the base of the natural logarithm.
We prove the above theorem. Let AC be the
event that Alice’s guess is correct. Let rB denote the input of G used by Bob in this game,
i.e., Eq. (4). Let AskRB be the event that Alice
asks about the value of G(rB ). Let FAskRB and
GAskRB be events that such a query is made in

i−1

≤

q
GG
i=1


Pr GAskRiB |

i−1
j=1

¬GAskRjB ∧ ¬FAskRB



(8)
We ﬁrst consider the case of v = s, i.e., the
last pseudo-message block ys is lost. Since xu
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is uniformly distributed on {0, 1} , rB and ys
are uniformly done on it. It follows that the
value of H(y1 y2  . . . ys−1 ) is useless to guess
rB . Eq. (8) is bounded as follows:
q
i−1
GG


Pr GAskRiB |
¬GAskRjB ∧ ¬FAskRB
i=1

=
≤

j=1

q
GG

1
2 − (qF G + (i − 1))

i=1
qGG
2 − qG

For r asked by Alice in the ﬁnd stage, Alice does
not ask about G(r) to the oracle G in the guess
stage because such a G(r) is probably included
in the auxiliary data d. Using the assumption
of qG ≤ 2−1 , we have
  1
Pr AC ≤ + qF G 2−
2 

+Pr GAskRB | ¬FAskRB
1 qF G
qGG
≤ +  + 
2
2
2 − qG
1 qF G
2qGG
≤ +  +
2
2
2
1 2qG
≤ +  .
2
2
Next, we consider the case of v = s. Pseudomessage blocks yi except for yv have been ﬁxed
in the guess stage. We deﬁne a function V :
{0, 1} → {0, 1} as
V (z) = H(y1  . . . yv−1 zyv+1  . . . ys−1 )
⊕ ys
where z ∈ {0, 1} . Since H is the random oracle, V is a random function. Note that Alice does not need to guess the lost yv correctly
to guess rB because a preimage z such that
V (z) = rB is not necessarily unique. The following lemma is useful for computing the number of such preimages 2),8) .
Lemma 1 Let W : {0, 1} → {0, 1} be a
random function where  ≥ 2. Then,


e ln 2
Ev max W {−1} (y) ≤
+1
ln ln 2
y∈{0,1}
where the expected value is taken on all functions from {0, 1} to {0, 1} and W {−1} (y) is
the number of w such that y = W (w).
Let γ = (e ln 2 / ln ln 2 ) + 1. Since γ > 8 if
 ≥ 2, Eq. (8) is bounded as follows:

q
GG


Pr GAskRiB |

i=1

=
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i−1
j=1

q
GG
i=1

¬GAskRjB ∧ ¬FAskRB



γ
2 − (qF G + (i − 1))

γ qGG
.
2 − qG
Therefore, we have
  1
Pr AC ≤ + qF G 2−
2 

+Pr GAskRB | ¬FAskRB
γ qGG
1 qF G
≤ +  + 
2
2
2 − qG
1 qF G
2γ qGG
≤ +  +
2
2
2
1 2qG γ
≤ +
.
2
2
We have proved Theorem 1.
≤

Theorem 2 Suppose that Alice A (T, qG +
qH , )-predicts f where the u-th message block
and the v-th pseudo-message block are lost,
qG ≤ 2−1 and  ≥ 2. If v = s, then
 ≤ 2qG 2− ,
otherwise
 ≤ 2qG




e ln 2
+ 1 2− ,
ln ln 2

where e is the base of the natural logarithm.
The bounds of Theorem 2 are the same as
those of Theorem 1 because the proof of Theorem 2 is very similar to that of Theorem 1. We
have Eq. (6), i.e.,



 

Pr AC ≤ Pr AC | ¬AskRB + Pr FAskRB


+Pr GAskRB | ¬FAskRB
Since G(rB ) is random if Alice does not ask
about G(rB ), we have


Pr AC | ¬AskRB ≤ pf .
Moreover, we have


Pr FAskRB = qF G 2− .
Since no information is transmitted from the
ﬁnd
 stage to the guess  stage, the bound of
Pr GAskRB | ¬FAskRB is slightly diﬀerent
from that of Theorem 1. Namely, values of G(r)
obtained in the ﬁnd stage cannot be transmitted to the guess stage. It follows that for v = s
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Pr GAskRiB |

i=1

=

i−1
j=1

q
GG
i=1

2

¬GAskRjB ∧ ¬FAskRB



1
− (i − 1)

qGG
2 − qGG
qGG
≤ 
,
2 − qG
and for v = s
q
GG

Pr GAskRiB |
≤

i=1

i−1
j=1

¬GAskRjB ∧ ¬FAskRB



q
GG

γ
=

2 − (i − 1)
i=1
γ qGG
≤ 
2 − qGG
γ qGG
≤ 
.
2 − qG
 
Therefore, the bound of Pr AC is the same as
that of Theorem 1.
Theorem 1 and Theorem 2 show that no adversary (Alice) can do substantially better than
by the exhaustive search of the lost pseudomessage block because the advantage of the adversary is O(/ log ). It follows that no LPAONT can achieve substantially better security
than the proposed implementation.
Using the example of the ﬁlesystem on the
HDD described in Section 1, we explain the
meaning of the above theorems. Suppose that
Bob wants to give his HDD to Alice where all
ﬁles on his HDD have been recorded with the
proposed implementation. Bob ﬁrst overwrites
the ﬁrst blocks of all ﬁles with the random
string according to appropriate ways 11),12) . It
follows that Alice cannot recover the original
blocks from the overwritten blocks even if she
uses expensive HDD probing. After Alice got
his HDD, she attempts to know ﬁles on his
HDD. However, the above theorems imply that
her attempt fails, i.e., no attempt gives new information about ﬁles on his HDD to her.
7. Concluding Remarks
We have given new security deﬁnitions of the
LP-AONT under the random oracle model, and
proposed the secure implementation of the LPAONT. Since the assumption of the ambiguity
of one message block is not so unrealistic, new
deﬁnitions oﬀer the suﬃcient security in applications. We have also proved that the proposed
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implementation is nearly optimal in terms of
the success probability of the adversary. In addition, the proposed implementation is practical since it consists of a pseudo-random generators G and a hash function H.
In this paper, we have assumed that the message and the pseudo message are lost in blocks.
For the application of the ﬁlesystem, it is a reasonable assumption that the pseudo message is
lost in blocks since the user usually overwrites
the ﬁle in sectors of the HDD or bytes of the
ﬁle. However, from the theoretical viewpoint,
the security for the loss of the pseudo message
in bits is an interesting open problem.
Applications of the LP-AONT include the secure ﬁlesystem on the HDD. The use of the
proposed implementation is probably eﬀective
if the size of each of ﬁles on the HDD are large,
for example, the HDD of a video server. Conversely, if the size of each of ﬁles on the HDD
is very small, the use of the proposed implementation is possibly ineﬀective because the
time for overwriting all the ﬁrst blocks of ﬁles
is nearly equal to the time for overwriting the
whole HDD. We will evaluate the practical performance of the proposed implementation.
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Editor’s Recommendation
We have a security thereat from an unauthorized access to data on a recycled hard disk
drive (HDD). With the all-or-nothing transform
(AONT) we can decrypt the data only when we
have all the encrypted data. AONT is expected
for a use in the variety of applications such as
protection of recycle HDD. It has a drawback
that the size of the encrypted data increases
compared to the plain text, hence, not practical. This paper proposes a solution with more
relaxed security deﬁnitions of the AONT, and
shows the proposed scheme works as secure as
the previous ones. The work is novel and presented clearly.
(Chairperson of SIGCSEC Yuko Murayama)
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