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Proposal and Its Evaluation of IP Telephone That Can Pass through

a Firewall and a NAT

MasaAsHI ITO,* TOSHIHIRO SHIKAMA'H and AKIRA WATANABE?

Due to development of communication infrastructure, IP telephone has reached a level of
practice use. However, it is difficult to use IP telephone freely and safely, because there exist
a firewall and a NAT between a global network and enterprise networks. In this paper, we
propose a system called SOFW (SIP over Firewall) that enables passing through a firewall and
a NAT by placing two relay agents on a global network and a private network, and generating
an HTTP tunnel. Though there exist similar technologies, however, they need special termi-
nals or integrated control of IP addresses. SOFW can use normal SIP terminals, and does not
need integrated control of IP addresses, and it is easy to setup. We have implemented SoFW

on Linux machines and confirmed the effectiveness.
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Fig.1 A concept of HCAP.
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Fig.2 Example of composing an IP telephone network
using SoftEther.
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Fig.3 Structure of SoFW.
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Fig.4 Sequence from generation of an HTTP tunnel to
termination of a call.

goooooOopoooooooosIipooooOO
goooooobooboooboooaTTPOOOOOO
gooooooOooOoooooOoooooosSsipoO
0000000 HRASO SIpO0O0O0O0O0O0OOOO
REGISTEROOOOOO HRACOOOOOOHRAC
OHTTPOOOUOOODOOODOOOOO HRASOO
O0OO0OHRASOOOOOODO 2000K0000000
gSIipO0000OO00DOO0OOCOOOOSIPODOOO
goooooooOoooooooooOoOoooo SIp
OO0 INVITEOOOOOO HRASO SIpO0OCOO
O0OD0O0OOO0OHRASO SIPOOOOOO SIPOOO
o0 HTTPOOOOOODOOOOO INVITEDOO
goooOO0o0oOooOoINVITEODOOOOOOOOOOO
SIpO00000000000OO 180 RingingO OO
oo0oooOooOooooooOo 200KO000000
00000o0O000ooOo0oooooooOn ACK
goo0oooooooogSsipPOooooOOO0OooOOOn
goooooooOoooooooooooooo SIp
goooooooooooooooooooboooo
goboooooooobooooooooooobonoo
000o0o0o0o0ooooodo HRASOOOOO
00 HRACOOODOOODOHTTPOOOODOO
gobooooooooboooooooooobooo
o000oo0ooOo0O000000000000D0 BYE
0000000000 ACKO HTTPOOOOOOO
goooooooooocooo

3.3 SDpPOOOOOOOOODOOOOOO

SoFW O OOOOOOOOO HRAS/HRACO O
HTTPOOOOODOOOOOOOO0OOODOOO



404 goooooooo

1444 2222 3.3 3.3 4444
Cl 2
&

nTA NPT SRTAHE
N IPvA[1.1.1.1 RERHRAS o= INIPVAB3IY  EHRAS
audioE RTPO HRASIZIBIE |™~ audlo RTP O L

i v=0 »
JBEEHEF 0 = OuTA INIPVA[2222)
%HRAG ¢ =IN1Pv4[2222

= -m—audloRTPO HRACIZ{EIE

v=0
o0=0OuTAINIPv4[444.4
c=INIPv44.444

'm = audio[40000]RTP 0

05 SDPOOO
Fig.5 Modification of SDP.
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Fig.7 Processing flow of voice streams.
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Fig.9 Configuration of the evaluation system.
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Table 3 Measurement results of delay.
Outbound | Inbound

average 0.95 ms 0.97 ms
max 52.0 73.8
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Table 4 Distribution of delay.

oo O 0.70 1.30 1.9ms
0.7ms 1.3ms 1.9ms O

Outbound | 0.4% 98.3% 1.3% 0.01 %

Inbound 1.1 98.0 0.8 0.01
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Table 5 Distribution of delay in case of 30 session.

00 (ms) 0 100 [ 300 [ 500 | 70
10 30 50 70 ul

Outbound(%) | 74.0 | 13.7 | 6.8 | 1.6 | 3.8
Inbound(%) 48.8 | 26.7 | 17.7 | 43 | 25
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Table 7 Effects on voice packets with a call process.

oo 010ms | 10030ms | 30050ms | 500 70ms | 70ms oo
oo Inbound 52.3% 43.9% 3.68% 0.05% 0.06% 11.4ms

Outbound | 66.3 16.7 9.1 7.8 0.03 12.5

oo+00o Inbound 44.8 49.3 5.9 0 0 12.3

Outbound | 60.4 20.8 10.1 8.7 0.03 13.8
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Table 6 Processing time of SIP messages.

ooooo Normal | SoFW | SoFW+30

ooo oo ooooo
oooo INVITE 0.42ms | 2.7ms | 5.6ms

Ringing 0.24 3.1 3.8

200 OK 0.32 2.6 4.8

ACK 0.25 1.6 2.5

oo 1.23 10 16.7
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Table 8 Distribution of delay in case of Outbound.

ooooooo | o 100 [ 300 | 500 | 70

10 ms 30 50 70 | O
19,000 (pkt/s) | 99.7% | 0.2 [ 00 | 01 | 0.1
21,000 97.4 03 |02 |01 |19
22,000 96.0 04 |02 |03 |32
23,000 99.2 02 |02 |01 |o04
23,500 94.8 05 |04 |05 |37
24,000 92.3 04 |03 |04 |66
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Table 9 Distribution of delay in case of Inbound.
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10 ms 30 50 70 | O
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21,000 95.7 05 | 04 |03 |30
22,000 94.9 07 |03 |04 |37
23,000 97.7 04 |03 |02 |14
23,500 91.4 1.3 | 09 |08 |56
24,000 91.9 07 |05 |05 |73
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