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Abstract The number of SPAM has increased over the past few years. Most of them lie about their
identity due to lack of sender authentication in SMTP. Thus, we propose a new mail transfer system
using handshake method. In this system, Sender MTA store the checksum of mail in a database, and
receiver MTA verify the authenticity of the mail to sender domain.
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Return-Path: <alice@cexample.com>
Dclivered-To: bobwexample.net
Reccived: (gmail 4800 invoked from network); 6 Oct 2004 15:37:33 +0900
X-HSResult: Success
Received: from mail-a.cxample.com (172:20.1.1)
by mail-b.cxample.net with SMTP; 6 Oct 2004 15:37:22 10900
Reccived: (gmail 10973 invoked from network); 6 Oct 2004 15:36:35 +0900
X-HSID: b7bd84ce13d89105dcc30e59ec471¢9
Recceived: from AlicePCl.example.com (192.168.1.1)
by 172.20.1.1 with SMTP; 6 Oct 2004 15:36:20 +0900
X-HSRS: mail-a
Date: Wen, 6 Oct 2004 15:35:55 10900

To: bob@cxample.net
From: alice@example.com
Subject: Test mail

This is a test mail.

Fig. 4 An Example of Email Message after successful verification.
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