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Development of an USB Flash Memory
for Detecting Unknown Computer Viruses

Ryurtt Koikg,r NAOSHI NakAavAt and YuuJgr Kourt

Recently cases that confidential information leaks out by computer virus infections have
happened frequently. Therefore we should think damage of viruses as a social risk. In this pa-
per, we developed an USB flash memory which automatically exterminates unknown viruses
by only inserted into a PC’s USB port. The USB flash memory includes bootable Linux in
itself. When the USB flash memory is inserted into a PC’s USB port, an unique environment
boots up, and detects unknown viruses by using a heuristics method with debugger. If an
unknown virus was found by this system, a virus extermination software is created automat-
ically. We created virus extermination softwares for real viruses with this system, and tried

Apr. 2007

whether the softwares exterminate viruses.
viruses without deleting benign executables.
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In the result, the softwares could exterminate
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Table 1 Relations between monitored operations and API functions.
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Table 2 Target viruses.
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Table 3 Results of unknown virus detection.
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Table 4 Results of generated IT signatures.
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Table 5 Results of false positive detection by IT
signatures.
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