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ZeroBio — Evaluation and Development of
Asymmetric Fingerprint Authentication System
Using Oblivious Neural Network Evaluation Protocol

KEI NAGAL " HIROAKI KIKUCHI,t2 WAKAHA OGATAt?
and MASAKATSU NISHIGAKIt

We propose a cryptographical protocol for remote biometrics authentication without re-
vealing private biometrics data to verifier. Our protocol uses a neural network for dealing
with uncertainty of biometric data, and a zero-knowledge interactive proof for valid user. In
this paper, we evaluate the performance and the accuracy of the proposed protocol based on
sample implementation system. Several algorithms for features extraction of fingerprint data
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are examined in terms of false acceptance and rejection ratios.
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Table 1 The characteristics of each authentication method.
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Table 2 The functions of NFIS2.
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Table 3 System specification.
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Table 4 Statistics for division methods.
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Fig.7 The Euclid distance distribution in the clustering
method.

20 T
genuine ——
imposter ----x---

Frequency
5
X

e L L L L
80 120 160 200 240 280
Euclid Distance

08 OU0O0DOOO0oO00ooOooDOoOoOoOooooooad
Fig.8 The Euclid distance distribution in the ridge slope

vector method.

0000000000000000 AQO BOOOO
00 Ap=|psa—pp|00000000000 o4O
000000 04.0Ax 0000000000000
00004000000
00000000000000000000000
000000000000000000000000
000000000000000000000000
0000 9000000000000000000
0000090000 1050000000000
00000000000

432 000000000O0000O0

00000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000

35 i

Number of Minutiae

Angle
09 ODOO0OOOO0OOOO
Fig.9 Variance of ridge angle.

100

80

60 -

FAR [%]

40 b

20

0 . . . . . . . .
0 0.1 02 03 04 05 06 07 08 09

Threshold
010 OOoOoOoooooooooobooooo
Fig.10 False acceptance rate (FAR) with respects to
threshold.

goooooooooooooooooooooo 10
goooooobo -ro000000000cooooobo
ooboocooooooooooboooobooboo
43300000 FAR-FRRUO OO OOOFRR=10%
0000 7=060000FAR =8%000000
goooooooboooooooboboooo 100
10000000000 0000000O0
4.3.3 0OOOOO0OO
0000000000000 FARO FRROOO
gboooboooooobooboooboooooooooo
gboboooooooooooooooboobo 3bobboa
gbobooooooobooooooooooooooo
0000 r0000000DOO FAR-FRROOOO
gboo01100oo0
gooobooooooooooooooboooboo
goooooooooboooooooooooobo



Vol. 48 No. 7

100 T T T
Cluster ——

90 + Mesh ----x--- |
80

FRR [%]

0 10 20 30 40 50 60 70 80 90 100
FAR [%]
011 0O0O0ooood

Fig.11 Evaluation on accuracy in several methods.

70000

Server =
Client
60000

50000 | ra
40000 |

30000

Processing Time [msec]

20000 o

10000 -

0 0 2 50 7 100 125
Number Of Hidden Units
012 0000000000000

Fig.12 Processing time with respects to the number of

hidden units.

00000000000000000000 FARO
FRROOOO 10000000000

434 0000
00000000000000000000000
00000000000000000 1200000
0000000000000000D00000000
000000000000000000000000
0000000000 0Pentiumd 1.8 GHz O LinuxO
1,000Mbps 000000000

44 0 0O O
000000000000000000000
(1) 0000000000
(2) D00O0O0O0OO0O0DOOO0OOO0O0O00
(3) DOO0O0OO0O0O0O0O0
000 300000000(1)0000000000
000000000000000000000000
Oooo0000000

0000000 NFIS200000256x% 256 000
0v000n=200000000000000000
000000000000000000000 700
00 PO0OO0OOOOO a=(a1,...,ap) 00000
00000000000(1)000000000000
0000 L=50000000 DO0O5x5=2500

ZeroBio—OOOOOOOOOOO 2315

05 O0OODOODODOO
Table 5 Entropy of biometrics features.
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Table 6 Accuracy for several features division methods.
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Table 7 The FAR and FRR at each phase.
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