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SNOW NOISE CAPTCHA:
A Proposal of Movie-based CAPTCHA
using Meaningless Information

NGUYEN XUAN NGHIA™ MASAHIRO FUJITA'? YUKI IKEYAT?
YUTA YONEYAMA™  JUNYA KANI? MASAKATSU NISHIGAKI

There are many existing CAPTCHAs like text-based CAPTCHA, image-based CAPTCHA and movie-based CAPTCHA
that are generated by obfuscating the meaning information (like material objects) to protect web services from automat
ed attack by malware. However, as the technique of malware is developing rapidly day by day, it is predicted that the
existing CAPTCHAs are coming to limit. To solve the problem, we present SNOW NOISE CAPTCHA, a movie-base
d CAPTCHA that using the Gestalt Theory of Principal of Common Fate to generate meaning information from meani
ngless information (random dots). In the proposed system, as the meaning information will be changed while malware
is detecting meaning information from movie CAPTCHA, malware hardly unlocks CAPTCHA. In addition, because of
using the meaningless information, it is expected that SNOW NOISE CAPTCHA has a high tolerance with the brute-f
orce attack. However, there is still the problem that is how to send the timing of the client answer to the server.
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AVATAR CAPTCHA

Select all the Avatar (artificial) faces

Push Submit to validate the test. Refresh for a new set of images
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