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Implementation and Evaluation of SaaR : Sandbox as a Request

JUNYA KANI™? TAKEHISA KATO™?
FUMIHIKO MAGATA™ YOSHIMI TESHIGAWARA™ RYOICHI SASAKI™
MASAKATSU NISHIGAKI™

We proposed a method that provides a disposable virtual server to each request for a real server from a client-user, as
countermeasure of attack to server(s) by malicious users. Namely, the proposed scheme, Sandbox as a Request (SaaR), generates
one-time virtual machine against each access request from any client-user, regardless of legitimate user or malicious user, and
then creates a copy of a real server in the sandbox. The copied virtual server provides a service to each client-user, and is cleared
out when it is finished providing service appropriate to the request by the user. Even if a malicious client-user succeeds in
tampering data of the copied virtual server, the real server is working without fault. This paper implements this system in the
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form of Web-Server, evaluates and discusses about the feasibility and the applicability.
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