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An Implementation of Moblie Anonymous Attribute Authentication

System on Android Devices

Abstract: In current ID-based authentication systems, service providers can collect user’s history via user’s
ID. On the other hand, service providers often want to authenticate user’s attributes. To solve this problem,
an anonymous attribute authentication system was proposed, where the user’s attribtes are autheticated
without revealing any information that can speciy the user. In this paper, we implemented a mobile anony-
mous attribute system using NFC and Bluetooth, where, by bringing the device close to another one, we can
perform a direct anonymous attribute authentication. From the experiments on real devices, the execution
time of anonymous attribute authentication is 0.98 seconds, and the total processing time including the
connection establishment is 1.85 seconds.
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