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Survey on the cyber-attacks to industrial control systems

AKIRA MIZUNUMA™  NAOSHI SATO'!

Recently the incidents due to the cyber-attack targeting for the control systems of critical infrastructure have
increased. The improved convenience and cost reduction can be achieved by connecting the control systems to
information system. But vulnerability of these control system and information system must be considered. The
number of incident reports tend to increase overseas. However, the number of incident report in japan is much less
than overseas. Crisis consciousness does not increase for the cyber-attack because its risk is not informed. But
attackers are believed to target the vulnerability of control system constantly. This study constructed a honeypot
which emulates the SCADA system using the source code of “SCADA HoneyNet Project”. And it investigated the
illegal access from attackers. As a result, it found the access rate to specific port 80 and 1433 is a significantly high.
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create template! .

set template ethernet "Scom™t .
set template personality "Microsoft Windows 2000 Server SP27 1
set template default tep action reset:
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set template default icmp action opent

adcl template tep port 21 pywthen /usr/share/horevd/ple/honeyd-fod.py™t
add template top port 23 "pvihon /usr/share/horevd/plc/honevd-telnet.py”L
add template tcp port 502 7 pylhon Jusr/share/honeyd/p lc/honeyd-madbus, py ™ 1
add temelate tce port 80 "pvthon /usr/share/honevd/elc/honevd-html.py”™ L
add template tcp port 20000 opent

add template tep port 22 opent

1
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